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Preface

Intended Audience

This documentis intended for:

Network engineers
Technical supportand servicing engineers

Network administrators

Technical Support

Official website of Ruijie Reyee: https ://www.ruijienetworks.com/products/reyee

Technical SupportWebsite: https://ruijienetworks.com/support

Case Portal: https://caseportal.ruijienetworks.com

Community: https://communityruijienetworks.com

Technical Support Email: service_rj@ruijienetworks.com

Conventions

1. GUI Symbols
Interface o
Description Example
symbol
1. Button names
1. Click OK.
2. Window names, tab name, field name and ) )
Boldface . 2. Select Config Wizard.
menuitems
) 3. Click the Download Fle link.
3. Link
> Multi-level menus items Select System > Time.
2. Signs

The signs usedinthis documentare described as follows:

_0 Warning

An alert that calls attention to importantrules and information thatif not understood or followed can resultin

data loss orequipmentdamage.

4\ caution

An alert that calls attention to essential information thatifnot understood or followed can resultin function

failure or performance degradation.

@ Note

An alert that contains additional or supplementaryinformation thatif not understood or followed will notlead to

serious consequences.



https://www.ruijienetworks.com/products/reyee
https://ruijienetworks.com/support
https://caseportal.ruijienetworks.com/
https://community.ruijienetworks.com/

& Specification

An alert that contains a description of productor version support.

3. Note
The manual offers configuration information (including model, description, port type, software interface) for

indicative purpose only. In case ofanydiscrepancyorinconsistencybetween the manual and the actual version,
the actual version prevails.
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Configuration Environment Requirements

PC

® Google Chrome, InternetExplorer 9.0,10.0,and 11.0,and some Chromium/Internet Explorer kernel-based
browsers (such as 360 Extreme Explorer) are supported. Exceptions such as garble characters orformat

error may occur if an unsupported browseris used.

® 1024 x768orahigherresolutionis recommended. Ifotherresolutions are used, the page fonts and formats

may not be aligned, the GUI is less artistic, or other exceptions mayoccur.

Loggingin to the Web Page

Connecting to the Device

Use a network cable to connect the switch port to the network port of the PC, and configure an IP address for
the PC that is on the same network segment as the default IP of the device to ensure thatthe PC can ping

through the switch. For example, setthe IP address ofthe PC to 10.44.77.100.

Table 1-1  Default settings

Feature Default Value

Device IP Address 10.44.77.200

Username and password are notrequired atyour first
Password ] ] ) )
login and you can configure the bridge directly.

Logging in to the Web Page

(1) Enterthe IP address (10.44.77.254 by default) of the device in the address bar of the browser to open the
login page.

@ Note
If the static IP address ofthe device is changed, or the device dynamicallyobtains anew IP address, the new
IP address can be used to access the web managementsystem ofthe device as long as the PC and the

device are onthe same LAN, and their IP addresses are inthe same network segment.

(2) Enter the password and click Log In to openthe homepage ofthe web managementsystem.
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Ruisie | zRcycc

Hi, NBS7003

Password

Forgot Password? English v ‘

Google Chrome and |E browser 9, 10 or 11 are supported. Copyright©2000-2022 Ruijie Networks Co_, Ltd

Username and password are notrequired atyour first login and you can configure the bridg e directly.

For device security, you are advised to set the management password after your first login to the web
management system. After the password is set, you need to enter the password when you log in to the web

managementsystem again.

If you forget the Device IP address or password, hold down the Reset button on the device panel formore than
5s when the device is connected to the power supply to restore factory settings. After restoration, you can use
the defaultIP address and passwordtologin.

A Caution

Restoring factory settings will delete all configurations ofthe device. Therefore, exercise caution when
performing this operation.
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1.2.3 Frequently-Used Controls on the Web Page

Ruijie | BRcycc | Local Device(NBS urrently in Local English~ ORemote OBM & Ne

— e: Ruijle SN: MACCNBS6000HQ 1P Address: 19216811062 MAC Address: 00:D0:FB95:68:5E © Reb
o NBS6002 Reyee0S 1.218.2426  Hardware Ver: 1.00 DNS: 192.168.110.1
VLAN  Monitor ~  Ports 2 Mullicest (3 Interfaces ~  Routing
DHCP Clients  Slatic IP Addresses  DHCP Option  ARP List
ARP List + Add i Delete Selected
Upto 4000 IP-MAC bindings can be added.
No. Interface MAC Address IP Address Type Reachable Action
1 VLAN CB5B76:84:003c 192.166.110.136 Oynamic ves ? Bind
2 VLAN O0:a0:fBaabIcs 192.168.110.8 Gynamic Yes & Bind
VLAN 00:03:18:15:085¢ 192:168.11089 Oynamic Yes & Bind
4 VLAN1 30:04:92:30:44:26 192.168.110.2 Dynamic Yes & Bind
VLAN1 00:74:9¢:87:6d:85 192.168.110.1 Dynamic Yes P Bind
[ 1] o/ wesge 1 uls

Table 1-2  Frequently-Used Controls on the Web Page

Control Description

Local Device: Allows you to configure all functions ofthe
local device.

Currently in Local Device mode. I Network: Allows you to configure common functions ofall

wired and wireless Reyee products in batches inan ad hoc
network.

The navigation bar is arranged horizontallyon the top when
Home VLAN  Monitor ¥ Ports ¥ L2 Multicast L3 Interfaces ~ the device acts as a slave device, and Vertica”y onthe left

when the device acts as a masterdevice.

English ~ Clickit to change the language.
Clickit to login to the MACC for remote O&M through the
O Remote O&M URL or by scanning the QR code.

£ Network Setup Clickit to access the network setup wizard.

[+ Log Out Clickit to log out of the web managementsystem.

Click Add or Batch Add to add one or more table entries in

+ Add + Batch Add the dialog boxthat appears. After adding the table entries, you
can view the added table entries on this page.




Web-based Configuration Guide Login

Iil Delete Selected Clickit to delete the selected table entries in batches.

Quickly locate the table entry you want to find through the

Search by MAC Q Search

drop-down listor by entering a keyword.

Edit Delete ¢ Bind Clickthem to edit, delete, or bind a table entry.

If the toggle switch is displayed in gray and the button is on
() the left, the related functionis disabled. If the toggle switch is

displayed in blue and the button is on the right, the related

functionis enabled.

2 Refresh Update data on the current page.

Set the number of table entries displayed on a page. Clicka
B: : : s s > pme Gotopage 1 page number or specify the page numberto go to the

corresponding page.

1.3 Quick Setup

1.3.1 Configuration Preparations

Connectthe device to the power supply,and connect the device portto an uplink device with a network cable.

1.3.2 Procedure

1. Adding Device to Network

By default, users can perform batch settings and centralized management of all devices in the network.
Therefore, before starting configuration, you need to check and confirm the number of online devices and

network status in the network.

& Note

Under normal circumstances, when multiple new devices are powered on and connected, they will be

automatically interconnected into a network, and the user only needs to confirm that the number of devices is

correct.

If there are other devices in the network that are notadded to the current network, you can click Add to My
Network and enterthe managementpassword ofthe added device to manually add the corresponding device

to the network where the device is located, and then start the network-wide configuration.
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Ruy'rfé #Rcycc | Discover Device English v [3 Bxit

Total Devices: 18. Other Devices (to be added manually): 17.

Please make sure that the device count and topology are correct. The unmanaged switch will not appear in the list. View Topology @
Net Status ( Online Devices / Total ) Refresh &
9 — — ==

- [ 1/1 0/0 17
Internet Router Switches APs Other Devices
My Network

ruijie (1 devices)

Model SN P MAC Software Ver
%’itch NBS5200-48GT4xXS [Master] MACCQQQQQQ123 172.30.102.133 00:11:22:33:44:66 ReyeeQS 1.86.1718

| Other Devices @

123 (3 devices) Add to My Network >

lin (1 devices) Add to My Network >

Rediscover Start Setup

2. Creating a Web Project

Click Start Setup to setthe networking modes and management password ofthe device.

(1) Network Name: Identify the network where the device is located.
(2) Internet: Select the networking mode.

o DHCP:An IP address is assigned to the device bythe uplink DHCP server. Bydefault, the device detects
whether the IP address can be dynamicallyobtained. If the IP address is obtained successfully, there is

no needto manuallysetthe IP address.

o Static IP: The usermanuallyenter aspecified IP address, subnet mask, gatewayIP address,and DNS

address.
(3) Management Password: Setthe password forlogging in to the managementpage.
(4) Country/Region: Selectthe country or region where the device is located.

(5) Time Zone: Setthe system time. The network time server is enabled to provide time services by default.

Please selectyouractual time zone.
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Ruijie | ERcycc | Create Network English v 3 Bxit

* Network Name

Network Settings.

Internet @ DHCP Static IP

Management Password (Please remember the password.)

* Management ek

Password
Country/Region/Time Zone v

* Country/Region | China (CN)

*Time Zone | (GMT+8:00)Asia/Shanghai

Previous Create Network & Connect

Click Create Network & Connect to deliver related configuration for initialization and detect the network. After
completing the quick setup, the new device is connected to the Internet, and you can continue to bind the device
to the cloud accountfor remote management. For specific operations, please refer to the instructions on the page

to log into the Noc Cloud platform for configuration.

@ Note

®  Click Exit in the upper right corner and follow prompts to perform operations. Then, the device can skip
quick setup to go to the Eweb managementsystem. To configure again after exiting or completing the quick
configuration, clickthe signinthe navigation bar at the top of the web page.

®  Afterchanging the managementpassword, you need to re-visitthe device managementaddress and use
the new passwordto loginto the device.

1.4 Work Mode

The device supports two work modes: Standalone and Self-Organizing Network. It works in Self-Organizing
Network mode bydefault. The system presents different menuitems based onthe work mode. To modifythe

work mode, see Switching the Work Mode.

Self-Organizing Network: After the self-organizing network discovery function is enabled, the device can be
discovered in the network and discover other devices in the network. Devices network with each other based on
the device status and synchronize global configuration. You can log in to the Web management page of the
device to check management information about all devices in the network. After self-organizing network
discoveryis enabled, users can maintain and manage the currentnetwork more efficiently. You are advisedto

keep this function enabled.

When the device is in self-organizing network mode, the Web page has two configuration modes: the network

mode and the local device mode. For more information, see Switching the ManagementMode.

Standalone mode: If the self-organizing network discovery function is disabled, the device will not be
discovered in the network. After logging in to the Web page, you can configure and manage only the currently
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logged in device. If only one device is configured or global configuration does not need to be synchronized to
the device, you can disable the self-organizing network discoveryfunction.

1.5 Switching the Management Mode

In standalone mode, you can configure and manage only the currentlogged in device withoutself-organizing

network function. As shownin

In self-organizing network mode, the Web page has the network mode and the local device mode. Click the

Currently in Network mode in the navigation barand selectthe desired mode from the drop-down listbox.

Ruijie | mRcycc Network |Navigati0nO‘ English~ & B8 & (3

Network Currently in Network mode.

Metwork Clients
>

Local Device(MBS )

® The network mode: Display the managementinformation of all devices in the network and configure all

devices in the currentnetwork from the network-wide perspective. As shownin;

® The local device mode: Only configure the device that you login to. As shownin.
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Figure 1-1 The Web Page in Standalone Mode

RUI}'Fé n

Rcycc ‘ HSQ 6000 > NBS3100 @

English ~

Login

Conflicts
0
0
0
&
Ai
0

| Basic Info

£F VLAN

Hostname: NBS3100 & MGMT IP: 172.30.102.121 & Software Ver: ReyeeOS 1.86.1712
Monitor . Model: NBS3100-24GT4SFP-P MAC: 30:0D:9E:6F:C2:3C Systime: 2022-05-23 16:08:05

Status: e Online SN: G1PD8&95009212 Uptime: 10 days 23 hours 55 minutes 59 seconds
& Ports g Work Mode: Standalone &
&) L2 Multicast
Port Info @ Panel View
© Security v
The flow data will be updated every 5 minutes. & Refresh
5 Advanced -
@ Diagnostics . 12 5 7 9 11 13 15 17 19 21 23
< System ’ PYVYPY UYFESY NN
2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28
Speed CRC/FCS E G ted/On ized
Port Rate Rx/Tx Spee Rx/Tx Bytes Rx/Tx Packets </ rrer orrupted/Oversize
(kbps) Packets Packets
92083382/427
Gil + 1000M 82/51 19.966G/5.85G 4 0/0 0/0
18050
Gi2 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0
19171463/744
Gi3 1000M 32/67 2.93G/16.36G /7 0/0 0/0
41639
Gid Disconnected 0/0 0.00/0.00 0/0 0/0 0/0
« Collapse
Figure 1-2 The Web Page in Network Mode in Self-Organizing Mode

Ruijie | FReycce

Network

Q Navigation
K Status Devices Clients
Online 1/17/1 > 28
@ Overview
5% Network v Alert Center All {0)
No Alerts Yet
£\ Devices
Common Functions
@ Clients -
. @RLDP @ DHCP @ Batch
= System : Snooping  Config
Network Planning Setup
Wi-Fi VLAN (1):
@Ruijie-m745E
VLAN1
Wired VLAN (2):
VLANO0OO1 test_vlan
VLAN1 VLAN3
« Collapse

Topology List

Updated on:2022-05-19 04:00:14

[ Navigation Q | English~ (3 38

L E

Overturn
Restare

Refresh
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Figure 1-3 The WebPage in Local Device Mode in Self-Organizing Mode

Ruijie | FRcycc Local Device(NBS - English~ O 28 & [B

Basic Info

£% VLAN
Hostname: Ruijie & MGMT IP: 172.30.102.84 & Software Ver: ReyeeOS 1.50.1706
B Monitor . Meodel: NBS7003 MAC: 00:D0:F8:22:74:5E Systime:  2022-05-19 18:58:40
Status: e Online SN: MACC2020ABCDE Uptime: 3 days 1 hour 52 minutes 3 seconds
& Ports . Work Mode: Self-Organizing
Network &

@ L3 Interfaces

© Security . Smart Monitoring

& Advanced . PS5 is short for power supply.

Temperature: OK
(%) Diagnostics v

Fan 1 Presence: Present Fan Version: 0.64 Fan SN:
. Fan Type: Fan Speed: 1650rmp Fan Status: OK
= System ‘ . . .
PS1 Presence: Absent Power. -- PSSN: --
PS Type: - PS Status: - PS Version: --
PS2 Presence: Absent Power. -- PSSN: -
PS Type: -- PS Status: -- PS Version: --

Port Info @ Panel View

The flow data will be updated every 5 minutes. & Refresh

M7000-24GT2X5-EA/MACCZZZFFF123 ~
1 3 5 7 9 11 13 15 17 19 21 23 Ai

«Collapse N N B B B S B S B B e . L__ B
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2 Network management

2.1 Overviewing Network Information

Network management

In network mode, the Overview page displays the currentnetwork topology, uplink and downlink real -time traffic,

network connection status, and number ofusers and provides short-cutentries for configuring the network and
devices. Users can monitor and manage the network status ofthe entire network on the page.

#® e @ d bz

@ BB F B

>

Status
Online

Devices Clients

1/1/5> 4

Alert Center All (1)

The gateway is not configured with a

VLAN.
The downlink port of device HILAOUT....

Common Functions

WIO

’4 WIO v

@ RLDP

will help optimize ... 100.00 @

@ DHCP
Snooping

@ Batch
Config

Network Planning Setup

Wi-Fi VLAN (1):

5048 Igh
VLAN1

Wired VLAN (2):

VLANT
VLAN1

VLANOO1T2
VLAN12

Topology List

Updated on:2022-04-29 17:31:18

Ruijie.abc
SN:H1LADU1003624

DHCP Server

Unknown
UNKMOWN

+ ap

Overturn
Restore

Refresh

NBS5200-245FP/8.

SN:UNKNOWN SN:GINW31N000172
e
GD —7 €D
AR
RG-ES205C-P

AP Group

2.2 Viewing Networking Information

Choose Network > Overview.

SN:MACCWLD789205GC

The networking topologycontains information aboutonline devices, connected portnumbers, device SNs, and
uplinkand downlink real-time traffic.

10
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Topology List + AP

Overturn

Restore

1 Refresh

Do
|
.. Unknown
UNKNOWN NBS5200-245FP/8
SN-UNKNOWN SN:GTNW31N000172
1
e
A

AP Group RG-ES205C-P ""
SN:MACCWLD789205GC 1
Al

Updated on:2022-04-29 17:31:18

® Clicka traffic data item to view the real-time total traffic information.

Real-Time Flow

Real-Time Flow (Kbps)

0 —@- Uplink Flow —@— Downlink Flow
50
40+
304

204

104

0 * + + * * # r
184724 18:48:04 18:48:44 18:49:24 18:50:04 18:50:44 18:51:24 18:51:39

® Click adevice inthe topologyto view the running status and configuration of the device and configure device

g

functions. Bydefault, the product modelis used as the device name. Click to modify the device name
sothat the description can distinguish devices from one another.

11
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Topology List Hostnamem Software VerReyeeQS 1.86.1619

EGW Model:EG205G MGMT IP:192.168.110.1
SN:HT1LAOU100362A MAC: 00:74:9¢:87:6¢:85
+ Port Status
Port Status
VLAN Info
435k Overturn Port

LANO LAN1 LANZ  WANI WAN

=i Restore

More
Refresh

VLAN Edit ©

Default VLAN

Interface P IP Range Remark

192.168.110.1-
LANO,1 192.168.110.1 -
192.168.110.254 ®

Updated on:2022-04-29 17:31:18

® The update time is displayed in the lower-left corner of the topology view. Click Refresh to update the
topologyto the lateststate. It takes some time to update the topology data. Please wait patiently.

Topology List + AP

Overturn

Ruijie.abc
SMNHTLAOUN00362A

Restore

UNKNOWN NBS5200-245FP/4..

SMNUNKNOWN SN:GTNW3ITNDDD172
2
%
AP Groug RG-ES205C-7

SN-MACCWLDT7ES205GC

IUpdated on:2022-05-19 11:06:40

12
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2.3 Adding Networking Devices

2.3.1 Wired Connection

(1) When a new device connects to an existing device on the network, the system displays the message “A
device notin SONis discovered.” and the number of such devices in orange under “Devices” on the upper-

left corner of the [Overview] page. You can click Manage to add this device to the current network.

| © Tip
A devices not in SON is
discovered.Manage

Status Devices Clients Topology List
Online 1/1/5: 4

Unknown: 1 @ { A non-Ruijie device or a Ruijie device not enabled with SOM.

Not in SON: 1 |Manage>>

InSON: 5
Gateway: 1
AP 2
| Switch: 2
AC: 0
Router: 0

w rLuP v UHUE w BdLCn

(2) After the system switches to the Network List page, click Other Network. In the Other Network section,
selectthe device to be added to the network and click Add to My Network.

13
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Ruijie | FRcycc | Discover Device

Network management

English v [3 Bt

Total Devices: 20. Other Devices (to be added manually): 17.

Please make sure that the device count and topology are correct. The unmanaged switch will not appear in the list. View Topology @

Net Status ( Online Devices / Total )

[~ T
- 0
Internet Router
| My Network
NBS3100 (3 devices)
| Other Devices @

New Device (1 devices)

Unnamed Network (2 devices)

| My Network
NBS3100 (3 devices)
| Other Devices @

New Device (1 devices)
B Model

Switch | NBS7006

- —
3/3
Switches

Add to My Network

Add to My Network

Rediscover

Add to My Network

SN

NULL

P

172.30.102.154

0/0
APs

Start Setup

MAC

00:D0:F8:15:08:5B

Refresh &
17
Other Devices
>
N
>
Software Ver

ReyeeOS 1.86.

(3) You do notneed to enter the password if the device to add is newly delivered from factory. If the device has

a password, enter the configuring password ofthe device. Device addition fails if the passwaord is incorrect.

Add Device to My Network

* Password

Forgot Password

14
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2.3.2 AP Mesh

2.4

If the AP supports the AP Mesh (Reyee Mesh) function, you do not need to connect cables after powering on
the AP. The AP can be added to the current network in Reyee Mesh mode, establish a mesh networking with

other wireless devices, and automaticallysynchronize Wi-Fi configuration.

A Caution

To scanthe AP, the Reyee Mesh function mustbe enabled on the current network. (For details, see 0.) The AP

should be powered on nearby. It may fail to be scanned in case oflong distance or obstacle blocking.

(1) Placethe powered new AP near an existing AP, where the new AP can receive Wi-Fi signals from the existing
AP. Log in to a device in the network. On the Overview page, click +AP in the upper-right corner of the
topology to scan nearbyAPs that do not belong to the current network and are not connected to a network
cable.

Navigation Q | English~ ¢ B8 & @ pn 3
Q
Status Devices Clients L
pology Ist
Online 1/1/5: 4 + AP

10)
6% Alert Center All (1)

The gateway is not configured with a ~ B
VLAN ? 14251K | +18.05K

The downlink port of device H1LAOUT...

@ DHCP Server ] Overturn
® Commeon Functions Restore
Ruijie.abc
wIo X ) Refresh
. SN:H1LAOUT00362A
e ’4 WIO will help optimize ... 100.00 & 1
o
@RIDP @ DHCP @ Batch S

(2) Selectthe targetAP to add it to the current network. You do not need to enter the password if the device to

addis new. If the device has a password, enter the managementpassword ofthe device.

Managing Networking Devices

On the Overview page, click List in the upper-left corner of the topology or click Devices in the menu bar to
switch to the device listview. Then, you can view all the device information in the currentnetworking. Users only
needto log into one device in the networkto configure and manage devices in the entire network.

15
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Ru rffe #Rcycc Network

Navigation Q ‘ English

Q Navigation Stat Devi Client
atus evices ients Topology
Online 1/6> 3. Rk

@ Overview

£ Network v Alert Center All (0)

No Alerts Yet 18426K | 140.67K

Common Functions

A
[ Gateway — Overtumn
WIo . Ruilie abe.
® Clients v Kl WIO will help optimize .. i2Pled SNHILACUIOEEE Restore
Refresh
. @ RLDP @ DHCP @ Batch .
== System N Snooping  Config
unknown
Network Planning Setup UNKNOWN NESS200-245F0/E..
SUNKNOWN SNGTNWETNGODT72
Wi-Fi VLAN (3):
B Igh 1
bl Al A
22 2 Grao
VIAN22 'f_;
Wired VLAN (7): Ai
Updated on:2022-05-09 04:00:15
“Collapse
Topology I Delete Offline Devices Batch Upgrade
SN Status Hostname MAC [ Software Ver Model
MACCWLD789205GC Online ruijie & 78:11:22:33:44:55 192.168.110.226 ESW_ RG-ES205C-P
. Ruijie.abc
H1LAOU100362A Online . 00:74:9C:87:6D:85 192.168.110.1 & ReyeeQS EG205G
[Master] &
. NBS5200-
GTNW3TNO00172 Online Ruijie & 00:D3:F8:15:08:58 192.168.110.89 & Reyee0S
245FP/8GT4XS
1234942570021 Online RAP2200e & 00:D0:F8:15:08:48 192.168.110.152 & AP ,m RAP2200(E)
G1QH2LV00090C Online Ruijie & C4A:70:AB:AB:69:17 192.168.110.102 & ReyeeOS RAP2260(G)

n 10/page Total 5

® Clickthe device SN to configure the specified device separately.

16
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MEW

» Port Status
VLAN Info
Port
Route Info
RLDP

More

Hostname: Ruijie &

Model:NBS5200-24SFP/8GT4AXS

SN:GTNW3TNQ00172

Port Status

1 3 7 9 M1 13 15 17 19 21 23 7 19 21 23
g 3, WIS O ol o
MR R TUTE MEM
2 4 6 8 10 12 14 16 18 20 22 24 18 20 22 24 25 26 27
VLAN Edit &
VLANT1 VLAN33 VLANBS
Interface P IP Range Remark
Gi2,Gi4,Gib,Gi17-
11.1.1.89
24,Te25-28,Ag1-4,Ag8
1 3 v 9 N 1350 17 19 21 23 17 19 21 23

Software Ver:ReyeeQS 1.86.1704

MGMT IP:11.1.1.89
MAC: 00:D3:F8:15:08:5B

Network management

Panel View

® Check offline devices and click Delete Offline Devices to remove them from the listand networking topology.

T Delete Devices Batch Upgrade

B SN

MACCWLD789205GC

y H1LAQU100362A

GINW31NOD0172

1234942570021

MACC522376524

2.5 Configuringthe Service Network

Status

Online

Online

Online

Offline

Online

Online

Hostname

ruijie &

Ruijie.abc
[Master] &

Ruijie &

RAP2200e &

Ruijie &

MAC

78:11:22:33:44:55

00:74:9C:87:6D:85

00:D3:F8:15:08:58

CA:T0:AB:AB:69:17

00:D0:F8:15:08:48

00:10:F8:75:33.72

192.168.110.226

192.168.110.1 &

111189 &

192.168.110.102

192.168.110.152 &

192.168.110.200 &

Software Ver

Model

RG-ES205C-P

EG205G

NBS5200-
24SFP/BGTAXS

RAP2260(G)

u RAP2200(E)

EAPE02

The wireless and wired network configurations of the current network are displayed in the lower-left of the

Overview page. Click Setup to switch to the service network configuration page (or click Network > Network

Planning).
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Ru,ﬂe "mRcycc Network ‘ Navigation Q ‘ English ~ ORuijie Cloud g8Download App & Network Setup @ Network Check i Alert [3 Default Password
Q Navigation . .
Sla(.us Devices Clients Topology List D
Online 1/2/1> 0
£ Overview
5% Network v Alert Center Al
No Alerts Yet
Devices @
. Commen Functions
@ Clients Overturn
wIo
= System v A WIO wil help optimize .. 2 *2P1%d } Restore
Refresh
@RLDP @ DHCP @ Batch e
Snooping Canfig || ————
Unknown
UNKNOWN
i SN-UNKNOWN
Network Planning 1
Wi-Fi VLAN (1):
@Ruijie-sA4BF
VLAt | —
Not in SON Not in SON -
Wired VLAN (1): RS RAP2260(E)
SN-G1QP94KD15134 SN:G1QPS4K016658 SN-G1QHEWX000610
VLANT
VLANT
—
-
Ai
Updated on:2022-05-09 10:04:49
« Collapse

2.5.1 Configuring the Wired Network

(1) Click Add Wired VLANto add wired network configuration, or selectan existing wired VLAN and click Setup

to modify its configuration.

Network Planning(5) Al ¢

|[ Add Wired VLAN I[ Add Wi-Fi VLAN

VLAN1 Wired VLAN  Wi-Fi VLAN N
VLAN1

VLANTT  Wi-Fi VvLAN
11

Overturn

Restore

VLAN12  Wired VLAN
VLAN0012

Ruilieabe

SHEHTLADUT00362A

Refresh

VLAN22  Wi-Fi VLAN
22

33

Unknown
UNKNOWN
SN-UNKNOWN

NBSS200-245FP/8
SVI Address: (Gateway) SNEGINW3ITNO0D172

192.168.33.1

g

(2) Configure a VLAN for wired access, specify the address pool server for access clients in this VLAN, and
determine whetherto create a new DHCP address pool. Aswitch or gatewaydevice can be selected as the
address pool server. After setting the service parameters, click Next.
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Configure Network Planning/Add Wired VLAN X
1 Configure VLAN Parameters 2 Configure Wired Access
Description:
*VLAN ID: 33
Address Pool @ Gateway
Server
Gateway/Mask: 192.168.33.1 / 255.255.255.0
DHCP Pool: (@)
IP Range: 192.168.33.1 - 192.168.33.254
@
Ai
Next
(3) Selectthe switchto configure inthe topology, selectthe switch ports added to this VLAN, and click Next.
Configure Network Planning/Add Wired VLAN X
< gure VLAN Parameters Configure Wired VLAN
VLANS33 (33) You have selected 2 device(s) with 6 port(s). @ Panel View
2
i Avcitzble B Unavailable b Acoregate WM Upiik W Copper [l Fioer
NBS5200—245FP/&GT;;; T JEBE 7 s m 13 15 17 13 21 23 [ille 2 o2
GINW21N000172 MGG I Ol il
MERRRR B Tywy EEEM
[ 5HCP Samer | Selected: Gi3,Gi5,Gil7... 2 4 6 8 1012 14 16 16 20 22 24 18 20 22 24 25 26 &7 6
A Note: You can click and drag to select one or more ports. SelectAll Inverse Deselect
..... Overturn
Ruiie.abe
SNEHILAOU100362A Restore
Gy
| A
Unknown Bt
UNKNOWN NBS5200-245FP/E.
SNUNKNOWN SN:GINW31NO0O172
®)
D) EE]
AR
AP Grow
- e

(4) Confirm that the configuration items to be delivered are correct and then click Save. Waita moment for the

configuration to take effect.
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Configure Network Planning/Add Wired VLAN

1 Configure VLAN Parameters

Network management

EG210G-P
SN:1234567891234

Overturn

Restore

2 Configure Wired Access

3 Confirm Config Delivery

To configure (VLAN33) with IP range 192.168.33.1~192.168.33.254, configuration will be delivered to
device(s).

The following configuration will be delivered:

Add VLAN 33.1P: 192.168.33.1 Subnet Mask: 255.255.255.0

DHCP Pool. Start: 192.168.33.1 End IP Address:192.168.33.254

EG210G-P DNS: 192.168.33.1 Lease Time(Min)480
1234567891234

. Ai
Previous Save

2.5.2 Configuring the Wireless Network

(1) Click Add Wi-F VLAN to add wireless network configuration, or select an existing Wi-Fi VLAN and click

Setup to modifyits configuration.

Network Planning(3) All ~

IAdd Wired VLAN ”Add Wi-Fi VLANI

Overturn
VLAN1T Wi-Fi VLAN N Restore
VLAN1

Refresh

+0.00 +0.00
VLANTO N
VLANTO i
| DHCP Server
A

wae o] —
VLANT2

SVI Address: (Gateway)
192.168.12.1

DHCP Pool (Enable)
192.168.12.1/255.255.255.0
IP Count: 254

Lease Time(Min): 480

EG105GW-E
SN:-MAGCR1E277F22

LAN1/WANS

Unknown
UNKNOWN
SNUNKNOWN

UNKNOWN Lo W

| ———
Not in SON Not in SON
RS

RAR2260)|
SN:G W SN-G1QPI4KO16658

2000C 2 A i
12345678

(2) Setthe Wi-Fi name, Wi-Fi password, and applicable bands. Click Next.
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Configure Network Planning/Add Wi-Fi VLAN X
1 Configure Wireless Access 2 Configure VLAN Parameters
*SSID;
Security: Security © Open

Band: @ 24G +5G 24G 5G

Ay

(3) Configure aVLAN forwireless access, specify the address pool server foraccess clients in this VLAN, and
determine whetherto create a new DHCP address pool. Aswitch or gatewaydevice can be selected as the

address pool server. After setting the service parameters, click Next.

Configure Network Planning/Add Wi-Fi VLAN

X
1 Configure Wireless Access 2 Configure VLAN Parameters 3 Confirm Config Delivery

Description:

*VLAN ID: 13

topo.addressPool @ Gateway
Gateway/Maskc  192,168.13.1 /| 255.255.255.0
DHCP Pool: (@D
IP Range:  192.168.13.1 - 192.168.13.254
-

X A
Previous Next

(4) Confirm that the configuration items to be delivered are correct and then click Save. Waita moment for the
configuration to take effect.
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Configure Network Planning/Add Wi-Fi VLAN

Network management

1 Configure Wireless Access

Overturn

Restore

Unknown |
UnKroRN
SNUNKNOWN

Not in SON
(3
SNGIOP

2.6 ProcessingAlerts

Choose Network > Overview.

2 Configure VLAN Parameters 3 Confirm Config Delivery

To configure (VLAN13) with IP range 192.168.13.1~192.168.13.254, configuration will be delivered to
device(s).

The following configuration will be delivered:

55ID-test Password:12343678

Add VLAN 13JF: 192.166.13.1 Subnet Mask: 235.255.255.0
DHCP Pool. Start: 192.168.1 IP Addres=192.168.13.254
DNS: 192.168.13.1 Lease Tima{Min)480

EG105GW-E
MACCR16277F22

-

=3 ED B

Ifa network exception occurs, alertmessage on this exception and the corresponding solution are displayedon

the Overview page. Clickthe alertmessage in the Alert Center section to view the faultydevice, problem details,

and its solution. Troubleshootand processthe alertaccording to the solution.
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Network management

[ Navigation Q | English~ 3 88 & @ E

Status Devices Clients Topology List
. Online 1/1/5: 4> : e
EEﬁ Alert Center All (D)
The gateway is not configured with a N 143 53K
VLAN. i
The downlink port of device H1LAOU1...
DHCP Server
A Qverturn
® Common Functions P Restore
SN:HILADU100362A
> 100.00 @ 1 et
o ¥ WIO will halp optimize ... e
o
@ RLDP @ DHCP @ Batch
Snooping  Config
. Unknown
Network Planning Setup UNKNOWN NBS5200-24SFP/8.
SN:UNKNOWN SN-GINW31NDO0172
Wi-Fi VLAN (1): 5
-UNKNDWN
2R Igh
VLAN1 pons
A
Wired VLAN (2): —_
AP Group RG-E5205C-P
VLAN1 VLANODT2 SN-MACCWLD7E32056C
VLAN1 VLAN12

>

Updated on:2022-04-29 17:31:18

o Alerts

Current Alert
The downlink port LAN1/WAN3 of device H1LAOU100362A is not allowed to be configured
with allowed VLAN 12.
Solution:
Please configure the LAN IP address.

Gateway
Rusiie abe
SNUHILADUIONSE2A Overtum
LAk ANt Restore

| — A

Unknawn Switch

UNKNOWN MB55200-245FP/E...

SHANKNCWH SNGINWGNO00172
UHKNOWS UHNOWN UNKHOWN UNKMOWN.
A
- N N
Switch Mot in SON
RG-ES205C-F

RAPZZD0E RAPZZS00G)
SN 234842570021 SN:MACCWLD7B9205GC SNGICHZLVOD0S0C
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2.7 Viewing Online Clients

The Clients in the upper-left corner of the Overview page displays the total number of online clients in the
currentnetwork; moving the cursorto the number of users will displaythe number of currentwired users,wireless

users inthe 2.4GHz band, and wireless users inthe 5GHz band.

Clickto switch to the online clients page (or click Clients > Online Clients).

Status Devices Clients
Online 1/17/1 : 33 -

Wired
Alert Center VLAN: 33
Mo Alerts Yet 2AG: 0
LG: 0
Commnn Functinne
All (29) Wired (29) Wireless (0)
o Online Clients
The client going offline will not disappear immediately. Instead, the client will stay in the list for three more minutes. ®
| Online Clients 2 Refresh
Username/Type Access Location IP/MAC Current Rate Wi-Fi
- 192.168.1.200 Up:0.00bps
i Wired 00:e0:4c:0a:00:27 Down:0.00bps
- N GETEEaE 172.30.102.1 Up:0.00bps
i Wired 00:74:9c:71:dd:43 Down:0.00bps
- MACC2020ABCDE 172.30.102.101 Up:0.00bps
i Wired b4:fb:ed:b0:bb:54 Down:0.00bps
RG-BCC-F N GETEITEE 172.30.102.107 Up:0.00bps
i Wired 58:69:6c:ce:72:b2 Down:0.00bps
iDS-7932NX-K4%2FS MACC2020ABCDE 172.30.102.110 Up:0.00bps
i Wired 98:8b:0a:d2:ec:28 Down:0.00bps !

Table 2-1  Description of Online ClientInformation

Feld Description

Indicate the name and access type of the client. The access type can be wireless
Username/Type .
or wired.

. Indicate the SN of the device that the user accessesto. You can click it to view the
Access Location ) .
access portduring wired access.
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Feld Description
IP/MAC The IP address and the MAC address ofthe client.
CurrentRate Indicate the uplink and downlink data transmission rates ofthe client.
Wi-Fi Wireless network information associated with wireless clients, including channel,
signal strength, online time, negotiation rate, etc.

2.8 SmartDevice Network

28.1

2.8.2

A Caution

Currently, the functionis supported by RG-NBS6002 Series, RG-NBS7003 Series and RG-NBS7006 Series

devices.

Overview

The smart device network is used to quickly plan and setup an isolation network for smart clients, so as to

isolate the clientnetwork from the normal service network and other types of clients, and improve the stability of

the network. The smartdevice network supports rapid identification of various types of clients (such as cameras,

access control, background broadcasting, smartcharging piles, etc.) and batch execution ofisolation planning

on clients. Compared with traditional client network planning and deployment steps, it eliminates the tedious

process, collects information and simplifies the steps to setup clientisolation.

After setting up the smart device network, the page visually displays client information, and actively alerts

abnormality, which can effectively improve the efficiency of troubleshooting.

Procedure

Choose Network > Clients > Smart Device Network.

(1) Clickldentify Client.
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Smart Device Network @

Smart Device Network

Highlights

1.Quickly identify the client access information in the network to avoid
tedious information collection

2.Quickly perform isclation planning on the clients to simplify isolation
operating steps

3.Adopt visualized client maintenance and active error alarm to improve
the troubleshooting efficiency.

Usage Guide
1 Identify Clients: Enter the client subnet and the server IP addresses.
2 lsolate Clients: Isolate a certain client in this subnet.

Identify Client

(2) Click +Client Subnet, enter the clienttype (which can be selected or customized in the drop-down box), the
network segmentof the client, the planned number and the corresponding server IP address to identifythe

client. Multi-type clientnetwork segments can be set. Click Identify Client after fillingin.

Smart Device Network

1 Identify Client 2 Isolate Client
Added Client
Client Type @ Client Subnet IP and Mask @ Planned Count @  Client Server IP @ o e
254
I: 192.168.1.0 [/ 2 254 192.168.1.2 ®

Camera

Video Intercom an...
Background Music ...
Smart Parking Lot
Parking Guidance
Smart Charging Pile
Smart Lighting

Remote Meter Rea...

(3) Displaythe identified clientand clientserverinformation,including IP address, MAC address, SN number of
the connected switch and connection port. Click to view the detailed information. Ifthe connection information
to the clientserver is notidentified, you need to click Configure andfill in the relevant information manually.

After confirming thatthe clientdevice informationis correct, click Isolate Client.
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Smart Device Network

1 Identify Client 2 Isolate Client

Identified Clients =~ Refresh

_ Client Subnet IP and Mask Planned ) )
Client Type @ e Count/Identified Count Client Server IP @ Action tast 254/1
o
test 192.168.1.0/24 254/1 B 192168.1.2 Configure B C Deletz Subnet

Isolate Client Skip

Identified Servers in 192.168.1.0/24

Hostname: IP MAC Switch SN Switch Port

192.168.1.2 00:D0:F8:22:74:5E  MACC2020ABCDE  Gi1/23

(4) Inputthe name of the VLAN, VLAN ID, gatewayaddress, and subnet mask ofthe isolated client. Checkthe
target network segmentand click Generate Config.

Smart Device Network

1 Identify Client 2 Isolate Client 3 Confirm Config
B  Subnet® Isolated VLAN Name @ VLANID @ Gateway Address @ Subnet Mask @ Santlech tion|Rlaneing|
192.168.1.0/24 VLAN3
192.168.1.0/24 test_vian 3 192.168.1.240 255.255.255.0

test| 254 Server|1 [

(5) After confirming the configuration, click Deliver Config. If you need to modify it, you can click Previous to

return to the setting page.
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Smart Device Network

1 Identify Client

2 Isolate Client 3 Confirm Config 4 Deliver Config

To ensure effective network planning, 1 devices are added autom... .
Target Devices

Ruijie(MACC2...

©

Overturn

Restore

(6) The page displays thatthe configuration has been delivered successfully, indicating that the settings have
been completed. Click the configuration item to view the configuration deliverydetails. After the configu ration
is delivered, click View Details to switch to the page thatdisplays monitoring information ofthe smartdevice

network; click Add Client to continue setting the clientnetwork segment.

Smart Device Network

1 Identify Client

2 Isolate Client 3 Confirm Config —— 4 Deliver Config

© Configuration delivery succeeded.

Config Delivery Details

@  Device VLAN Config v

DeviceRuijie (MACC2020ABCDE Update VLAN:test vlan, Vlanid: 3

@  Port VLAN Config ~
DeviceRuijie (MACC2020ABCDE Port Gi1/1Set as Trunk Port, Native Id:1.Allow Vlan:1-4094

@  Subnet Vlan Config ~
DeviceRuijie (MACC2020ABCDE) : Setup Subnet VLAN3:192.168.1.240 255.255.255.0

(7) After completing the smart device network settings, you can view the client monitoring information on the

page, including clientonline status, connection information, device information, and online and offline time.
Select the cliententry and click Delete Client to remove the specified clientfrom the current network.

Click Batch Edit Hostnames to importa txtfile containing clientIP and clientname (one line for each client,
each line contains an IP and a name, and the IP and the name are separated bythe Tab key), and modify
the clientnames in batches.

Click Client Subnet to modify servers and isolate VLAN information, oradd a new clientnetwork segment.

Click Delete Subnet to delete the corresponding smartdevice network configuration.
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Smart Device Network ©

& Al Clients
Online Total
35 =
(@ test

Online Total
1 2
@ other

Online Total
34 42

test: 192.168.1.0/24

@ +1 «2 testvlan VLAN3

Status

Type
- Offline test
- Online test

10/page

other:

(O 234 W42 - -

Batch Edit Hostnames

29

Username IP
s 192.168.1.
- 2
2 192.168.1.
- 200

Delete Client

MAC

00:DO:F8:22:7
4:5E

00:E0:4C:0A:0
0:27

Network management

& Client Subnet

Delete Subnet C a

Switch SN

MACC2020ABCDE

MACC2020ABCDE

Total 2

Delete Client v d
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3 Basic Management

3.1 Overviewing Switch Information

3.1.1 Basic information about the Device

Choose Local Device > Home > Basic Info.

Basic Management

Basic information includes device name, device model, SN number, software version, management IP, MAC

address, networking status, system time, working mode, etc.

2 Local Device(NBS -

English~ o 88 & 3

| Basic Info
9
57
Hostname: Ruijie & MGMT IP: 172.30.102.84 & Software Ver: ReyeeOS
Model: NBS MAC: 00:D0:F8:22:74:5E Systime: 2022-05-19 19:40:26
Status: e Online SN: MACC2020ABCDE Uptime: 3 days 2 hours 33 minutes 50 seconds
& Work Mode:  Self-Organizing Network &
@ -
Smart Monitoring
PS is short for power supply.
E Temperature: OK
@ Fan 1 Presence: Present Fan Version: 0.64 Fan SN:
Fan Type: Fan Speed: 1800rmp Fan Status: OK
o PS1 Presence: Absent Power: -- PS SN: --
e PS Type: -- PS Status: -- PS Version: --
PS2 Presence: Absent Power: -- PS SN: -~
PS Type: -- PS Status: -- PS Version: --
| Port Info @ Panel View
The flow data will be updated every 5 minutes. & Refresh —
&
Ai
. M7000-24GT2XS-EA/MACCZZZFFF123 ([T .
& 1T 3 5 7 9 1 13 15 17 19 21 23

1. Setting the device name

Clickthe device name to modify the device name in orderto distinguish between differentdevices.
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Basic Info

Hostname:| Ruijie &

EllaAAl: KIDCTAND

Ruijie

Sn

Edit Hostname

2. Switching the Work Mode

rk &

Clickthe current work mode to change the work mode.

| Basic Info

Hastname:
Model:
Status:

Work Mode:

Ruijie &
NBS

® Online

Basic Management

Description:

1. The device IP address may change upon

mode change.

2. Change the endpoint IP address and

ping the device.

[#5]

. Enter the new IP address into the

address bar of the browser to access

F ‘.'u'u l,f F

Self-Organizing Network &

Smart Monitoring

PS is short for power supply.

Temperature:
Fan 1 Presence:

- -

OK
Present

3. Setting MGMT IP

work modes.

Self-Organizing | @D

Network

@

4. The system menu varies with different

Click currentmanagementIP address to jump to the managementIP configuration page. For more information,

seed.6 .

Basic Info

Hostname: Ruijie &

Model: NBS

MGMT IP:

Configure management IP address

172.30.102.84 @

MAC: 00:DO:F8:22:74:5E

Status: e Online

Work Mode:  Self-Organizing Network &

SN: MACC2020ABCDE
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3.1.2 Hardware Monitor Information

A\ caution
Only RG-NBS6002 Series, RG-NBS7003 Series and RG-NBS7006 Series devices supportdisplaying this type

of information.

Choose Local Device > Home > Smart Monitoring.
Display the currenthardware operating status of the device, such as the device temperature and power supply

status, etc.

Local Device(NBS Engishv & B & 3B

| Basic Info
&7
Hostname: Ruijie & MGMT IP: 172.30.102.84 & Software Ver: ReyeeOS 1.50.1706
Model: NBS7003 MAC: 00:D0:F8:22:74:5E Systime: 2022-05-19 19:44:36
Status: e Online SN: MACC2020ABCDE Uptime: 3 days 2 hours 38 minutes
& Work Mode:  Self-Organizing Network &
e | Smart Monitoring
@ PS is short for power supply.
% Temperature: OK
Fan 1 Presence: Present Fan Version: 0.64 Fan SN:
@ Fan Type: Fan Speed: 1650rmp Fan Status: OK
o PS1 Presence: Absent Power. -- PSSN: --
= PS Type: - PS Status: - PS Version: --
PS2 Presence: Absent Power: -- PSSN: -
PS Type: -- PS Status: -- PS Version: --
| Port Info @ Panel View
The flow data will be updated every 5 minutes. & Refresh —
4
Ai
. M7000-24GT2XS-EA/MACCZZZFFF123 m .
7 13 5 7 9 11 13 15 17 19 21 23

3.1.3 Port Info

Choose Local Device > Home > Port Info.

® The portinfo page displays the details ofall ports currently on the switch. Click Panel View to view the port

roles and statuses corresponding to port icons of different colors or shapes.
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Local Device(NBS -~

English ~

Basic Management

o &0

ale

Ols
S0

B @ O © #&

S

»

| Port Info @ Panel View

The flow data will be updated every 5 minutes. = Refresh

1 3 58 7 9 1 13 15 17 19 21 23
o0 ol ol ol ol ol ol o o o
TSNPy Yy Ey EHEEM
2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28
Rx/Tx Speed CRC/FCS Error
Port Rate (kbps) Rx/Tx Bytes Rxt/Tx Packets Packets
Gil + 1000M 4787242 16.38G/4.03G 74718812/281666 0/0
Gi2 Disconnected 0/0 0.00/0.00 0/0 0/0
Gi3 1000M 14/18 2.05G/13.88G QZGHZS?/GHZD? 0/0
Gid Disconnected 0/0 0.00/0.00 0/0 0/0
Gi5 Disconnected 0/0 0.00/0.00 0/0 0/0
Gib Disconnected 0/0 0.00/0.00 0/0 0/0
Gi7 Disconnected 0/0 0.00/0.00 0/0 0/0
Gi8 Disconnected 0/0 0.00/0.00 0/0 0/0
~ia Nicrnnnartad nm nnnMm NN nimn nm
Port Infol® Panel View
Role Status
Copper il 16/256/10G6
Fiber il 10m/100m |
1 Uplink . Exception
4 PoE . Disconnected 7
5 PoE Error Disable k
] Aggregate
J

Corrupted/Oversized
Packets

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

Conflicts

7 ai

® Move the cursor to the icon of a port (forexample, Gi1l4) on the port panel, and more information aboutthe

port will be displayed, including the port ID, port status, port rate, uplink and downlink traffic, transmission

rate, and optical/electrical attribute of the port.
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Port Info @& Panel View

The flow data will be updated every 5 minutes. & Refresh

1 3 5 7 9 1 13 15 17 19 21 23
25 26 27 28
Rx/Tx Speed o o CRC/FCS E
Port Rate “:L p)ee Status: Connected ckets F;' N 'rror
P Rate: 1000M aekes
Flow: L 1.70G T 1842G ,
i 281666
Gil ¢ 1000M 103/85 Rate: 4 167kbps * 205kbps 0/0
Attribute: Copper
Gi2 Disconnected 0/0 0/0

Corrupted/Oversized

Basic Management

Conflicts
Packets
0/0 0
0/0 0

® Traffic datais automaticallyupdated every five minutes. You can click Refresh above the portpanel to obtain

the latestport traffic and status information simultaneously.

Port Info @ Panel View

The flow data will be updated every 5 minutes.

35 7T 91N 13 15 17 19 21 23

1
7 T I P 7 N B 0 0 0 [

2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

Rx/Tx Speed CRC/FCS Error
Port Rat Rx/Tx B Rx/Tx Packet
or ate (kbps) % Bytes x Packets Packets
Gil ¢ 1000M 206/124 16.38G/4.03G 74718810;281666 0/0

3.2 Port Flow Statistics

Choose Local Device > Monitor > Port How.

Corrupted/Oversized
Packets

Conflicts

0/0 0

Display traffic statistics such as the rate of the device port, the number of sent and received packets, and the

number of error packets. The rate of the portis updated every five seconds. Other traffic statistics are updated

every five minutes.

Selecta portand click Clear Selected, or click Clear All to clear statistics such as current port traffic and start

statistics collection again.

o Note

Aggregate ports can be configured. Traffic of an aggregate portis the sum of traffic of all member ports.
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Port Info [l Clear Selected [i] Clear All

The flow data will be updated every 5 minutes. & Refresh

Port Rat Rx/Tx Speed Rx/Tx Byt Ro/Tx Packet CRC/FCS Error Corrupted/Oversized Conflict
or ate (kbps) x Bytes x Packets Packets Packets onflicts
Gil + 1000M 342/55 16.39G/4.04G 74749811:;28194 0/0 0/0 0
Gi2 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
12270309/62929

Gi3 1000M 25/268 2.05G/13.88G 657}{ 0/0 0/0 0
Gid Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gi5 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0

Gi6 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0

3.3 MACAddress Management

3.3.1 Overview

AMAC address table records mappings of MAC addresses and interfaces to virtual local area networks (VLANS).

Adevice queries the MAC address table based on the destination MAC address in a received packet. If the
device finds an entrythat is consistent with the destination MAC Address in the packet, the device forwards the
packet through the interface corresponding to the entry in unicast mode. If the device does not find such an

entry, it forwards the packet through all interfaces other than the receiving interface in broadcastmode.
MAC address entries are classified into the following types:

® Static MAC address entries: Manually configured by the user. Packets whose destination MAC address
matches the one in such an entry are forwarded through the correct interface. This type of entries does not
age.

® Dynamic MAC address entries: Automatically generated by devices. Packets whose destination MAC
address matches the one in such an entry are forwarded through the correct interface. This type ofentries

ages.

® Filtering MAC address entries: Manuallyconfigured bythe user. Packets whose source or destination MAC
address matches the onein such an entry are discarded. This type of entries does notage.

O nNote

This section describes the management of static, dynamic, and filtering MAC address entries, withoutinvolving

multicast MAC address entries.

3.3.2 Displaying the MAC Address Table

Choose Local Device > Monitor > Clients > MAC List.

Displays the MAC address information ofthe device, including the static MAC address manuallysetbythe user,

the filtering MAC address, and the dynamic MAC address automaticallylearned by the device.
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Querying MAC address entries: Support querying MAC address entries based on MAC address, VLAN ID or
port. Selectthe search type, enterthe search string, and click Search. MAC entries thatmeetthe search criteria

are displayed in the list. Supportfuzzy search.

Local Device(NBS -~ English (3 23 & 3B

MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List

MAC Search by MAC Q) Search

@ Up to 8K entries can be added.
) No. MAC VLAN ID Port Type
@ 1 54:BF:64:5C:90:5F 1 Gil Dynamic
E 2 58:69:6C:FF:1A:70 1 Gil Dynamic

3 8C:EC:4B:86:E3:B4 1 Gi1 Dynamic
@ 4 50:9A:4C:42:C9:50 1 Gil Dynamic
;:‘:{ 5 00:D0:FA:15:09:5C 1 Gil Dynamic

6 08:00:27:62:F0:53 1 Gi3 Dynamic

7 B4:FB:E4:BO:BB:54 1 Gi1 Dynamic

8 CO:B8:E6:A3:7B:0C 1 Gil Dynamic

9 BO:83:FE:84:07:84 1 Git Dynamic

10 64:6E:97:74:8A:32 1 Gi1 Dynamic

Total 78 | 10/page n 2 3 4 5 6 = B > Gotopage| 1 "'I
b2
6 Note

The MAC address entrycapacity depends on the product. For example,the MAC address entrycapacity of the

device showninthe figure above is 32K.

3.3.3 Displaying Dynamic MAC Address

Choose Local Device > Monitor > Clients > Dynamic MAC.

After receiving the packet, the device will automatically generate dynamic MAC address entries based on the
source MAC address ofthe packet. The currentpage displays the dynamic MAC address entries learned bythe

device. Click Refresh to obtain the latestdynamic MAC address entries.
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Local Device(NBS - Englishv (3 28 & 3

MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List

MAC List Clear by MAC 1@ Clear G Refresh
@} No. MAC VLAN ID Port
a 1 54:BF:64:5C:90:5F 1 Git
@ 2 58:69:6C:FF:1A70 1 Gi1
3 8C:EC:4B:86:E3:B4 1 Git
E 4 50:9A:4C:42:C9:50 1 Git
@ 5 00:D0:FA:15:09:5C 1 Git
fﬂ:{ 6 08:00:27:62:F0:53 1 Gi3
7 B4:FB:E4:E0:EB:54 1 Git
8 CO:B8:E6:A3:TB:0C 1 Gil
9 BO:83:FE:84:07:84 1 Gil
10 64:6E:97:74:8A:32 1 Gil

Delete dynamic MAC address: Select the clear type (by MAC address, by VLAN, or by port), enter a string for
matching the dynamic MAC address entry, and click Clear. The device will clear MAC address entries thatmeet

the conditions.

MAC List Clear by MAC I I Tl Clear G Refresh
No. MAC SesubyAc Port
Clear by Port
1 54:BF:64:5C:90:5F Gi1
Clear by VLAN
2 58:69:6C:FF:1A:70 1 Gi1
3 8CEC:4B:86:E3:B4 1 Gil

3.3.4 Configuring Static MAC Binding

The switch forwards data based on the MAC address table. You can seta static MAC address entryto manually
bind the MAC address of a downlink network device with the port of the device. After a static address entry is
configured, when the device receives a packetdestined to this address from the VLAN, itwill forward the packet
to the specified port. For example, when 802.1x authentication is enabled on the port, you can configure static

MAC address binding to implementauthentication exemption.
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Local Device(NBS - Englishv oy 2 & 3
MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List
5 -
Static MAC
Description: The switch forwards packets based on the MAC address table. Bind a static MAC address with a port, and the packet destined for this
address will be forwarded to the port. You can configure MAC address binding for a port enabled with 802.1x authentication.
| MAC List + Add [l Delete Selected
al
@ Upto 256 entries can be added.
E Port MAC VLAN ID Action
@ No Data
‘:’: Total 0 10/page n Go to page 1

1. Adding Static MAC Address Entries

Choose Local Device > Monitor > Clients > Static MAC.

Click Add, enter the MAC address and VLAN ID, selectthe port for packet forwarding, and click OK. After the

addition is successful,the MAC address table will update the entry data.

Add “

* MAC:
*\VLAN ID:

* Select Port:

. Available Unavailable 1Aggrega19 ) Uplink Copper Fiber

1 3 5 7 9 1 13 15 17 19 21 23

2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

Deselect

2. Deleting Static MAC Address Entries

Choose Local Device > Monitor > Clients > Static MAC.

Batch delete: In MAC List, select the MAC address entries to be deleted and click Delete Selected. In the
displayed dialog box, click OK.
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Delete an entry: In MAC List, find the entryto be deleted, click Delete in the last Action column. In the displayed
dialog box, click OK.

MAC List + Add [il Delete Selected

Upto 256 entries can be added.

] Port MAC VLAN ID Action

Gi28 00:11:22:33:44:55 1

3.3.5 Configuring MAC Address Filtering

To prohibita userfrom sending and receiving packets in certain scenarios, you can add the MAC address ofthe
user to a filtering MAC address entry. After the entry is configured, packets whose source or destination MAC
address matches the MAC address in the filtering MAC address entryare directly discarded. For example, ifa
userinitiates ARP attacks, the MAC address ofthe user can be configured as a to-be-filtered address to prevent

attacks.

Local Device(NBS - Engishv O 28 & 3

MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List

MAC Filter

o Description: The switch forwards packets based on the MAC address table. If a packet containing the specified MAC address reaches the VLAN, the
packet will be discarded. You can configure the MAC filter to guard against an ARP attack.

| MAC List + Add [l Delete Selected
()
@ Upto 256 entries can be added.
E MAC VLAN ID Action
@ 00:11:22:33:44:55 1 Delete
—:DE Total 1 10/page n Goto page 1

1. Adding Filtering MAC Address

Choose Local Device > Monitor > Clients > MAC Filter.

Click Add. In the dialog box that appears, enterthe MAC addresses and VLAN ID, and then click OK.
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Add .

* MAC:

*VLAN ID:

2. MAC Filter
Choose Local Device > Monitor > Clients > MAC Hilter.

Batch delete: In MAC List, select the MAC address entries to be deleted and click Delete Selected. In the
displayed dialog box, click OK.

Delete an entry: In MACLList, find the entryto be deleted, click Delete in the last Action column. In the displayed
dialog box, click OK.

MAC List + Add il Delete Selected

Up to 256 entries can be added.

] MAC VLAN ID Action

00:11:22:33:44:55 1

3.3.6 Configuring MAC Address Aging Time

Setthe aging time of dynamic MAC address entries learned bythe device. Static MAC address entries and
filtering MAC address entriesdo notage.

The device deletes useless dynamic MAC address entries based on the aging time to save entryresources on
the device. An overly long aging time may lead to untimelydeletion ofuseless entries, whereas an overlyshort
aging time may lead to deletion of some valid entries and repeated learning of MAC addresses by the device,
whichincreases the packetbroadcastfrequency. Therefore, you are advised to configure a proper aging time of

dynamic MAC address entries as required to save device resources withoutaffecting network stability.
Choose Local Device > Monitor > Clients > Aging Time.

Enter valid aging time and click Save. The value range of the aging time is from 10 to 630, in seconds. The

value 0 specifies no aging.
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MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List

Aging Time

* Aging Time (Sec): 300 Range: 10-630. 0 indicates never aging.

Save

3.4 Displaying ARP Information

Choose Local Device > Monitor > Clients > ARP List.

When two IP-based devices need to communicate with each other,the sender mustknow the IP address and
MAC address ofthe peer. With MAC addresses, an IP-based device can encapsulate link-layer frames and then
send data frames to the physical network. The process of obtaining MAC addresses based on IP addresses is
called address resolution.

The Address Resolution Protocol (ARP)is usedtoresolve IP addresses into MAC addresses. ARP can obtain
the MAC Address associated with an IP address. ARP stores the mappings between IP addresses and MAC
addresses inthe ARP cache of the device.

The device learns the IP address and MAC address of the network devices connected to its interfaces and
generates the corresponding ARP entries. The ARP List page displays ARP entries learned by the device. The
ARP list allows you search for specified ARP entries by IP or MAC address. Click Refresh to obtain the latest
ARP entries.

O nNote

For more ARP entry function introduction,see 6.6 .

Local Device(NBS - English~ &3 B8 £ 3

MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List

o ARP List
Description: The device learns IP-MAC mapping of all devices connected to its interfaces.
& | are vist a || o Refresn
O
No. IP MAC
@ 1 172.30.102.133 00:11:22:33:44:67
5 2 172.30.102.1 00:74:9¢:71:dd:43
@ 3 172.30.102.157 00:23:79:00:23:79
;;{ 4 172.30.102.116 00:d0:fa:15:09:5¢
5 172.30.102.209 c0:b8:e6:e9:78:07
6 172.30.102.143 00:d0:f8:45:08:90
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3.5 VLAN

3.5.1 VLAN Overview

Avirtual local area network (VLAN) is a logical network created on a physical network. AVLAN has the same
properties as anormal physical network except thatitis not limited by its physical location. Each VLAN has an
independent broadcastdomain. Different VLANs are L2-isolated. L2 unicast, broadcast, and multicastframes
are forwarded and spread within one VLAN and will not be transmitted to other VLANSs.

When a port is defined as a member of a VLAN, all clients connected to the port are a part of the VLAN. A
network supports multiple VLANs. VLANs can make L3 communication with each other through L3 devices or
L3 interfaces.

VLAN divisionincludestwo functions: creating VLANs and setting port VLANS.

3.5.2 Creating a VLAN

Choose Local Device > VLAN > VLAN List.

The VLAN listcontains all the existing VLAN information. You can modifyor delete the existing VLAN, or create
a new VLAN.

| VLAN List 6 + Batch Add + Add i1 Delete Selected

Up to 4094 entries can be added.( The default VLAN, management VLAN, Native VLAN, SVI VLAN, MVR VLAN, Voice VLAN and Access VLAN cannot be
deleted.)

VLAN ID Description Port Action
1 VLANOOO1 Gil-28 Edit
10 VLANOO10 = Edit Delete
20 VLANOO20 = Edit Delete
Total 3 10/page - Goto page 1

1. Adding a VLAN

Create multiple VLANs: Click Batch Add. In the displayed dialog box, enter VLAN ID range (separate multiple
VLAN ID ranges with commas (,)), and click OK. The VLANs added will be displayed in VLAN List.

Batch Add
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Create a VLAN: Click Add. Enter the VLAN ID and description for the VLAN, and click OK. The VLAN added
will be displayed in VLAN List.

*VLAN ID: : Range: 1-4094

Description: Max: 32 characters.

cancel “

o Note

e Therangeofa VLAN IDis from 1 to 4094.

®  You canseparate multiple VLANSs to be added in batches with commas (,), and separate the start and
end VLAN IDs of a VLAN range with a hyphen (-).

e |f no VLAN descriptionis configured whenthe VLAN is added, the system automaticallycreates a VLAN
description in the specified format, for example, VLANOOOXX. The VLAN descriptions of different VLANs
mustbe unique.

° If the device supports L3 functions, VLANs, routed ports, and L3 aggregate ports (L3APs) share limited

hardware resources. If resources are insufficient,a message indicating resource insufficiencyfor VLAN
will be displayed.

2. VLAN Description Modifying

In VLAN List, Click Edit inthe lastAction column to modifythe description information ofthe specified VLAN.

*VLAN 1D: Range: 1-4094

Description: VLANDO10 Max: 32 characters

Cancel “

3. Deleting a VLAN

Batch delete VLANSs: In VLAN List, selectthe VLAN entries to be deleted and click Delete Selected to delete
VLANS ina batch.
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| VLAN List ° + Batch Add + Add il Delete Selected

Up to 4094 entries can be added.( The default VLAN, management VLAN, Native VLAN, SVI VLAN, MVR VLAN, Voice VLAN and Access VLAN cannot be deleted.)

] VLAN ID Description Port Action

1 VLANOOOD1 Gil1-28 Edit
-] 10 VLANOO10 = Edit Delete
20 VLANOD20 - Edit Delete

Delete a VLAN: In VLAN List, click Delete inthe lastAction columnto delete the specified VLAN.
| VLAN List ° -+ Batch Add + Add [ Delete Selected
Up to 4094 entries can be added.( The default VLAN, management VLAN, Native VLAN, SVI VLAN, MVR VLAN, Voice VLAN and Access VLAN cannot be deleted.)
O VLAN ID Description Port Action

1 VLANOOD1 Gi1-28 Edit

10 VLANOO10 = Edit

ﬂ Note

The default VLAN (VLAN 1), managementVLAN, native VLAN, and access VLAN cannotbe deleted. For

these VLANSs, the Delete button is unavailable in gray.

3.5.3 Configuring Port VLAN

1. Overview

Choose Local Device > VLAN > Port List.

Port List displays the VLAN division of the current port. Create VLANs in VLAN List page (see 3.5.2 Creating
a VLAN) and then configure the port based on the VLANSs.
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| Port List e

The Permit VLAN of a hybrid port includes both the tagged VLAN and untagged VLAN.

If the Voice VLAN automatic mode is enabled on the port, the Voice VLAN will be removed from the Permit VLAN.
Port Port Mode Access VLAN Native VLAN Permit VLAN
Gil + ACCESS 1
Gi2 ACCESS 1
Gi3 ACCESS 1
Gi4 ACCESS 1
Gi5 ACCESS 1

Basic Management

¢ Batch Edit

Untag VLAN Action

Edit
Edit
Edit
Edit

Edit

You can configure the port mode and VLAN members for a port to determine VLANSs that are allowed to pass

through the port and whether packets to be forwarded by the port carry the tag field.

Table 3-1  Port Modes Description

Port mode Function

through. This VLAN is called an access VLAN.

Access port

Access VLAN and adds the access VLAN ID to the frame.

One access portcan belong to only one VLAN and allow only frames from this VLAN to pass

Access VLAN has attributes of both Native VLAN and Permitted VLAN

The frames sentfrom the Access port do not carry tags. When the access portreceives an

untagged frame from a peer device, the local device determinesthatthe frame comes from the

port carry tags.

VLAN.

One trunk port supports one native VLAN and several allowed VLANs. Native VLAN fram es
forwarded by a trunk port do not carry tags while allowed VLAN frames forwarded by the trunk

Trunk port A trunk port belongs to all VLANs of the device by default, and can forward frames ofall

VLANS. You can setthe allowed VLAN range to limitVLAN frames thatcan be forwarded.

Note that the trunk ports on both ends ofthe link mustbe configured with the same Native

therefore Native VLAN can only belongto Untag VLAN List.

A hybrid port supports one native VLAN and several allowed VLANs. The allowed VLANSs are
divided into Tag VLAN and Untag VLAN. The frames forwarded by the hybrid port from a Tag
Hybrid port | VLAN carry tags, and the frames forwarded by the hybrid port from an Untag VLAN do not

carry tags. The frames forwarded by the hybrid port from Native VLAN mustnot carry tags,

@ Note

Whether the hybrid mode function is supported depends on the productversion.
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2. Procedure

Choose Local Device > VLAN > Port List.

Configure port VLANSs in a batch: Click Batch Edit, selectthe portto be configured on the port panel, and select
the port mode. If the port mode is Access port, you need to select Access VLAN; ifthe port mode is Trunk port,
you need to select Native VLAN and enterthe allowed VLAN ID range; ifthe port mode is Hybrid port, you need
to select Native VLAN and enter the allowed VLAN range and Untag VLAN range. Click OK to complete the

batch configuration.

O nNote

In Hybrid mode, the allowed VLANSs include Tag VLAN and Untag VLAN, and the Untag VLAN range must
include Native VLAN.

Batch Edit

Port Mode: Access Port

* Access VLAN:

* Select Port:

.Available Unavailable 1 Aggregate | Uplink Copper

1 3 5 7 9 1N 13 15 17 19 21 23

2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

Note: You can click and drag to select one or more ports.  Select All  Inverse Deselect

cance' “

Configure one port: In Port List, click Edit in the last Action column of a specified port, configure the portmode

and corresponding VLAN, and click OK.

Port Mode: Access Port

* Access VLAN: 1

Cancel
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& Note

e VLAN IDrangeisfrom1to 4094,among which VLAN 1 is the default VLAN that cannot be deleted.
e  When hardware resources are insufficient, the system displays a VLAN creation failure message.

° Improper configuration of VLANs on a port (especiallyuplink port) may cause the failure to login to the
Eweb managementsystem. Therefore, exercise caution when configuring VLANS.

3.5.4 Batch Switch Configuration

1. Overview
You can batch create VLANs, configure portattributes, and divide port VLANs for switches in the network.

2. Procedure
Choose Network > Batch Config.

(1) The page displays all switches in the current network. Select the switches to configure, and then selectthe
desired ports inthe device portview thatappears below. Ifthere are alarge number of devices in the current
network, select a product model from the drop-down list boxto filter the devices. After the desired devices

and ports are selected, click Next.

Please select a target device.: Select All  Deselect ALL
ALL
° °
RG-ES205C-P
NBS5200-24SFP/BGT4XS
RG-ES205C-P NBS5200-24SFP/8GT4XS d
MACCWLD789205GC GINW31TNO00172

RG-ES205C-P (1)

ol ol ol e
Note: You can click and drag to select one or more ports. Select All Inverse Deselect
NBS5200-24SFP/8GT4XS (1) /
1 3 5 7 9 N 13 15 17 19 21 23 17 19 (21 23
RN g O ol ol ol
mEmERE R TeEw MEMMN
2 4 6 8 10 12 14 16 18 20 22 24 18 20 |22 24 25 26 27 28
Note: You can click and drag to select one or more ports. Select All Inverse Deselect
b/
A
Next

(2) Click Add VLAN to create a VLAN for the selected devices in a batch. If you want to create multiple VLANS,
click Batch Add and enter the VLAN ID range, such as 3-5,100. After setting the VLANSs, click Next.
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+Add VLAN +Batch Add

VLAN ID Remark VLAN ID Remark

Default VLAN 12 [

Previous Mext

(3) Configure port attributes for the ports selected in Step 1 in a batch. Select a port type. If you set Type to
Access Port, you need to configure VLAN ID. If you set Type to Trunk Port, you need to configure Native
VLAN and Permitted VLAN. After setting the port attributes, click Override to deliver the batch
configurations to the target devices.

Port
Selected Port RG-ES205C-P:; NBS5200-245FP/8GT4XS: Gi21-Gi22;
Type Trunk Port

* Native VLAN Default VLAN

Permitted VLAN 1,12

Previous Override

48



Web-based Configuration Guide Basic Management

3.5.5 \erifying Configuration

View the VLAN and port information of switches to check whether the batch configurations are successfully

delivered.

Hostname: Ruijie ¢ Software Ver:ReyeeOS 1.86.1619
Model:NBS5200-24SFP/8GT4XS MGMT IP:10.44.78.1

SN:GTNWS3TNODO172 MAC: 00:d3:8:15:08:5b
Port Status

VLAN Edit &
» VLAN Info
port VLAN1 VLAN12
Route Info
Interface IP IP Range Remark

RLDP

Gil17,Gi21-22,Te27
More

9 1 13 15 17 19 21 17| 19 [ 21 23

i I, S oA S &

Ma
[*%)

T LT TILER.L]
2 4 6 8 10 12 14 16 18 20 22 24 18 20 22 24 25 26 | 27
Port Edit @
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4 Port Management

4.1 Overview

Ports are importantcomponents for data exchange on network devices. The portmanagementmodule allows

you to configure basic settings for ports, and configure port aggregation, switched port analyzer (SPAN), port
rate limiting, managementIP address, etc.
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Table 4-1  Description of Port Type

Port Type Note Remarks

A switch portconsists ofa single physical porton the device
and provides only the L2 switching function. Switch ports are
usedto manage physical portand theirassociated L2
protocols.

] Described in this
Switch Port

section
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Port Type

Note

Remarks

L2 aggregate port

An Interface binds multiple physical membersto form a
logical link. For L2 switching, an aggregate portis like a
high-bandwidth switch port. It can combine the bandwidths
of multiple ports to expand link bandwidth. In addition, for
frames sentthrough an L2 aggregate port, load balancing is
performed on member ports ofthe L2 aggregate port. If one
member link ofthe aggregate port fails, the L2 aggregate
port automaticallytransfers traffic on this link to other

available member links, improving connection reliability.

Described in this

section
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Port Type

Note

Remarks

SVI Port

A switch virtual interface (SVI) serves as the management
interface of the device, through which the device can be
managed. You can also create an SVI as a gateway
interface, which is equivalentto the virtual interface of
corresponding VLAN and can be used for inter-VLAN routing

on L3 devices.

For related
configuration,see 6.1

Routed Port

On L3 devices, you can configure a single physical portas a
routed port and use it as the gateway interface of L3
switching. Route interfaces do not have L2 switching
functions and have no corresponding relationship with

VLANS, but only serve as access interfaces.

For related
configuration,see 6.1
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42.1

Port Management

Port Type

Note

Remarks

L3 Aggregate Port

An L3 aggregate portis a logical aggregate portgroup
composed of multiple physical member ports, justlike an L2
aggregate port. The ports to be aggregated mustbe L3 ports
of the same type. An aggregate portserves as the gateway
interface of L3 switching. It treats multiple physical links in
the same aggregate group as one logical link. Itis an
importantway to expand link bandwidth. Multiple physical
links are combined into one logical link, expanding the
bandwidth ofa link. Frames sentover the L3 AP are
balanced amongthe L3 AP member ports. If one member
linkfails, the L3 AP automaticallytransfers the trafficon the
faulty linkto othermember links, improving reliability of

connections.

L3 aggregate ports do not supportthe L2 switching function.

For related

configuration,see 6.1

Port Configuration

Port configuration includes common attributes such as basic settings and physical settings of the port. Users

can adjust the portrate, set portswitch, duplexmode, flow control mode, energyefficient Ethernet switch, port
mediatype and MTU, etc.

Basic Settings

Choose Local Device > Ports > Basic Settings > Basic Settings.

Support setting whether to enable the port, the speed and duplexmode of the port, and the flow control mode,

and displaythe current actual status of each port.
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Local Device(NBS - Englishv o 28 & 3

Basic Settings Physical Settings

=]
=7
Basic Settings
Configure port status, duplex mode, rate and flow control.
& | Port List ¢ Batch Edit
Duplex Mode/Rate Flow Control
@ Port Status Action
Config Status Actual Status Config Status Actual Status
E Gil/1 ¢+ Enable Auto/Auto Full-Duplex/100M Disable Disable Edit
@ Unknown/Unknow
Gil/2 Enable Auto/Auto / Disable Disable Edit
o L
=
Gi1/3 Enable Auto/Auto bnknown/Unknow Disable Disable Edit
n
Unki Unk
Gil/4 Enable Auto/Auto AT Disable Disable Edit
n
Unk Unki
Gil/s Enable Auto/Aute nknown/Unknow Disable Disable Edit
n
I3
Unki Unk i
Gi1/6 Enable Auto/Auto AR Disable Disable Edit =

n
»

Batch configure: Click Batch Edit, select the portto be configured In the displayed dialog box, select the port
switch, rate, work mode, and flow control mode, and click OK to deliver the configuration. In batch configuration,
optional configuration items are acommon collection of selected ports (thatis, attributes supported the selected

ports).
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Batch Edit X

Status: Enable

Rate: Auto

Work Mode: Auto

Flow Control: Disable
* Select Port:
- Available Unavailable 1 Aggregate B8 Uplink Copper Fiber

1 3 5 7 9 N 13 15 17 19 21 23 17 19 21 23

mEmERE R vEwY M
2 4 6 8 10 12 14 16

18 20 22 24 18 20 22 24 25 26

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Configure one port: In Port List, select a port entryand click Edit in the Action column. In the displayed dialog
box, selectport status, rate, work mode, and flow control mode, and click OK.

Port:Gi2

Status:

Work Mode:

Flow Control: Disable

Table 4-2 Description of Basic Port Configuration Parameters

Parameter Description Default Value

Status If a portis closed, no frame will be received and senton this | Enable
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4.2.2

Port Management

Parameter

Description

Default Value

port, and the corresponding data processing function will be
lost, but the PoE power supply function of the port will not be

affected.

Rate

Set the rate at which the Ethernet physical interface works.
Setto Auto means thatthe portrate is determined bythe
auto-negotiation between the local and peerdevices. The

negotiated rate can be any rate within the port capability.

Auto

Work Mode

e  Full duplex realize that the port can receive packets

while sending.

e  Half duplex: control that the port canreceive or send

packets ata time.

e  Auto: the duplexmode of the portis determined
through auto negotiation between the local port and

peer port

Auto

Flow Control

After flow control is enabled, the port will process the
received flow control frames, and send the flow control

frames when congestion occurs on the port.

Disable

@ Note

The rate of a GE port can be setto 1000M, 100M, or auto. The rate of a 10G port can be setto 10G, 1000M,

or auto.

Physical Settings

Choose Local Device > Ports > Basic Settings > Physical Settings.

Support to enable the energy-efficient Ethernet (EEE) function of the port, and set the media type and MTU of

the port.
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Local Device(NBS -~ Currently in Local Device mode.

Port Management

English ~ = e 3

Basic Settings Physical Settings
£ —
Physical Settings

& | portist
Port EEE

@ Gil/1 + Disable
Gil/2 Disable
Git/3 Disable
Gil/4 Disable

Attribute

Copper

Copper

Copper

Copper

Description MTU

1500

1500

1500

1500

Configure physical attribute. (The fiber port does not support EEE. The aggregate port containing combo ports cannot werk as a combo port.)

& Batch Edit

Action

Edit

Edit

Edit

Edit

Batch configure: Click Batch Edit. In the displayed dialog box, selectthe port to be configured, configure the
EEE switch, MTU, enter the port description, and click OK.

6 Note

Copperports and SFP ports cannotbe both configured during batch configuration.

Batch Edit

EEE: Disable
Attribute: Copper
Description:
* MTU: 1500

* Select Port:

. Available Unavailable

13 5 7 9 N

13

15

MEEARRER BB
2 4 6 8 10 12 14 16

i Aggregate

17 19 21 23

18 20 22 24

Range: 64-9216

#J Uplink Copper Fiber

17 19 21 23

18 20 22 24 25 26

Note: You can click and drag to select one or more ports.

Select All  Inverse Deselect
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Configure one port: Click Edit in the Action column of the list. In the displayed configuration box, configure the

EEE switch, port mode, enter the port description, and click OK.

Port:Gi18

EEE: Disable
Attribute: Copper
Description:

* MTU: 1500 Range: 64-9216

Table 4-3 Description of Physical Configuration Parameters

Parameter

Description

Default Value

EEE

It is shortfor energy-efficient Ethernet, which is based on the
standard IEEE 802.3az protocol. When enabled, EEE saves
energy by making the interface enter LPI (Low Power Idle)
mode when the Ethernet connectionis idle.

Value: Disable/Enable

Disable

Attribute

The port attribute indicates whetherthe port is a copper port or
an SFP port.

Coper port: copper mode (cannotbe changed);
SFP port: fiber mode (cannotbe changed);

Only combo ports supportmode change.

Depending on the port
attribute

Description

You can add a description to label the functions of a port.

NA

MTU (Maximum Transmission Unit) is used to notify the peer
of the acceptable maximum size ofa data service unit. It
indicates the size of the payload acceptable to the sender..
You can configure the MTU of a port to limitthe length ofa

frame that can be received or forwarded through this port.

1500
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W Note

° Differentports supportdifferentattributes and configuration items.
®  Only the SFP combo ports supportportmode switching.

®  SFP ports do not supportenabling EEE.

4.3 Aggregate Ports

43.1

4.3.2

Aggregate Port Overview

An aggregate port (AP) is a logical link formed by binding multiple physical links. It is used to expand link

bandwidth, thereby improving connection reliability.

The AP function supports load balancing and therefore, evenly distributes traffic to member links. The AP
implements link backup. When amember link of an AP is disconnected, the system automaticallydistributes
traffic ofthis link to other available member links. Broadcast or multicastpackets received by one member link

of an AP are not forwarded to other member links.

® If a single interface that connects two devices supports the maximum rate of 1000 Mbps (assume that
interfaces of both devices supportthe rate of 1000 Mbps), when the service traffic on the link exceeds 1000
Mbps, the excess traffic will be discarded. Link aggregation can solve this problem. For example, use n
network cables to connect the two devices and bind the interfaces together. In this way, the interfaces are

logicallybound to supportthe maximum traffic of 2000 Mbps x n.

® Iftwo devices are connected through a single cable, when the link between the two interfaces is disconnected,
services carried on this link are interrupted. After multiple interconnected interfaces are bound, as long as

there is one link available, services carried on these interfaces will notbe interrupted.

Overview

1. Static AP Address

In static AP mode, you can manually add a physical interface to an aggregate port. An aggregate portin static
AP mode s called a staticaggregate portand the member ports are called member ports ofthe static aggregate
port. Static AP can be easilyimplemented. You can aggregate multiple physical links by running commands to
add specified physical interfaces to an AP.Once amember interface is added to an AP, itcan send and receive

data and balance traffic in the AP.

2. Dynamic Aggregation

Dynamic aggregation mode is a special portaggregation function developed for the WAN portof RG-MR series
gateway devices. The maximum bandwidth of the WAN port of the MR device can support2000M, but after the
intranet portis connected to the switch, a single portcan onlysupporta maximum bandwidth of LOOOM. In order
to prevent the downlink bandwidth from being wasted, itis necessaryto find a way to increase the maximum
bandwidth of the port between the MR device and the switch, and the dynamic aggregation function emerged

to meetthe need.

After connecting the two fixed AG (aggregation) member ports on the MR gateway device to any two ports on

the switch, through packet exchange, the two ports on the switch can be automatically aggregated, thereby
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4.3.3

doubling the bandwidth. The aggregate portautomaticallygenerated in this wayon the switch is calledadynamic
aggregate port, and the corresponding two ports are the member ports ofthe aggregate port.

0 Note

Dynamic aggregate ports do not supportmanual creation and can be deleted after they are automatically
generated by the device, but member ports cannotbe modified.

3. Load Balancing

An AP, based on packetcharacteristics such as the source MAC address, destination MAC address, source IP
address, destination IP address, L4 source portID, and L4 destination portID of packets received byan inbound
interface, differentiates packetflows according to one or several combined algorithms. Itsends the samepacket
flow through the same member link, and evenly distributes different packet flows among member links. For
example,inload balancing mode based on source MAC addresses, packets are distributed to differentmember
links of an AP based on their source MAC addresses. Packets with different source MAC addresses are
distributed to different member links; packets with a same source MAC address are forwarded along asame

member link.

Currently, the AP supports the traffic balancing modes based on the following:
® Source MAC address ordestination MAC address

® Source MAC address +destination MAC address

® Source IP address ordestination IP address

® Source IP address +destination IP address

® Source port

® |4 source portor L4 destination port

® |4 sourceport+ L4 destination port
Aggregate Port Configuration

Choose Local Device > Ports > Aggregate Ports > Aggregate Port Settings.
1. Adding a Static Aggregate Port

Enter an aggregate port ID, selectmember ports (ports that have been added to an aggregate port cannotbe

selected), and click Save. The port panel displays a successfullyadded aggregate port.

O nNote

®  An aggregate portcontains a maximum ofeightmember ports.

e  The attributes of aggregate ports mustbe the same, and copper ports and SFP ports cannotbe
aggregated.

o Dynamic aggregate ports do not supportmanual creation.

61



Web-based Configuration Guide Port Management

Aggregate Port Settings

Up to 16 aggregate ports can be added. An aggregate port contains up to 8 member ports.

Select All
x % x % X

Ag1 Ag2 Ag3 Ag8 Ag4 [ Delete Selected

* Aggregate Port: 6

* Select Member Ports

- Available Unavailable 1Aggregate #J Uplink Copper Fiber

17 19 21 23

16 18 20 22 18 20 22 24 25 26 27 28

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Save

2. Modifying Member Ports of a Static Aggregate Port

Click an added static aggregate port. Member ports of the aggregate port will become selected. Click a portto
deselectit; or select other ports to join the currentaggregate port. Click Save to modifythe member ports ofthe
aggregate port.

O nNote

Dynamic aggregation ports do not supportto modify member ports.
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| Aggregate Port Settings

Up to 16 aggregate ports can be added. An aggregate port contains up to 8 member ports.

Select All /

Ag2 Ag3 Ag8 Ag4 il Delete Selected

>
=

* Aggregate Port:

* Select Member Ports

. Available Unavailable 1Aggregate #J Uplink Copper Fiber

1 5 7 9 11 23 17 19 21 23

) o )

ol AN O ol ol o

TT eI PYYY mEEN
2 4 6 8 110 12

14 16 18 20 22 24 18 20 22 24 25 26 27 28

o

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

. -

3. Deleting an Aggregate Port

Move the cursor over an aggregate porticon and click upper-right, or select the aggregate port to be deleted,
and click Delete Selected to delete the selected aggregate port. After deleted, the corresponding ports become

available on the port panelto seta new aggregate port.

A Caution

After anaggregate portis deleted, its member ports are restored to the defaultsettings and are disabled.

Aggregate Port Settings

Up to 16 aggregate ports can be added. An aggregate port contains up to 8 member ports.

B Select All

1
1
1
i Ag1 i Ag2 Ag3 Ag8 Ag4 [il Delete Selected
]
1

4.3.4 Configuring a Load Balancing Mode

Choose Local Device > Ports > Aggregate Port > Global Settings.
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SelectLoad Balance Algorithm and click Save. The Device distributes incoming packets among member links
by using the specified load balancing algorithm. The packet flow with the consistent feature is transmitted by

one memberlink, whereas differentpacketflows are evenly distributed to various links.

Global Settings

Load Balance Src & Dest MAC

Algorithm:

Save

4.4 PortMirroring

4.4.1 Overview

The switched portanalyzer (SPAN) functionis a function that copies packets of a specified port to another port
thatis connected to a network monitoring device, After port mirroring is set, the packets on the source portwill
be copied and forwarded to the destination port, and a packet analyzeris usually connected to the destination
portto analyze the packet status of the source port, so as to monitor all incoming and outgoing packets on

source ports.

As shown, byconfiguring port mirroring on Device A, the device copies the packets on Port1to Port10. Although
the network analysis device connected to Port 10 is not directly connected to Port 1, it can receive packets

through Port1. Therefore, the aim to monitor the data flow transmitted by Port 1 is realized.

Figure 4-1 Port Mirroring Principles Figure

N

/ \
Dévice A

1 \
[
@ 1 @* ﬁ Network Analyzer
Port 1 Port 10

The SPAN function not only realizes the data traffic analysis of suspicious network nodes or device ports, but
also does not affect the data forwarding of the monitored device. Itis mainly used in network monitoring and

troubleshooting scenarios.
4.4.2 Procedure

Choose Local Device > Ports > Port Mirroring.

Click Edit, select the source port, destination port, monitor direction, and whether to receive packets from non-

Src ports, and click OK. Amaximum offour SPAN entries can be configured.

To delete the port mirroring configuration, click Delete in the corresponding Action column.
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A Caution

®  You canselectmultiple source traffic monitoring ports butonlyone destination port. Moreover, the source
traffic monitoring ports cannotcontain the destination port.

®  An aggregate portcannot be used as the destination port.

e A maximum offour SPAN entries can be configured. SPAN cannot be configured for ports that have been
used for SPAN.

Port Mirroring

o Description: All packets on the source port will be copied to the destination port and you can analyze the traffic by using a protocol
analyzer application. Traffic on more than one source port can be mirrored to one destination port.
Note: The destination port must be different from the source port.

| Port Mirroring List

Receive Pkt from

# Src Port Dest Port Monitor Direction Action
Non-Src Ports

| - - - - Edit
P - - - ~ Edit
3 - - - - Edit
4 - - = = Edit
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Edit X

Monitor Direction: Both

Receive Pkt from Non-Src ()

Ports:

* Src Port:

.Avai\able Unavailable 1Aggregate T Uplink Copper Fiber

1 3 5 7 9 M 13 15 17 19 21 23 17 19 21 23
NG KK O ol o i
T LLLECE Teyw M
2 4 6 8 10 12 14 16 18 20 22 24 18 20 22 24 25 26
Note: You can click and drag to select one or more ports. Select All  Inverse Deselect
* Dest Port:
. Available Unavailable T Uplink Copper Fiber

13 15 17 19 21 23 17 19 21 23

14 16 18 20 22 24 18 20 22 24 25 26

Deselect

Table 4-4 Description of Port Mirroring Parameters

o Default
Parameter Description

Value

A source portis also called a monitored port. Data flows on the source

port are monitored for network analysis or troubleshooting.
Src Port N/A
Supportselecting multiple source ports and mirroring multiple ports to one

destination port

The destination portis also called the monitoring port, that is, the port
DestPort connected to the monitoring device, and forwards the received packets N/A

from the source port to the monitoring device.
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o Default
Parameter Description
Value
The type of packets (data flow direction) to be monitored by a source port.
e  Both: All packets passing through the port, including incoming and
outgoing packets
Monitor Direction | ¢ |ncoming: All packets received by a source portare copied to the Both
destination port
e  Outcoming: All packets transmitted bya source port are copied to
the destination port
It is applied to the destination portand indicates whether a destination
port forwards other packets while monitoring packets.
Receive Pkt from ) o
e  Enabled: While monitoring the packets of the source port, the Enable
Non-Src Ports
packets of other non-Src ports are normallyforwarded
e Disabled: Onlymonitor source port packets

4.5 Rate Limiting

Choose Local Device > Ports > Rate Limiting.

The Rate Limiting module allows you to configure traffic limits for ports, including rate limits for inbound and

outbound direction of ports.

Port List & Batch Edit i Delete Selected
Port Rx Rate (kbps) Tx Rate (kbps) Action
Gi23 10000 10000 Edit Delete
Total 1 10/page n Go to page | 1

1. Rate Limiting Configuration

Click Batch Edit. In the displayed dialog box, select ports and enter the rate limits, and click OK. You must
configure atleastthe ingress rate or egress rate. After the configuration is completed, itwill be displayed in the

listof portrate limiting rules.
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79 1 13 15 17 19 21 23 17 19 21 23

3 5

NERRR B O o o ol
T TLLL R 1 yEww
4 [ 8 10 12 14 16

18 20 22 24 18 20 22 24

1

;)

m
2

Batch Edit <
Rx Rate: Range: 16-10000000kbps
Tx Rate: Range: 16-10000000kbps
* Select Port:
. Available Unavailable 1 Aggregate 8§ Uplink Copper Fiber

25 26

Note: You can click and drag to select one or more ports. Select Al Inverse

Deselect

Table 4-5 Description of Rate Limiting Parameters

Parameter Description

Default Value

Max Rate at which packets are sent from a portto a switch, in
kbps.

Rx Rate

Not limited

Max Rate at which packets are sent out of a switch through a
Tx Rate .
port, in kbps.

Not limited

2. Changing Rate Limits of a Single Port

In the portlist for which the rate limit has been set, click Edit on the corresponding port entry, enter the ingress

rate and egress rate in the displayed dialog box, and click OK.
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Port:Gi23 X

Rx Rate: 10000 Range: 16-1000000kbps

Tx Rate: 10000 Range: 16-1000000kbps

3. Deleting Rate Limiting

Batch configure: Select multiple records in Port List, click Delete Selected and click OK in the confirmation

dialog box.

Configure one port: In Port List, click Delete on the corresponding port entry, and click OK in the confirmation

dialog box.
Port List ¢ Batch Edit [T Delete Selected
Port Rx Rate (kbps) Tx Rate (kbps) Action

Gi23 10000 10000 Edit

o Note

®  When configuring rate limits for a port, you mustconfigure atleastthe ingress rate oregress rate.

® When the ingress rate oregress rate is notset, the port rate is not limited.

4.6 MGMTIP Configuration

Choose Local Device > Ports > MGMT IP.

The MGMT IP page allows you to configure the management IP address for the device. Users can configure

and manage the device by accessing the managementIP.
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2 Local Device(NBS - Currently in Local Device mode. English~ &3 & [3

Hostname: Ruijie SN: MACCNBSE000HQ

IP Address: 192.168.110.62 MAC Address: 00:D0:F8:95:68:5E () Reboot
® NB56002 Software Ver: Reyee0S 1.218.2421 Hardware Ver: 1.00 DNS: 192.168.110.1
Home VLAN  Monitor » Ports L2 Multicast L3 Interfaces Routing ™ Security Advanced
Diagnostics ™~ System
MGMT IP MGMT IPv6
o MGMT IP ®
Configure network settings.

Internet: DHCP
VLAN:
IP Address: 192.168.110.62
Subnet Mask: 255.255.255.0
Gateway: 192.168.110.1

DNS Server: 192.168.110.1

Save

The device can be networked in two modes:

Port Management

® DHCP:Uses atemporarylP address dynamicallyassigned by the upstream DHCP server for Internetaccess.

® Static IP: Uses a static IP address manuallyconfigured by users for Internet access.

If you select DHCP, the device obtains parameters from the DHCP Server. If Static IP is selected, you need to

enter the management VLAN, IP address, subnet mask, default gateway IP address, and address of a DNS

server. Click Save to make the configuration take effect.

O nNote

° If the managementVLAN is null or not specified, VLAN 1 takes effect by default.

e  The managementVLAN mustbe selected from existing VLANSs. If no VLAN is created, go to the VLAN
listto add a VLAN (for details,see 3.5.2 ).

[ ]

You are advised to bind a configured managementVLAN to an uplink port. Otherwise, you may fail to

access the Eweb managementsystem.

Configuring the Management IPv6 Address

Configure the IPv6 address usedtologin to the device managementpage.

Choose Local Device > Ports > MGMT IP > MGMT IPv6.

Configure the managementIPv6 address so thatyou canlog in to the device managementpage using the IPv6

address ofthe device.

The device supports the following Internetconnection types:

® Null: The IPv6 functionis disabled onthe currentport.
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® DHCP: The device dynamicallyobtains an IPv6 address from the upstream device.

® Static IP: You need to manuallyconfigure the IPv6 address, length, gatewayaddress,and DNS server.

Click Save.

2 Local Device(NBS - Currently in Local Device mode. English~ & & 3
- Hostname: Ruijie SN: MACCNBS6000HQ
IP Address: 192.168.110.62 MAC Address: 00:D0:F8:95:68:5E () Reboot
® NB56002 Software Ver: ReyeeOS 12182421 Hardware Ver: 1.00 DNS: 192.168.110.1

Home VLAN  Monitor ¥  Ports ~ L2 Multicast L3 Interfaces ™ Routing ~  Security ¥  Advanced ™

Diagnostics ~  System ™

MGMT IP MGMT IPvE

#Internet | Null

IPv6 Address
1Pv6 Prefix
Gateway

DNS Server

Save
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2 Local Device(NBS -~ Currently in Local Device mode.

Port Management

Englishv & & [3

Hostname: Ruijie

IP Address: 192.168.110.62

SN: MACCNBS6000HO
MAC Address: 00:D0:F8:95:68:5E

Switch

* NBS6002 Software Ver: Reyee0Ss 1.218.2421 Hardware Ver: 1.00 DNs: 192.168.110.1
Home VLAN  Monitor ¥  Ports ™ L2 Multicast L3 Interfaces * Routing ~  Security *
Diagnostics ~  System *~

MGMT IP

MGMT IPv6

* Internet Null

IPv6 Address ~ DHCP
Static IP
IPv6 Prefix Null
Gateway
DNS Server

Save

4.8 Out-of-Band IP Configuration

() Reboot

Advanced ™

A Caution

Only the RG-NBS6002 Series, RG-NBS7003 Series and RG-NBS7006 Series supportthis function.

Choose Local Device > Ports > Out-of-Band IP.

Setthe MGMT management port IP of the chassis to centrally manage the modules in multiple slots of the

device.
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J<  Local Device(NBS - Currently in Local Device mode. English~ 4 & 3

- Hostname: Ruijie SN: MACCNBSB000HQ
IP Address: 192.168.110.62 MAC Address: 00:D0:F8:95:68:5E
® NBS6002

) Reboot
Software Ver: ReyeeQS 1.218.2421 Hardware Ver: 1.00

DNS: 192.168.110.1

Home VLAN  Monitor ~  Ports ~ L2 Multicast L3 Interfaces Routing ~  Security ¥  Advanced

Diagnostics System

© out-of-Band 1P

IPv4 IPV6

P Address:

Subnet Mask:

Save

? Local Device(NBS - Currently in Local Device mode. English~ & & [3

- Hostname: Ruijie SN: MACCNBSB000HO
IP Address: 192.168.110.62 MAC Address: 00:D0:F8:95:68:5E
® NBS6002

) Reboot
Software Ver: Reyee0S 1.218.2421 Hardware Ver: 1.00

DNS: 192.168.110.1

Home VLAN  Monitor ¥  Ports ~ L2 Multicast L3 Interfaces ™ Routing v Security ¥  Advanced v

Diagnostics ~  System ™~

@ out-of-Band 1P
IPV4 | IPV6

IPvb Address/Prefix Length:

Save

O nNote

No IP address is configured forthe MGMT port by default. Currently, only a static IP address canbe
configured for the MGMT port but DHCP is not supported.
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4.9 PoE Configuration

A Caution

Only PoE switches (The device models are marked with -P) supportthis function.

Choose Local Device > Ports > PoE.

The device supplies power to POE powered devices through ports. Users can view the current power supply

status, and setthe system power supply and port power supplypolicies respectively to achieve flexible power

distribution.
J<€  Local Device(NBS Englishe O B8 £ B
&

| PoE Overview

[
“io

Total Transmit Power Used Transmit Power Reserved Transmit Power Free Transmit Power
& 370w Ow Ow 370w
a .
Peak Transmit Power Powered Ports
© Ow 0
=
@ | PoE Settings

:’.,‘_' Transmit Power | Energy Saving

Mode:

* Reserved Transmit 0 Range: 0-50%

Power:
Save

Port List T Refresh @ Batch Edit

Transmit Power o Current Transmit R
Port PoE Status Priority Non-Standard Work Status Action ]
Status Power (W) g

Ai
Git Enable Off Low 0 No PD Disconnected Edit

4.9.1 PoE Global Settings

Choose Local Device > Ports > PoE > PoE Settings.

PoE Transmit Power Mode refers to the waythata device allocates powerto a connected PD (Powered Device).

It supports Auto mode and Energy-saving mode.

In Auto mode, the system allocates power based on the classes of PDs detected on ports. The device allocates
powerto PD devices of Class 0~4 based on afixed value: Class 0 is 15.4W, Class 1is 4W, Class 2is 7W, Class
3is 15.4W, Class 4 Type 1 is 15.4W, and Class 4 Type 2 is 30W. In this mode, ifthe port is connected to a
device ofClass 3, even ifthe actual power consumptionis only11W, the PoE power supply device will allocate

power to the port based on the power of 15.4W.

In energy-saving mode, the PoE device dynamically adjusts allocated power based on actual consumption of
PDs. In this mode, in orderto prevent the power supplyof the port from fluctuating due to the fluctuation ofthe

actual power consumption ofthe PD when the poweris fullyloaded, you can setthe Reserved Transmit Power,
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and the reserved power will notbe used for power supply,so as to ensure thatthe total power consumed bythe
current system does not exceed the limit of the PoOE device. The size of the reserved power is expressed as a

percentage of the total POE power. The value ranges from 0 to 50.

PoE Settings

Transmit Power = Energy Saving

Mode:

* Reserved Transmit 0 Range: 0-50%

Power:

Save

4.9.2 Power Supply Configuration of Ports

Choose Local Device > Ports > PoE > Port List.

Click Edit in the port entry or click Batch Edit to setthe PoE power supplyfunction of the port.

Port List 3 Refresh ¢ Batch Edit

Transmit Power Current Transmit

Port PoE Status Status Priority Power (W) Non-Standard Work Status Action
Git Enable Off Low 0 No PD Disconnected

Gi2 Enable Off Low 0 No PD Disconnected Edit

Gi3 Enable Off Low 0 No PD Disconnected Edit

Gi4 Enable Off Low 0 No PD Disconnected Edit

Port:Gil

PoE: Enable
Non-Standard: Disable
Priority: Low

Max Transmit Power: Range: 0-30W
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Table 4-6 Description of Parameters for Power Supply Configuration of Ports

Parameter Description Default Value

PoE Whether to enable the power supplyfunction on the ports Enable

By default, the device only supplies power to PDs that
complywith the standard IEEE 802.3afand 802.3at
protocols. In practical applications, there may be PDs that .
Non-Standard Disable
do not conform to the standard. After the non-standard
mode is enabled, the device port can supplypowerto some

non-standard PD devices.

The power supplypriority of the portis divided into three
levels: High, Medium, and Low

In auto and energy-saving modes, ports with high priorities
o are powered first. When the system power of the PoE

Priority L n . Lo Low
device is insufficient, ports with low priorities are powered

off first.

Ports with the same priorityare sorted by the port number. A

smaller portnumberindicates a higher priority.

. The maximum power thatthe port can transmit, ranging o
Max TransmitPower ) o o Not limit
from 0 to 30, inwatts (W). A blank value indicates no limit

4.9.3 Displaying Global PoE Information

Choose Local Device > Ports > PoE > PoE Overview.

Displays the global power supplyinformation ofthe PoE function, including the total system power, used power,

reserved power, remaining available power, peak maximum power, and the number of ports currently powered.

PoE Overview

Total Transmit Power Used Transmit Power Reserved Transmit Power Free Transmit Power
370w Ow Ow 370w
Peak Transmit Power Powered Ports
Ow 0

4.9.4 Displaying the Port PoE Information

Choose Local Device > PoE > Port List.

The Port List displays the PoE configuration and status information of each port. Click to expand the detailed

information.
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When the PD device connected to the port needs to be restarted, for example, when the AP connected to the
portis abnormal, you can click Repower to make the port power off briefly and then power on again to restart

the device connected to the power supplyport.

| Port List < Refresh ¢ Batch Edit
Transmit Power o Current Transmit .
Port PoE Status Priority Non-Standard Work Status Action
Status Power (W)
Git Enable off Low 0 No PD Disconnected Edit

Current: OmA Voltage: 0V Avg Transmit Power. OW

Max Transmit Power: No Limit PD Requested Transmit Power: O0W PSE Allocated Transmit Power: 0W

PD Type: Failed to fetch the PD type. PD Class: NA
Gi2 Enable Off Low 0 No PD Disconnected Edit
Gi3 Enable Off Low 0 No PD Disconnected Edit

Table 4-7 Description of Port Power Supply Info

Feld Description

Port Device Port ID

PoE Status Whether to enable the PoE function on the ports.
TransmitPower Status Whether the port supplies power for Pds currently.

The power supplypriority of the portis divided into three levels: High, Medium,

Priority and Low.

CurrentTransmitPower Indicates the power output by the current port, in watts (W).
Non-Standard Indicates whether the non-standard compatibilitymode is enabled.
Work Status Currentwork status of PoE ports.

Current Indicates the presentcurrentof the portin milliamps (mA).

\oltage Indicates the presentcurrentof the portin volts (V).

. Indicates the current average power of the port, namely,the sampling average
Avg TransmitPower . )
of current power after the portis powered on, in watts (W).

Max TransmitPower The maximum outputpower ofthe portinwatts (W).
PD Requested Transmit The powerrequested by the PD to the PSE (Power Sourcing Equipment,
Power power supplyequipment), in watts (W).

PSE Allocated Transmit ] .
b Indicates the power allocated to a PD by PSE inwatts (W).
ower

Information of PD type obtained through LLDP classification are divided into
PD Type
Type 1 and Type 2.
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Feld Description

The classification level of the PD connected to the portis divided into Class
0~4, based on the IEEE 802.3af/802.3atstandard.

PD Class
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5 L2 Multicast

5.1 MulticastOverview

IP transmission methods are categorized into unicast, multicast, and broadcast. In IP multicast, an IP packetis
sent from a source and forwarded to a specific group of receivers. Compared with unicast and broadcast, IP
multicast saves bandwidth and reduces network loads. Therefore, IP multicastis applied to differentnetwork
services that have high requirements for real timeliness, for example, Internet TV, distance education, live

broadcastand multimedia conference.

5.2 MulticastGlobal Settings

Choose Local Device > Multicast > Global Settings.

Global Settings allow you to specify the version of the IGMP protocol, whether to enable report packet

suppression, and the behavior for processing unknown multicast packets.

Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Querier

o Global Settings

Version IGMPwv2
IGMP Report Suppression

Unknown Multicast Pkt Discard

Save
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5.3

53.1

5.3.2

Table 5-1 Description of Configuration Parameters of Global Multicast

L2 Multicast

Parameter

Description

Default Value

\ersion

The Internet Group ManagementProtocol (IGMP) is a TCP/IP
protocol that manages members in an IPv4 multicastgroup
and runs on the multicastdevices and hosts residing on the
stub of the multicastnetwork, creating and maintaining
membership ofthe multicastgroup between the hosts and
connected multicastdevices. There are three versions of
IGMP: IGMPV1, IGMPV2, IGMPV3.

This parameteris used to setthe highestversion of IGMP
packets that can be processed byLayer 2 multicast,and can
be setto IGMPV2 or IGMPV3.

IGMPV2

IGMP Report

Suppression

After this function is enabled, to reduce the number of packets
in the network, save network bandwidth and ensure the
performance ofthe IGMP multicastdevice, the switch forwards
onlyone reportpacket to the multicastrouterifmultiple
downlink clients connected to the switch simultaneouslysend
the report packetto demand the same multicastgroup.

Disable

Unknown
Multicast Pkt

When both the global and VLAN multicastfunctions are
enabled, the processing method for receiving unknown

multicastpackets can be setto Discard or Hood.

Discard

IGMP Snooping

Overview

The Internet Group ManagementProtocol (IGMP) snooping is an IP multicast snooping mechanism running on

a VLAN to manage and control the forwarding of IP multicast traffic within the VLAN. It implements the L2

multicastfunction.

Generally, multicast packets need to pass through L2 switches, especiallyin some local area networks (LANS).

When the Layer 2 switching device does notrun IGMP Snooping, the IP multicastpackets are broadcastinthe

VLAN; when the Layer 2 switching device runs IGMP Snooping, the Layer 2 device can snoop the IGMP protocol

packets of the user host and the upstream PIM multicast device. In this way, an Layer 2 multicast entry is

established, and IP multicast packets are controlled to be sent onlyto group member receivers, preventing

multicastdata from being broadcaston the Layer 2 network.

Enabling Global IGMP Snooping

Choose Local Device > Multicast > IGMP Snooping.

Turn on IGMP Snooping and click Save.
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Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Querier

o IGMP Snooping

IGMP Snooping @

5.3.3 Configuring Protocol Packet Processing Parameters

By controlling protocol packet processing, an L2 multicast device can establish static or dynamic multicast
forwarding entries. In addition, the device can adjustparameters to refresh dynamic multicastforwarding enties
and IGMP snooping membership quickly.

Choose Local Device > Multicast > IGMP Snooping.

The IGMP Snooping functionis implemented based on VLANs. Therefore, each VLAN corresponds to an IGMP
Snooping setting entry. There are as many IGMP Snooping entries as VLANs on the device.

Click Edit in the VLAN entry. In the displayed dialog box enable/disable the VLAN multicast function, dynamic
learning function, fastleave function and static route connection port, and setthe router aging time and the host
agingtime, and click OK.

VLAN List
) . . Router Aging Time Host Aging Time .
VLAN ID Multicast Status Dynamic Learning Router Port Fast Leave Action
(Seq) (Sec)
1 Disable Enable - Disable 300 260
10 Disable Enable = Disable 300 260 Edit
20 Disable Enable - Disable 300 260 Edit
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Edit

*VLAN ID

Multicast Status

5 7 9

2 4 6 8 10

Dynamic Learning ()
Fast Leave
* Router Aging Time (Sec) 300
* Host Aging Time (Sec) 260
Select Port:
. Available Unavailable 1 Aggregate [l Uplink Copper Fiber

1 9
2

11 13 15 17 19 21 23

12 14 16 18 20 22 24 25 26 27 28

Note: You can click and drag to select one or more ports.  Select All Inverse Deselect

Table 5-2 Description of VLAN Configuration Parameters of IGMP Snooping

L2 Multicast

Parameter

Description

Default Value

Multicast Status

Whether to enable ordisable the VLAN multicastfunction. The
multicastfunction ofa VLAN takes effect only when both the
global IGMP snooping and VLAN multicastfunctions are

enabled.

Disable

Dynamic Learning

The device running IGMP Snooping identifies the ports in the
VLAN as router ports or member ports. The router portis the
port on the Layer 2 multicastdevice that is connected to the
Layer 3 multicastdevice,and the member portis the hostport
connected to the group on the Layer 2 multicastdevice.

By snooping IGMP packets, the L2 multicastdevice can
automaticallydiscover and maintain dynamic multicastrouter
ports.

Enable

Router Port

Listof current multicastrouter ports includes dynamically
learned routed ports (if Dynamic Learning function is enabled)

and statically configured routed ports.

NA
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Parameter Description Default Value
After itis enabled, when the port receives the Leave packets,
itwillimmediatelydelete the port from the multicastgroup
withoutwaiting for the aging timeout. After that, when the
device receives the corresponding specific group query
Fast Leave packets and multicastdata packets, the device willnolonger | pisable
forward it to the port.
This function is applicable when onlyone hostis connected to
one port of the device, and is generallyenabled on the access
switch directly connected to the endpoint.
Router Aging Time | Aging time of dynamicallylearned multicastrouter ports
: 300seconds
(Sec) ranges from 30 to 3600, in seconds.
HostAging Time Aging time of dynamicallylearned member ports of a multicast
) 260 seconds
(Sec) group,in seconds.
In the displayed dialog box, selecta port and setit as the
Select Port static router port. When a portis configured as a static router NA
port, the port will not age out

5.4 Configuring MVR

5.4.1 Overview

IGMP snooping can forward multicasttraffic onlyin the same VLAN. If multicast traffic needs to be forwarded to
different VLANs, the multicast source must send multicast traffic to different VLANSs. In order to save upstream
bandwidth and reduce the burden of multicast sources, multicast VLAN register (MVR) comes into being. MVR
can copy multicast traffic received from an MVR VLAN to the VLAN to which the user belongs and forward the

traffic.

Global Settings IGMP Snooping MVR

Multicast Group IGMP Filter Querier

MVR
The source port must be a MVR VLAN member and the receiver port cannot be a MVR VLAN member.
Fast Leave settings only take effect on the destination port.

MVR

Save

Port List ¢ Batch Edit
Port Role Fast Leave
Gil t NONE
Gi2 NONE
Gi3 NONE
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5.4.2 Configuring Global MVR Parameters

Choose Local Device > L2 Multicast > MVR.

Click to enable the MVR, select the MVR VLAN, setthe multicastgroup supported bythe VL AN, and click Save.

Multiple multicastgroups can be specified by entering the start and end multicastIP addresses.

Global Settings IGMP Snoaping MVR Multicast Group IGMP Filter Querier

MVR
The source port must be a MVR VLAN member and the receiver port cannot be a MVR VLAN member.
Fast Leave settings only take effect on the destination port.

R @D
* Multicast VLAN | VLANOOO1
* Start IP Address @

* End IP Address @

Save

Table 5-3 Description of Configuring Global MVR Parameters

Parameter Description Default Value
MVR Enables/Disables MVR globally Disable
Multicast VLAN VLAN of a multicastsource 1

Learned or configured startmulticastIP address ofan MVR

Start IP Address ) NA
multicastgroup.

Learned or configured end multicastIP address ofan MVR
End IP Address . NA
multicastgroup.

5.4.3 Configuring the MVR Ports

Choose Local Device > L2 Multicast > MVR.

Batch configure: Click Batch Edit, select the portrole, the port to be set, and whetherto enable the FastLeave

function on the port, and click OK.
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Batch Edit
Role NONE
Fast Leave
Select Port
. Available Unavailable § Aggregate Y Uplink Copper Fiber

1 3 5 7 9 N 13 15 17 19 21 23
O ol ol ol ol o o ol o
TYYYYYY yYYYYFYyY RN
9

-

2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

Note: You can click and drag to select one or more ports.  Select All Inverse Deselect

L2 Multicast

Configure one port: Click the drop-down list boxto select the MVR role type of the port. Click the switch in the

Fast Leave columnto setwhetherthe port enables the fastleave function.

Port List

Port Role

& Batch Edit

Fast Leave

Gil ¢ NONE D

a2 NONE

RECEIVER
Gi3 SOURCE
G4 NONE

Table 5-4 Description of MVR Configuration Parameters of Ports

Parameter Description

Default Value

NONE: Indicates that the MVR function is disabled.

Rol SOURCE: Indicates the source port that receives multicast
ole

deleted from the multicastgroup.

NONE
data streams.
RECEIVER: Indicates the receiver port connected to a client.
Configures the fastleave function for a port. After the function
Fast Leave is enabled, if the port receives the leave packet, itis directly Disable

85



Web-based Configuration Guide L2 Multicast

6 Note

° If a source portor a receiver portis configured, the source port mustbelong tothe MVR VLAN and the
receiver port mustnotbelongto the MVR VLAN.

®  The fastleave function takes effect only on the receiver port.

5.5 Configuring Multicast Group

Choose Local Device > L2 Multicast > Multicast Group.

Amulticastgroup consists of the destination ports, to which multicastpackets are to be sent. Multicast packets

are sentto all ports in the multicastgroup.

You can view the Multicast List on the current page. The search box in the upper-right corner supports
searching formulticastgroup entries based on VLAN IDs or multicastaddresses.

Click Add to create a multicastgroup.

Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Querier

Multicast Group
The static multicast group will not learn dynamic ports.

| Multicast List VLAN ID Q + Add [l Delete Selected

Upto 256 entries can be added.

VLAN ID Multicast IP Address Protocol Type Forwarding Port Action
20 224.10.10.10 IGMP Snooping Static Gi28 Edit Delete
Add *
* Multicast IP Address @)
*VLAN ID

Forwarding Port

. Available Unavailable 1 Aggregate [ Uplink Copper Fiber

35 7 9 1N 13 15 17 19 21 23

1
ol ol ol ol o o o o

2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

Note: You can click and drag to select one or more ports.  Select All Inverse Deselect
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Table 5-5 Description of Multicast Group Configuration Parameters

L2 Multicast

Parameter

Description

Default Value

VLAN ID

VLAN, to whichreceived multicasttraffic belongs

NA

Multicast IP
Address

On-demand multicastIP address

NA

Protocol

If the VLAN ID is a multicast VLAN and the multicastaddress
is within the multicastIP address range ofthe MVR, the
protocolis MVR. In othercases, the protocol is IGMP

snooping.

NA

Type

Multicast group generation mode can be staticallyconfigured
or dynamicallylearned.

In normal cases, aportcan join a multicastgroup onlyafter the
portreceives an IGMP Reportpacket from the multicast, that

is,dynamicallylearned mode.

If you manuallyadd a portto a group, the port can be statically
added to the group and exchanges multicastgroup information
with the PIM router withoutIGMP packet exchange.

NA

Forwarding Port

Listof ports that forward multicasttraffic

NA

@ Note

Static multicastgroups cannotlearn other dynamic forwarding ports.

5.6 Configuring a PortFilter

Choose Local Device > L2 Multicast > IGMP Filter.

Generally, the device running ports can join any multicastgroup. Aport filter can configure arange of multicast

groups thatpermit ordeny useraccess, you can customize the multicastservice scope for users to guarantee

the interestof operators and prevent invalid multicasttraffic.

There are 2 steps to configure the port filter: configure the profile and set a limit to the range of the portgroup

address.
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Global Settings IGMP Snooping MVR Multicast Group IGMP Filter

© VP Filter

| Profile List

Profile ID Behavior
Total 0 10/page n Go to page 1
Filter List
Port Profile ID
Gil ¢
Gi2
Gi3

5.6.1 Configuring Profile

Start IP Address

No Data

Querier

End IP Address

Max Multicast Groups

256

256

256

Choose Local Device > L2 Multicast > IGMP Flter > Profile List.

L2 Multicast

+ Add [il Delete Selected

Action

& Batch Edit

Action

Edit

Edit

Edit

Click Add to create a Profile. Aprofile is used to define a range of multicast groups that permit or deny user

access forreference by other functions.

Add

* Profile ID

Behavior

* Start IP Address

* End |P Address

PERMIT

Cancel

Table 5-6 Description of Profile Configuration Parameters

Parameter

Description

Default Value

Profile ID

Profile ID

NA
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Parameter Description Default Value
DENY: Forbids demanding multicastIP addressesina
specified range.

Behavior NA
PERMIT: Only allows demanding multicastIP addressesin a
specified range.

Start MulticastIP address ofthe range of multicastgroup

Start IP Address NA
addresses
End MulticastIP address ofthe range of multicastgroup

End IP Address NA

addresses

5.6.2 Configuring a Range of Multicast Groups for a Profile

Choose Local Device > L2 Multicast > IGMP Flter > Flter List.

The port filter can cite a profile to define the range of multicast group addresses that can be or cannot be

demanded byusers on aport.

Click Batch Edit, or click Edit of a single port entry. In the displayed dialog box, select profile ID and enter the

maximum number of multicastgroups allowed bya port and click OK.

Filter List

Port

Gi1 t

Gi2

Gi4

Profile ID Max Multicast Groups

256

256

256

256
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Batch Edit

Profile ID Unbound

* Max Multicast Groups 256

Select Port

. Available Unavailable i Aggregate |8 Uplink Copper Fiber

1 3 5 7 9 11 13 15 17 19 21 23
+F T T T T N T B R 0 7
TYVYYYY yYYYYYyY EREN

2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

Note: You can click and drag to select one or more ports.  Select Al Inverse Deselect

Table 5-7 Description of Port Filter Configuration Parameters

Parameter Description

Default Value

Profile that takes effect on a port. If it is not set, no profile rule

Groups
configuring the maximum number of multicastgroups allowed

for the port can guarantee the bandwidth.

Profile ID ) NA
is bound to the port.
Maximum number of multicastgroups thata port can join.

Max Multicast If too much multicasttrafficis requested concurrently, the
multicastdevice will be severely burdened. Therefore, 256

5.7 Setting an IGMP Querier

5.7.1 Overview

In a three-layer multicast network, the L3 multicast device serves as the querier and runs IGMP to maintain

group membership. L2 multicast devices only need to listen to IGMP packets to establish and maintain

forwarding entries and implement L2 multicasting. When a multicastsource and user hostare inthe same L2
network, the queryfunction is unavailable because the L2 device does notsupportIGMP. To resolve this problem,

you can configure the IGMP snooping querier function on the L2 device so thatthe L2 device sends IGMP Query

packets to userhosts on behalfof the L3 multicast device, and listens to and maintains IGMP Reportpackets

responded byuserhosts to establish L2 multicastforwarding entries.
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5.7.2 Procedure

Choose Local Device > L2 Multicast > Querier.
One querieris setfor each VLAN. The numberofqueriers is the same as thatof device VLANSs.

In Querier List, click Edit in the last Action column. In the displayed dialog box, select whether to enable the

querier, set the querier version, querier source IP address, and packetquery interval, and click OK.

Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Querier

Querier
The guerier version cannot be higher than the global version. When the global version is lowered, the querier version will be reduced accordingly.
If the querier source IP is not configured, the device management IP is used.

| Querier List

VLAN ID Querier Status Version Src IP Address Query Interval (Sec) Action
1 Disable IGMPv2 60
10 Disable IGMPv2 60 Edit
20 Disable IGMPv2 60 Edit
Edit “
*\VLAN ID

Querier Status
Version IGMPv2
Src IP Address

Query Interval (Sec) 60

Table 5-8 Description of Querier Configuration Parameters

Parameter Description Default Value

Querier Status Whether to enable ordisable the VLAN querier function. Disable

) IGMP Protocol version of query packets sentby the querier. It can
\ersion IGMPV2
be setto IGMPV2 or IGMPV3.

91



Web-based Configuration Guide L2 Multicast

Parameter Description Default Value
Src IP Address Source IP address carried in querypackets sentby the querier. NA
Query Interval Packet transmission interval, of which the value range is from 30 to
) 60 seconds
(Sec) 18000, in seconds.
O Note

e  The querierversion cannotbe higherthan the global IGMP version. When the global IGMP versionis
lowered, the querier versionis lowered accordingly.

° If no queriersource IPis configured, the device managementIP is used as the source IP address ofthe
querier.
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L3 Management

L3 Management

A Caution

This sectionis applicable onlyto NBS Series Switches thatsupportL3 functions. Products that do not support
L3 functions such as RG-NBS3100 Series Switches, RG-NBS3200 Series Switches, do notsupportthe

functions mentioned in this section.

6.1 Settingan L3 Interface

Choose Local Device > L3 Interfaces > L3 Interfaces.

The port list displays various types of L3 interfaces on the device, including SVIs, Routed Ports, and L3

Aggregate Ports.

Click Add L3 Interfaces to seta new L3 Interface.

2 Local Device(NBS -~ Currently in Local Device mode.

Hostname: Ruijie

IP Address: 192.168.110.62

Switch

® NBS6002 Software Ver: ReyeeQS 1.218.2421
Home VLAN  Monitor ¥  Ports ~
Diagnostics System

Port List

L2 Multicast

SN: MACCNBS6000HQ
MAC Address: 00:D0:F8:95:68:5E
Hardware Ver: 1.00

L3 Interfaces -

Routing ~

DNS: 192.168.110.1

Security ~

() Reboot

Advanced

+ Add L3 Interface

After the IPv4 address is set to Dynamic IP. the IPv6 address will not take effect if the interface does not obtain an IPv4 address.
Up to 64 layer-3 interfaces and 64 IPv4 addresses can be configured.

L3 Interfaces Port Type Networking
VLANT Management DHCP
VLAN
Gi2/14 Routed Port Static IP
n 10/page Go to page

IP Address Subnet Mask

192.168.110.6

5 255,255.255.0

12121212 255.255.255.0

1
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Info

DHCP Server

Disabled

Disabled

Action

Edit

= Edit

Delete

Total 2



Web-based Configuration Guide L3 Management

Add .
Port Type SV
Networking Static IP
Primary IP/Mask Add + @
WVLAN
DHCP Mode @ Disabled DHCP Server DHCP Relay

Table 6-1 Description of Configuration Parameters of L3 Interfaces

Parameter Description
The type of a created L3 interface. It can be an SVI, routed port, or L3 aggregate port. For details,
Port Type
see Table4-1
Networking Specifies DHCP or static mode for a port to obtain the IP address.
VLAN Specifies the VLAN, to which an SVI belongs.
) ‘ When Networking is set to Static IP, you need to manuallyenterthe IP address and subnet
IP/Mas
mask.
Select Port Select the device portto be configured.
Aggregate Specifies the aggregate port ID, for example, Agl, when an L3 aggregate portis created.
Select whetherto enable the DHCP service on the L3 interface.
Disabled: Indicates thatthe DHCP service is disabled. No IP address can be assigned to clients
connected to the interface.
DHCP Server: Indicates that the device functions as the DHCP serverto assign IP addressesto
downlink devices connected to the interface. You need to setthe start IP address ofan address
DHCP Mode pool, number of IP addressesthatcan be assigned, and address lease; formore information, see
6.2
DHCP Relay: Indicates that the device serves as a DHCP relay, obtains IP addresses from an
external server, and assigns the IP addressesto downlink devices. The interface IP address and
DHCP server IP address need to be configured. The interface IP address mustbe inthe same
network segmentas the address pool ofthe DHCP server.
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L3 Management

Parameter Description

Address (Range) | for assignment

Excluded IP When the device acts as a DHCP server, setthe IP address inthe address pool that is not used

W Note
° VLAN 1 is the defaultSVI of the device. It can be neither modified nor deleted.

e  The managementVLAN is only displayed onthe L3 Interfaces page but cannotbe modified. To modify
it, choose Ports > MGMT |IP. For details,see4.6 .

e The DHCPrelay and DHCP server functions ofan L3 interface are mutuallyexclusive and cannotbe
configured atthe same time.

o Member ports of an L3 interface mustbe routed ports.

Configuring the IPv6 Address for the L3 Interface

IPV6 is a suite of standard protocols forthe network layer ofthe Internet. IPv6 solves the following problems of
IPvA4:

Address depletion:

NAT mustbe enabled on the gatewayto convertmultiple private network addresses into a public networkaddress.
This results in an extradelaycaused byaddress translation, and mayinterruptthe connection between devices
inside and outside the gateway. In addition, you need to add a mapping to enable access to the intranetdevices

from the Internet.

Design defect:

IP addresses cannotbe formed using network topologymapping, and alarge-scale routing table is needed.
Lack of built-in authentication and confidentiality:

IPV4 itselfdoes notrequire encryption. Itis difficult to trace the source after address translation. As the number
ofaddresses inanetwork segmentis limited, itis easyfor attackers to scan all hosts in the LAN. IPv6 integrates
IPSec bydefault. End-to-end connections can be established withoutaddress translation, and itis easyto trace
the source. IPv6 has a huge address space. A64-bitprefixaddress supports 64 host bits, which increases the

difficulty and costof scanning and therefore prevents attacks.

Choose Local Device > L3 Interfaces > IPv6 Config.
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2 Local Device(NBS Currently in Local Device mode. Englshv &3 & [3

- Hostname: Ruijie SN: MACCNBS6000HQ
IP Address: 192.168.110.62 MAC Address: 00:D0:F8:95:68:5E O Reboot
® NBS6002 Software Ver: Reyee05 1.218.2421 Hardware Ver: 1.00 DNS: 192.168.110.1

Home VLAN  Monitor ¥  Ports ~ L2 Multicast L3 Interfaces Routing ~  Security ¥  Advanced “

Diagnostics ~  System

IPv6 Config DHCPvb Server DHCPve Clients Static DHCPve IPvE Neighbor List

Port List + Add L3 Interface

After the IPv4d address is set to Dynamic IP, the IPv6 address will not take effect if the interface does not obtain an IPv4 address.

IPv6 Address/Prefix

L3 Interfaces Port Type Networking Length Action
VLAN1 Management VLAN Edit
Gi2/14 Routed Port Static IP Edit Clear
- 10/page Go to page 1 Total 2
A\ caution
e Add anlIPv4 L3interface first. Then, selectthe interface onthe IPv6 L3 interface configuration page, and
click Edit.

° If the IPv4 address ofan interface is setto DHCP and no IPv4 address is obtained, the IPv6 address of
this interface will not take effect.

® Ifan upstream DHCPV6 server is available, select Auto Obtained IP and specify the MTU. The defaultMTU

is 1500. You are advised to retain the defaultvalue. Then, click OK.

96



Web-based Configuration Guide L3 Management

2 Local Device(NBS Currently in Local Device mode. English~ O & [3

Auto Obtained IP @@ Obtain an |Pv6 address via DHCPwv6.

MTU 1500 (1280-1500)

® Ifnoupstream DHCPV6 serveris available to assign the IP address, configure the IPv6 information as follows:
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2 Local Device(NBS - Currently in Local Device mode. English~ O & [3

Auto Obtained IP Obtain an IPvE address via DHCPv6.
IPv6 Address/Prefix Length Manual Add + @

(1280-1500)

Advanced Settings

Link-local Address
Subnet Prefix Name | The subnet prefix is not configured (I
Subnet Prefix Length

Subnet 1D

Table 6-2 IPv6 Address Configuration Parameters ofthe L3 Interface

Parameter Description
Obtain an IPv6 address If no upstream DHCPV6 serveris available, do not select Auto Obtained IP.
via DHCPV6 Instead, manuallyadd the IPv6 address.

Configure the IPv6 address and prefixlength. You can click Add to add multiple
IPv6 addresses.

If the primaryIP address is empty, the configured secondaryIP address is
IPv6 Address/Prefix invalid.
Length For manual configuration, the prefix length ranges from 1 to 128.

For auto configuration, the prefix length ranges from 1 to 64.

If the IPV6 prefix length of the L3 interface is between 48 and 64, this address
can be assigned.

MTU Configure the MTU. The defaultMTU is 1500.
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Parameter

Description

Advanced Settings

Click Advanced Settings to configure the linklocal address, subnet prefix

name, subnetprefix length,and subnetID.

Link-local Address

The link local address is used to number hosts on a single network link. The first
10 bits of linkaddress in binarynotation mustbe '1111111010".

SubnetPrefix Name

It identifies a specified link (subnet).

SubnetPrefix Length

It indicates the length (in bits) of the subnet prefixin the address. The value
ranges from 48to 64 (The subnetprefixlength mustbe greater than the length

of the prefix assigned bythe server).

SubnetID

Configure the subnetID of the interface in hexadecimal notation. The number of
available subnetIDs is (2N-1), where N is equal to (Subnet prefix length of the

interface - Length of the prefix assigned bythe server).

6.3 Configuring the DHCP Service

After the DHCP server function is enabled on the L3 interface, the device can assign IP addresses to downlink

devices connected to the port.

6.3.1 Enable DHCP Services

Choose Local Device > L3 Interfaces > L3 Interfaces.

Click Edit on the designated port, or click Add L3 Interface to add a Layer 3 interface, select DHCP mode for

local allocation, and enter the starting IP of the address pool, the number of allocated IPs, the excluded IP

address range, and the address lease time.

L3 Interfaces DHCP Clients

Port List

Static IP Addresses

DHCP Option Static Routing ARP List

+ Add L3 Interface

Upto 16 layer-3 interfaces and 32 IPv4 addresses can be configured.

L3 Interfaces Port Type
VLANT Management
VLAN
Gi9 Routed Port

) DHCP Server )
Networking IP Subnet Mask DHCP Server Info Action
DHCP 17230102133 255.255.255.0 Disabled
Static IP 1.1.1.1 2552552550 DHCP Server View Details Delete
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Edit ~
Port Type
Metworking Static IP
* Primary IP/Mask 1.1.1.1 255.255.255.0 Add + @
DHCP Mode Disabled © DHCP Server DHCP Relay
* Start 1.1.11
*|P Count 254
Available IP Addresses: 244. End IP Address: 1.1.1.254.
Excluded IP Address 1.1.1.1-1.1.1.10 Add + @
(Range).
* Lease Time{Min) 100

Table 6-3 Description of DHCP Server Configuration Parameters

Parameter Description
DHCP Mode To choose DHCP server
The DHCP server assignsthe Start IP address automatically, which is the
Start Start IP address ofthe DHCP address pool. Aclient obtains an IP address
ar
from the address pool. If all the addressesin the address pool are used up,
no IP address can be obtained from the address pool.
IP Count The number of IP addresses inthe address pool

Excluded IP Address (Range)

IP addressesinthe address pool thatare not used for allocation, support
inputting a single IP address or IP network segment,and add up to 20

address segments.

Lease Time(Min)

The lease ofthe address,in minutes.Lease Time(Min): When a downlink
clientis connected, the leased IP address is automaticallyrenewed. If a
leased IP address is notrenewed due to client disconnection or network
instability, the IP address will be reclaimed after the lease term expires.
After the downlink clientconnectionis restored, the clientcan requestan

IP address again
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6.3.2 Viewing the DHCP Client

Choose Local Device > L3 Interfaces > DHCP Clients.

View the addresses automatically allocated to downlink clients after the L3 Interfaces enable DHCP services.

You can find the clientinformation based onthe MAC address, IP address, orusername.

Find the target client and click Convert to Static IP in the Status column, or select desired clients and click
Batch Convert. The dynamic address allocation relationship is added to the static address allocation list,so
that the hostcan obtain the bound IP address for each connection. For details on how to view the static address

allocation list,see 6.3.3 .

L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List

o View DHCP clients. @
| DHCP Clients 2 Refresh + Batch Convert

Upto 1000 IP-MAC bindings can be added.

Remaining Lease
No. Hostname IP MAC : . Status
Time(min)

No Data

6.3.3 Configuring Static IP Addresses Allocation

Choose Local Device > L3 Interfaces > Static IP Addresses.

Displays the cliententries which are converted into staticaddresses in the clientlistas well as manuallyadded
static address entries. The upper-right search boxsupports searching for corresponding entries based on the

assigned IP address orthe Device MAC Address

L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List

© stotic 1P Address List ®
| Static IP Address List 2 + Add [ Delete Selected

Up to 1000 entries can be added.

No. IP MAC Action

1 1.1.1.200 00:11:22:33:44:55 Edit Delete

Click Add. In the displayed static IP address binding dialog box, enter the MAC address and IP address ofthe
clientto be bound, and click OK. After a static IP address is bound, the bound IP address will be obtained each

time the corresponding downlink clientconnects to the network.
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Add .

* MAC

To delete a static address, select the static entry to be deleted in Static IP Address List, and click Delete

Selected; or click Delete in the last Action column ofthe corresponding entry.
6.3.4 Configuring the DHCP Server Options

Choose Local Device > L3 Interfaces > DHCP Option.

The configuration delivered to the downlink devices is optional and takes effectglobally when the L3 interface

serves as the DHCP server.

L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List

DHCP Option
DHCP option settings are applied to all LAN ports.

DINS Server
Option 43 @
Option 138

Option 150

Save

Table 6-4 Description ofthe DHCP Server Options Configuration Parameters

Parameter Description

DNS server address provided by an ISP. Multiple IP addresses can be entered and

DNS Server
separated by spaces.
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Parameter Description
When the AC (wireless controller) and the AP are notin the same LAN, the AP

Obtion 43 cannotdiscoverthe AC through broadcastafter obtaining an IP address from the

tion
P DHCP server. To enable the AP to discoverthe AC, you need to configure Option 43

carried in the DHCP response packetonthe DHCP server.
Enter the IP address ofthe AC. Similarto Option 43, whenthe AC and AP are notin

Option 138 the same LAN, you can configure Option 138 to enable the AP to obtain the IPv4
address ofthe AC.
Enter the IP address ofthe TFTP server. Enter the IP address ofthe TFTP server to

Option 150 specify the TFTP serveraddress assigned to the client. Multiple IP addresses can
be entered and separated by spaces.

U Note

DHCP options are optional configuration when the device functions as an L3 DHCP server. The configuration
takes effect globallyand does notneed to be configured by default. If no DNS server address is specified, the

DNS address assigned to a downlink port is the gateway IP address bydefault.

6.4 Configuringthe DHCPv6 Server

Dynamic Host Configuration Protocol for IPv6 (DHCPV6) is a protocol that allows the DHCP server to pass

configuration information (such as the IPv6 network address)to IPv6 nodes.

Compared with other IPv6 address assignmentmethods (such as manual configuration and stateless address

autoconfiguration), DHCPV6 provides the functions of address assignment, Prefix Delegation (PD), and

configuration parameter assignment.

® DHCPWis both a stateful address autoconfiguration protocol and a stateless address confi guration protocol.
It supports flexible addition and reuse of network addresses, and can record the assigned addresses, thus
enhancing network management.

® The configuration parameterassignmentfunction of DHCPV6 can solve the problem thatparameters cannot
be obtained underthe stateless address autoconfiguration protocol, and provide the hostwith configuration

information, such as the DNS server address and domain name.

Choose Local Device > L3 Interfaces > IPv6 Config.

(1) Click Add, selecta L3 interface and IP address assignmentmethod, and enter the address lease term and
DNS serveraddress. The address lease term is 30 minutes bydefault. You are advised to retain the default
value. Then, click OK.
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2 Local Device(NBS - Currently in Local Device mode. English~ & & [3

- Hostname: Ruijie SN: MACCMBSE000HQ
IP Address: 192,168.110.62 MAC Address: 00:00:F8:95:68:5E () Reboot
® NBS6002 Software Ver: ReyeeOS 1.218.2421 Hardware Ver: 1.00 DNS: 192.168.110.1

Home VLAN  Monitor ~  Ports ~ L2 Multicast L3 Interfaces ~ Routing ~  Security ¥  Advanced ¥

Diagnostics ~  System

IPv6 Config DHCPvb Server DHCPv6 Clients Static DHCPve IPv6 Neighbor List

DHCPv6 Server + Add [il Delete Selected

1. If DHCPv6 does not take effect on the Layer 3 interface (including but not limited to invalid IPv6 address and incorrect IPv6 address
prefix of the Layer 3 interface), the DHCPvE server cannot take effect.

2. If the IPv6 prefix length of the Layer 3 interface is between 48 and 64, the address can be assigned.

Up to 64 entries can be added.

L3 Interfaces IPv6 Assignment DNS Server Action

No Data

n 10/page Go to page 1 Total 0
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? Local Device(NBS - Currently in Local Device mode. English~ & & 3

* L3 Interfaces

IPvB Assignment

* Lease Time (Min)

DNS Server

Cancel

Table 6-5 IPv6 Address Configuration Parameters ofthe L3 Interface

Parameter Description

L3 Interfaces Select the L3 interface for which the DHCPV6 server needs to be added.

If this parameteris setto Auto, both DHCPV6 and SLAAC are usedto assign

IPV6 Assignment
IPv6 addresses.

The defaultvalue is 30 minutes. The value ranges from 30 to 2880 minutes.

Lease Time When the device stays online and the networkis normal, this parameteris

periodicallyupdated (resetto 0).

DNS Server Enter the DNS serveraddress.

6.4.1 Viewing DHCPv6 Clients

View the information of the client that obtains the IPv6 address from the device, including the host name, IPv6

+ Batch Convert

address, remaining lease term, DHCPv6 Unique Identifier (DUID), and status. Click to bind the
IP addresses and hosts in batches, so that the IP addresses obtained by the hosts from the switch remain
unchanged.
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O nNote

Each serveror client has only one DUID for identification.

2 Local Device(NBS - Currently in Local Device mode.

# L3 Interfaces

IPv6 Assignment

* Lease Time (Min)

DNS Server

Auto

Auto
DHCPv6

SLAAC

Cancel

6.4.2 Configuring the Static DHCPv6 Address

Englishv & & [B

Configure the IPv6 address statically bound to the DUID of a client so that the client can obtain the specified

address eachtime.

Choose Local Device > L3 Interfaces > IPv6 Config > Static DHCPV6.

Click Add, and enter the IPv6 address and DUID. You are advised to bind the IPv6 address and DUID in the
clientlist. You can runthe ipconfig /all command onthe Command Promptin Windows to view the DUID.
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.| Command Prompt

t 'III'i

SN: MACCNBSG000HQ
Software Ver: ReyeeOS 1.218.2421

Hostname: Ruijie
MAC Address: 00:D0:F8:95:68:5E
DNs: 192.168.110.1

NBS6002

Home VLAN  Monito Ports L2 Multicast L3 Interfaces Routing Securit

IPv6 Config DHCPv6 Server DHCPv6 Clients Static DHCPve IPv6 Neighbaor List
9 DHCPvE Clients

You can view the DHCPv6 clients information on this page.

| DHCPv6 Clients

Remaining Lease
IPv6 Address DUID

No. Hostname ] i
Time(min

n 10/page Go to page

You canview the DHCPV6 clients information on this page.
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IP Address: 192.168.110.62
Hardware Ver: 1.00

L3 Management

Englishvy &y & [3

() Reboot

I Batch Convert

tatus

Total 0
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- Hostname: Ruijie SN: MACCNBS6000HQ IP Address: 192.168.110.62
MAC Address: 00:D0:F&95:68:5E Software Ver: ReyeeOS5 1.218.2421 Hardware Ver: 1.00 () Reboot
® NBS6002 DNs: 192.168.110.1

Home  VLAN  Monitor ~ Ports ~ L2 Multicast L3 Interfaces ~  Routing >~  Security ¥  Advanced “

Diagnostics ~  System
IPv6 Config DHCPv6 Server DHCPv6 Clients Static DHCPv6 IPv6 Neighbor List
@ static 1P Address List

| Static IP Address List Q + Add lil Delete Selected
Up to 1000 entries can be added.
No. IPv6 Address DUID Action

No Data

n 10/page Go to page 1 Total 0

* |Pvb Address
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6.5 Configuring the IPv6 Neighbor List

In IPv6, Neighbor Discovery Protocol (NDP) is an important basic protocol. NDP replaces the ARP and ICMP

route discovery protocols of IPv4, and supports the following functions: address resolution, neighbor status

tracking, duplicate address detection, router discovery, and redirection.

Choose Local Device > L3 Interfaces > IPv6 Config > IPv6 Neighbor List.

Click Add and manuallyadd the interface, IPv6 address and MAC address ofthe neighbor.
Click Bind Selected to bind the IPv6 address and MAC address in the listto prevent ND attacks.

You can also modify, delete, batch delete, or search neighbors (bylP address or MAC address).

- Hostname: Ruijie SN: MACCNBS6000HQ IP Address: 192.168.110.62
MAC Address: 00:D(:F8:95:68:5E Software Ver: ReyeeOS 1.218.2421 Hardware Ver: 1.00 O Reboot
® NBS6002 DNS: 192.168.110.1

Home VLAN  Monitor ~  Ports ™ L2 Multicast L3 Interfaces - Routing ~  Security ~  Advanced ~

Diagnostics ~  System “
IPv6 Config DHCPv6 Server DHCPvé Clients Static DHCPv6 IPvé Neighbor List
IPv6 Neighbor List Q + Add @ Bind Selected lil Delete Selected

Up to 2000 IP-MAC bindings can be added.
No. MAC Address IP Address Type Ethernet status Action

No Data

- 10/page Go to page 1 Total 0
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IPv6 Config DHCPv6 Server DHCPv6 Clients Static DHCPv6 IPv6 Neighbor List

IPv6 Neighbor List S + Add » Bind Selected T Delete Selected

Upto 1000 IP-MAC bindings can be added.

No. MAC Address 1P Address Type Ethernet status Action
1 00:d0:18:15:08:44 1e80:2d0:f8fffe15:844 Static Gi22 Edit Delete
2 00:11:22:33:44:55 2000:1 Static VLAN 1 Edit Delete
3 11:22:33:44:55:66 3100:1 Static VLAN 1 Edit Delete
4 33:44:55:66:77:88 6000:1 Static VLAN 1 Edit Delete
5 00:d0:c8:95:79:20 1200:1000 Dynamic Gi22 @ Bind
6 00:d0:c8:95:79:20 180:200:B11e95:7920 Dynamic Gi22 @ Bind
7 0:b8:e6:e2:54:63 3000:1 Oynamic VLAN 1 @ Bind
8 0:b8:e6:e2:54:63 fe80:2bB:ebff:fee2:5463 Dynamic VIAN 1 @ Bind
- 10/page Gotopage 1 Total 8

Click RITA for heip.

Ruijie L Englshv 3 & [3

* Interface
* |Pvb Address

* MAC Address

6.6 Configuring a Static ARP Entry

Choose Local Device > L3 Interfaces > ARP List.

The device learns the IP address and MAC address of the network devices connected to its interfaces and
generates the corresponding ARP entries. Supports binding ARP mappings or manually specifying the IP
address and MAC address mapping to preventdevices from learning wrong ARP entries and improve network

security.

® To bind a dynamic ARP entryto a static entry: Select the ARP mapping entry dynamically obtained in the
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ARP List, and click Bind to complete the binding.

® To manually configure a static ARP entry: Click Add, enter the IP address and MAC address to be bound,
and click OK.

L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List

ARP List Q + Add @ Delete Selected

Upto 2000 IP-MAC bindings can be added.

No. Interface MAC IP Type Reachable Action

1 VLANT 00:23:79:00:23:79 172.30.102.178 Dynamic Yes @ Bind

2 = = 172.30.102.174 Dynamic No @ & Bind

3 VLANT c0:bB:e6:e9:78:07 172.30.102.209 Dynamic Yes & Bind

4 VLANT c0:b8:ebiec:al:5c 172.30.102.118 Dynamic Yes & Bind

Add .

*|P
= MAC

To remove the binding between a static IP address and a MAC address, click Delete in the Action column.

ARP List Q + Add il Delete Selected

Upto 2000 IP-MAC bindings can be added.

No. Interface MAC IP Type Reachable Action
1 VLAN1 00:23:79:00:23:79 172.30.102.178 Static Yes Edit
2 VLAN1 c0:b8:e6:e9:78:07 172.30.102.209 Dynamic Yes & Bind
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7 Configuring Route

7.1 Configuring Static Routes

Choose Local Device > L3 Interfaces > Static Routing.

Static routes are manually configured by the user. When a data packet matches a static route, the packet will
be forwarded according to the specified forwarding mode.

A Caution

Static routes cannotautomaticallyadaptto changes ofthe network topology. When the network topology
changes, you need to reconfigure the static routes.

Click Add. Inthe dialog boxthatappears, enter the destination address, subnet mask, outbound interface, and

next-hop IP address to create a static route.

Home VLAN  Monitor ~ Ports L2 Multicast L3 Interfaces Routing Security Advanced

Diagnostics ~ System ™~ Static Routing
Static Routing v6
Static Routing

When a packet arrives, the device checks the destination field and compares it
network then it will forward that packet from the specified interface.

RIP Settings 1atch for destination @

RIPng Settings

OSPFv2
| Static Route List Til Delete Selected
OSPFv3
Upto 500 static routes can be added. Routing Table Info
Qutbound .
Dest IP Address Subnet Mask Next Hop Reachable Action
Interface
5.4.4.0 255.255.255.0 VLAN 32 4441 No @ Edit Delete
Edit =

* Dest IP Address
* Subnet Mask
Qutbound Interface Select

* Next Hop
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7.2

Table 7-1  Description of Static Routes Configuration Parameters

Parameter Description

Specify the destination network to which the data packet
DestIP Address is to be sent. The device matches the data packetbased

on the destination address and subnetmask.

Specify the subnetmask ofthe destination network. The
SubnetMask device matches the data packet based on the destination
address and subnetmask.

Outbound Interface Specify the interface that forwards the data packet.

Specify the IP address ofthe next hop in the route for the
Next Hop
data packet

After a static route is created, you can find the relevant route configuration and reachability status in the static
route list. The Reachable parameter specifies whether the next hop is reachable, based on which you can
determine whether the route takes effect. Ifthe value is No, check whether the outbound interface in the current
route can ping the next-hop address.

Static Route List 3 + Add il Delete Selected
Upto 500 static routes can be added.

Dest IP Address Subnet Mask

The route is unreachable. Please initiate a Ping test fram the outbound interface to the next hop.

21.10 255.255.255.0 Gi9 3.1.1.1 No @ Edit Delete

To delete or modify a static route, in Static Route List, you can click Delete or Edit in the last Action column;

or selectthe staticroute entry to be deleted, click Delete Selected to delete multiple static route entries.

Configuring the IPv6 Static Route

Choose Local Device > Routing > Static Routing_v6.

You need to manually configure an IPv6 static route. When the packet matches the static route, the packetwill

be forwarded according to the specified forwarding method.

A\ caution
The staticroute cannotautomaticallyadaptto changes in the network topology. When the network topology

changes, you need to manuallyreconfigure the static route.

Click Add, and enter the destination IPv6 address, length, outbound interface, and next-hop IP address to create

a staticroute.
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2 Local Device(NBS - Currently in Local Device mode. Englishv &y & [3

- Hostname: Ruijie SMN: MACCNBS6000HO
IP Address: 192.168.110.62 MAC Address: 00:D0:F8:95:68:5E (© Reboot
® NB56002 Software Ver: Reyee05 1.218.2421 Hardware Ver: 1.00 DNS: 192.168.110.1

Home WVLAN  Monitor ¥ Ports ¥ L2 Multicast L3 Interfaces ¥  Routing ~  Security ¥  Advanced “

Diagnostics ~  System “

Static Routing
When a packet arrives, the device checks the destination field and compares it with routing table. If it finds a match for destinatior@
network then it will forward that packet from the specified interface.

| Static Route List + Add [il Delete Selected

Up to 500 entries can be added.
IPv6 Address Prefix Length Outbound Interface Next Hop Action

No Data

n 10/page Go to page 1 Total 0

2 Local Device(NBS - Currently in Local Device mode. English~ & & [3

* |Pvb Address/Prefix

Length
QOutbound Interface Normal Route

* Next Hop
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7.3

7.3.1

Configuring Route

Table 7-2  IPv6 Static Route Configuration Parameters

Parameter

Description

IPv6 Address/PrefixLength

Destination network ofthe packet. The destination
address ofthe packet is matched according to the IPv6
address and prefixlength.

Outbound Interface

Interface that forwards the packet.

Next Hop

IP address ofthe next routing node to which the packet

is sent.

Configuring RIP

Routing Information Protocol (RIP) is applicable to small and medium -sized networks and is a dynamic routing
protocol thatis easyto configure. RIP measures the network distance based on the number ofhops and selects

a route based on the distance. RIP uses UDP port520 to exchange the routing information.

Configuring RIP Basic Functions

Choose Local Device > Routing > RIP Settings.

Click Add and configure the network segmentand interface.
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2 Local Device(NBS - Currently in Local Device mode. English~ &y & [3

- Hostname: Ruijie SN: MACCNBSB000HQ
IP Address: 192.168.110.62 MAC Address: 00:D0:F8:95:68:5E  Reboot
® NE56002 Software Ver: Reyee0S 1.218.2421 Hardware Ver: 1.00 DNS; 192.168.110.1

Home VLAN  Monitor ~  Ports ™~ L2 Multicast L3 Interfaces ™ Routing ~  Security ¥  Advanced >

Diagnostics ~  System ™~

RIP Settings Port Settings Advanced Neighbor Info

Layer-3 Routing Protocol: RIP

RIP (Routing Information Protocol) is a dynamic routing protocol applied to IPvd networks. The routers running the protocol
exchange the routing information through UDP packets to automatically obtain routes to remote networks and keep routes
updated in real time.

Network Segment/Port List
Enable RIP in the specified network segment or on the specified port.

| Network Segment/Port List + Add [il Delete Selected
No. Network Segment/Port Auth Mode Action
1 VLAN 1 No Authentication Edit Delete
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? Local Device(NBS Currently in Local Device mode. Englishv & & [3

Type @ Network Segment

* Network Segment

? Local Device(NBS Currently in Local Device mode. English~ &y & [3

Network Segment © Fort

Auth Mode No Authentication
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Table 7-3  RIP Configuration Parameters

Configuring Route

Parameter

Description

Type

Network Segment: Enable RIP in the specified network
segment. The IP addresses ofthis network segmentare
added to the RIP routing table. The device and its RIP-
enabled neighbordevices learn the routing table from

each other.

Port: Enable RIP on the specified port. All the IP
addresses ofthis portare added to the RIP routing
table. The device and its RIP-enabled neighbor devices
learn the routing table from each other.

Network Segment

Enter the network segment, forexample, 10.1.0.0/24,

when Type is setto Network Segment.

RIP will be enabled on all interfaces of the device

covered by this network segment.

Port

Selecta VLAN interface or physical port when Type is
setto Port.

Auth Mode

No Authentication: The protocol packets are not

authenticated.

Encrypted Text: The protocol packets are
authenticated, and the authentication key is transmitted

with the protocol packets in the form of encrypted text.

Plain Text: The protocol packets are authenticated, and
the authentication key is transmitted with the protocol

packets in the form of plain text.

Auth Key

Enter the authentication key to authenticate protocol
packets when Auth Mode is setto Encrypted Text or
Plain Text.

7.3.2 Configuring the RIP Port

Choose Local Device > Routing > RIP Settings > Port Settings.
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2 Local Device(NBS -~ Currently in Local Device mode.

Configuring Route

English~ &y & [3

Hostname: Ruijie

Switch

SN: MACCNBSB000HO

IP Address: 192.168.110.62 MAC Address: 00:D0:F8:95:68:5E (1) Reboot
® NB56002 Software Ver: Reyee0S 1.218.2421 Hardware Ver: 1.00 DNS; 192.168.110.1
Home VLAN  Monitor ¥  Ports ~ L2 Multicast L3 Interfaces ™ Routing ~  Security ¥  Advanced >
Diagnostics ~  System *
RIP Settings Port Settings Advanced Neighbor Info
Port List
Poison v2 Broadcast .
Port Name Rx Status Tx Status Auth Mode Auth Key Action
Reverse Packet
Mo No
VLAN 1 v2 v2 Off Off Authenticatio  Authenticatio Edit
n n
Table 7-4  Configuration Parametersin the Port List
Parameter Description
Port Name Name of the port where RIP is enabled.
Rx Status RIP version of packets currently received.
Tx Status RIP version of packets currently transmitted.

Poison Reverse

After the portlearns the route, the route overhead is
setto 16 (indicating that the route is unreachable),
and the route is sentback to the neighbor from the

original portto avoid a loop.

V2 BroadcastPacket

When a neighbor does notsupportmulticast,

broadcastpackets can be sent.

You are advised to disable RIPv2 broadcastpackets

to improve network performance.

Auth Mode

No Authentication: The protocol packets are not

authenticated.

Encrypted Text: The protocol packets are
authenticated, and the authentication key is
transmitted with the protocol packets in the form of

encrypted text.

Plain Text: The protocol packets are authenticated,
and the authentication key is transmitted with the
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protocol packets in the form of plain text.

Enter the authentication key to authenticate protocol
Auth Key packets when Auth Mode is setto Encrypted Text

or Plain Text.

Action Click Edit to modifyRIP settings ofthe port.

7.3.3 Configuring the RIP Global Configuration

Choose Local Device >Routing > RIP Settings > Advanced, click Edit,and configure RIP global configuration

parameters.

? Local Device(NBS - Currently in Local Device mode. English~ & & [3

* Port Name

Disable

Rx Status o 2

Disable

Tx Status o

Poison Reverse
vZ Broadcast Packet

Auth Mode = No Authentication
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2 Local Device(NBS -~ Currently in Local Device mode. Englishv &y & [3

- Hostname: Ruijie SN: MACCNBS6000HQ
IP Address: 192.168.110.62 MAC Address: 00:D0:F8:95:68:5E (O Reboot
® NB56002 Software Ver: Reyee05 1.218.2421 Hardware Ver: 1.00 DNS: 192.168.110.1

Home VLAN  Monitor ~  Ports ™ L2 Multicast L3 Interfaces ™~ Routing ~  Security ¥  Advanced “
Diagnostics ~  System
RIP Settings Port Settings Advanced Neighbor Info

Improper timers may cause route flapping. Therefore, RIP timers must be consistent on the devices connected to the same
network. You are not advised to reset the RIP timers unless you have specific needs.

| RIP Global Config Edit Config
Route Administrative
RIP Version . ) Update Timer Invalid Timer Flush Timer
Advertisement Distance
Default Off 1 (Default) 30s 180 s 120 5

o Route Redistribution List
Redistribute the routes of other protocols to the RIP domain so that RIP can communicate with other routing domains.

| Route Redistribution List + Add [i] Delete Selected

Type Administrative Distance Instance ID Action

No Data

Passive Interface

RIP update packets will be suppressed on the passive interface. If the device connected to the interface does not adopt RIP, you
are advised to enable this function.
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2 Local Device(NBS - Currently in Local Device mode. English~ &y & [3

Edit Config

RIP Version Default
Route Advertisement

Administrative 1 (Default)

Distance
* Update Timer 5 (5-2147483647)
* Invalid Timer 5 (5-2147483647)

* Flush Timer 5 (5-2147483647)

Cance' “

Table 7-5  RIP Global Configuration Parameters

Parameter Description

Default: Select RIPV2 for sending packets and

RIPV1N2 for receiving packets.

RIP \ersion . -
V1: Select RIPv1 for sending and receiving packets.

V2: Select RIPV2 for sending and receiving packets.

After route advertisementis enabled, the current
Route Advertisement device generates a defaultroute and sends itto the

neighbor.

Redistribute routes of other protocols to the RIP
Administrative Distance domain sothatRIP can interwork with otherrouting

domains.

) RIP update cycle. The routing information is updated
Update Timer
every 30 seconds bydefault.

- If no update is received before a route becomes
Invalid Timer

invalid, the route is considered unreachable. The
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Parameter Description

defaultvalue is 180 seconds.

If no update is received before the flush timerof an

) invalid route expires, the route is completelydeleted
Flush Timer
from the RIP routing table. The defaultvalue is 120

seconds.

7.3.4 Configuring the RIP Route Redistribution List

Redistribute routes of other protocols to the RIP domain so thatRIP can interwork with other routing domains.

Choose Local Device > Routing > RIP Settings >Advanced, click Add, and select the type and administrative

distance.
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? Local Device(NBS - Currently in Local Device mode. English~ & & 3

* Type

* Administrative | 0 (Administrative Distance)

Distance

Table 7-6  RIP Route Redistribution Parameters

Parameter Description

Direct Routing
Type OSPF Routing

Static Routing

A smalleradministrative distance indicates a higher
Administrative Distance priority. The defaultvalue is 0. The value ranges from
Oto 16.

Select the instance ID of OSPF that needs to be
redistributed. OSPFV2 needs to be enabled onthe

Instance ID
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Parameter

Description

local device.

Add

*Type | OSPF Routing

* Administrative 0 (Administrative Distance)

Distance

* Instance 1D

Cancel

7.3.5 Configuring the Passive Interface

If an interface is configured as a passive interface, it will suppress RIP update packets. If the connected peer

device does notrun RIP, you are advised to enable the passive interface.

Choose Local Device > Routing > RIP Settings > Advanced, click Add, and selecta passive interface.
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2 Local Device(NBS - Currently in Local Device mode. English~ &y & [3

- Haostname: Ruijie SN: MACCNBSB000HQ
IP Address: 192.168.110.62 MAC Address: 00:D0:F8:95:68:5E © Reboot
® NBE56002 Software Ver: ReyeeQS 1.218.2421 Hardware Ver: 1.00 DNS; 192.168.110.1

Home VLAN  Monitor ~  Ports ™~ L2 Multicast L3 Interfaces ™ Routing ~  Security ¥  Advanced >
Diagnostics ~  System

Type Administrative Distance Instance ID Action

No Data

Passive Interface

RIP update packets will be suppressed on the passive interface. If the device connected to the interface does not adopt RIP, you
are advised to enable this function.

| Passive Interface + Add [i] Delete Selected

Port Name Action

No Data

o Neighbor Route

If a router cannot forward broadcast packets, another router is designated as the neighbor to establish a RIP direct link.

| Neighbor Route + Add [i Delete Selected

Address Action

No Data
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Y 74 Local Device(NBS Currently in Local Device mode. Englishv &3 & [3

* Passive Interface

7.3.6 Configuring the Neighbor Route

When the router cannot process broadcast packets, another router can be designated as the neighbor to
establish a RIP direct link.

Choose Local Device > Routing > RIP Settings > Advanced, click Add, and enter the IP address of the

neighborrouter.
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? Local Device(NBS Currently in Local Device mode. Englishv &y & [3

* Neighbor Route

Cancel
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2 Local Device(NBS -~ Currently in Local Device mode. Englishv &y & [3

- Hostname: Ruijie SN: MACCNBSG000HO
IP Address: 192.168.110.62 MAC Address: 00:D0:F8:95:68:5E (O Reboot
® NBS6002 Software Ver: Reyee0S 1.218.2421 Hardware Ver: 1.00 DNS: 192.168.110.1

Home VLAN  Monitor ~ Ports ™~ L2 Multicast L3 Interfaces ~ Routing Security ¥  Advanced “

Diagnostics System

RIP Settings Port Settings Advanced Neighbor Info
Neighbor Info

. Neigbor Protocol Connected
Neighbor Address . Local Address Rx Error Packets Rx Error Routes
Version Interface

No Data

n 10/page Go to page 1 Total 0

7.4 Configuring RIPng

7.4.1 Configuring RIPng Basic Functions

RIP Next Generation (RIPng) provides the routing function for IPv6 networks.
RIPng uses UDP port512 to exchange the routing information.
Choose Local Device > Routing > RIPng Settings.

Click Add, set Type to Network Segment or Port, and specify the network segmentor port accordingly.
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2 Local Device(NBS -~ Currently in Local Device mode. Englishv &y & [3

- Hostname: Ruijie SN: MACCNBSG000HO
IP Address: 192.168.110.62 MAC Address: 00:D0:F8:95:68:5E (O Reboot
® NBS6002 Software Ver: ReyeeOS 1.218.2421 Hardware Ver: 1.00 DNS: 192.168.110.1

Home VLAN  Monitor ~  Ports ™~ L2 Multicast L3 Interfaces ™~ Routing ~  Security ¥  Advanced “

Diagnostics ~  System “

RIPng Settings Port Settings Advanced Meighbor Info

o rip.protong
RIPng (Routing Information Protocol next generation) is a unicast routing protocol applied to IPvé networks.

Network Segment/Port List
Enable RIPng in the specified network segment or on the specified port.

| Network Segment/Port List + Add li] Delete Selected
No. MNetwork Segment/Port Action
1 VLAN 1 Delete
rip.protong

RIPng (Routing Information Protocol next generation) is a unicastrouting protocol applied to IPv6 networks.
Network Segment/PortList

Enable RIPngin the specified network segmentoron the specified port.
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? Local Device(NBS - Currently in Local Device mode. English~ &y & [3

Type @ MNetwork Segment

* Network Segment

If the address lengthis between 48 and 64, the address will be used as a prefix.

Alternatively, enable RIPng on a specified port:
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? Local Device(NBS - Currently in Local Device mode.

Type

* Port

Table 7-7  RIPng Configuration Parameters

Network Segment

Gi2/14

Configuring Route

English~ &y & [5

© Fort

Cancel

Parameter

Description

Type

Network Segment: Enable RIP in the specified network
segment. The IP addresses ofthis network segmentare
added to the RIP routing table, and the device and its
RIP-enabled neighbor devices learn the routing table

from each other.

Port: Enable RIP on the specified port. All the IP
addresses ofthis portare added to the RIP routing
table, and the device and its RIP-enabled neighbor

devices learn the routing table from each other.

Network Segment

Enter the IPv6 address and prefixlength when Type is
setto Network Segment.

RIPng will be enabled on all interfaces ofthe device
covered by this network segment.

Port

Selecta VLAN interface or physical port when Type is
setto Port.
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7.4.2 Configuring the RIPng Port

RIPng poisonreverse: After the portlearns the route, the route overhead is setto 16 (indicating that the route is

unreachable), and the route is sentback to the neighbor from the original portto avoid a loop.

Choose Local Device > Routing > RIPng Settings > Port Settings, click Edit,and enable IPv6 poison reverse.

2 Local Device(NBS - Currently in Local Device mode. English~ & & [3

- Hostname: Ruijie SN: MACCMBS6000HG
IP Address: 192.168.110.62 MAC Address: 00:D0:F8:95:68:5F (U Reboot
® NBS6002 Software Ver: ReyeeOS 1.218.2421 Hardware Ver: 1.00 DNS: 192.168.110.1

Home  VLAN  Monitor ~  Ports ~ L2 Multicast L3 Interfaces ~  Routing ~  Security ¥  Advanced “

Diagnostics ~  System

RIPng Settings Port Settings Advanced Neighbor Info
Port List

Port Name IPv6 Poison Reverse Action

VLAN 1 Off Edit

2 Local Device(NBS - Currently in Local Device mode. English~ & & [3

* Port Name

IPv6 Poison Reverse

7.4.3 Configuring the RIPng Global Configuration

Choose Local Device > Routing > RIPng Settings > Advanced, and click Edit Config.
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2 Local Device(NBS - Currently in Local Device mode. Englishv & & [3

- Hostname: Ruijie SN: MACCNBS6000HQ
IP Address: 192.168.110.62 MAC Address: 00:D0:F8:95:68:5E () Reboot
® NBS6002 Software Ver: Reyee0S 1.218.2421 Hardware Ver: 1.00 DNS: 192.168.110.1

Home VLAN  Monitor ~  Ports ™ L2 Multicast L3 Interfaces ™~ Routing ~  Security ¥  Advanced “
Diagnostics ~  System
RIPng Settings Port Settings Advanced Neighbor Info

Improper timers may cause route flapping. Therefore, RIPng timers must be consistent on the devices connected to the same
network. You are not advised to reset the RIPng timers unless you have specific needs.

| RiPng Global Config Edit Config
. Administrative i _— i
Route Advertisement . Update Timer Invalid Timer Flush Timer
Distance
Off 1 (Default) 30s 180 s 120 s

o Route Redistribution List
Redistribute the routes of other protocols to the RIP domain so that RIP can communicate with other routing domains.

| Route Redistribution List + Add [il Delete Selected

Type Administrative Distance Action

No Data

Passive Interface

RIP update packets will be suppressed on the passive interface. If the device connected to the interface does not adopt RIP, you
are advised to enable this function.
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2 Local Device(NBS - Currently in Local Device mode.

Edit Config

Route Advertisement

Administrative

Distance

* Update Timer

* Invalid Timer

* Flush Timer

Configuring Route

Englishv & & 3B

1 (Default)

s (1-65535)

s (1-65535)

5 (1-65535)

Table 7-8  RIPng Global Configuration Parameters
Parameter Description
After route advertisementis enabled, the current
Route Advertisement device generates a defaultroute and sends itto the

neighbor.

Administrative Distance

Redistribute routes of other protocols to the RIP
domain sothatRIP can interwork with otherrouting
domains.

Update Timer

RIP update cycle. The routing information is updated

every 30 seconds bydefault.

Invalid Timer

If no update is received before a route becomes
invalid, the route is considered unreachable. The
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Parameter Description

defaultvalue is 180 seconds.

If no update is received before the flushtimer of an

) invalid route expires, the route is completelydeleted
Flush Timer
from the RIP routing table. The defaultvalue is 120

seconds.

7.4.4 Configuring the RIPng Route Redistribution List

Redistribute routes of other protocols to the RIPng domain to interwork with other routing domains.

Choose Local Device > Routing > RIPng Settings > Advanced, and click + Add.

? Local Device(NBS Currently in Local Device mode. Englishv & & [3

* Type

* Administrative = 0 (Administrative Distance)

Distance
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Table 7-9  RIP Route Redistribution Parameters

Parameter Description

Direct Routing
Type OSPF Routing

Static Routing

Administrative Distance Value range: 0-16. The defaultvalue is 0.

7.4.5 Configuring the RIPng Passive Interface

If an interface is configured as a passive interface, itwill suppress RIPng update packets. Ifthe connected peer
device does notrun RIP, you are advised to enable the passive interface.

Choose Local Device > Routing > RIPng Settings > Advanced, click Add, and enter the IP address of the

neighborrouter.
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2 Local Device(NBS - Currently in Local Device mode. English~ &y & [3

- Haostname: Ruijie SN: MACCNBSB000HQ
IP Address: 192.168.110.62 MAC Address: 00:D0:F8:95:68:5E © Reboot
® NBE56002 Software Ver: ReyeeQS 1.218.2421 Hardware Ver: 1.00 DNS; 192.168.110.1

Home VLAN  Monitor ~  Ports ™~ L2 Multicast L3 Interfaces ™ Routing ~  Security ¥  Advanced >
Diagnostics ~  System

Type Administrative Distance Action

No Data

Passive Interface

RIP update packets will be suppressed on the passive interface. If the device connected to the interface does not adopt RIP, you
are advised to enable this function.

| Passive Interface + Add [i] Delete Selected

Port Name Action

No Data

o RIPng Aggregate Routing

Create an aggregate RIPng route announcement.
| RIPng Aggregate Routing + Add [i Delete Selected

Address Action

No Data
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F  local Device(NBS Currently in Local Device mode. English~ & & [3

Add

* Passive Interface

7.4.6 Configuring the IPv6 Aggregate Route

Choose Local Device > Routing > RIP Settings > Advanced, click Add, and enter the IPv6 address and prefix

length (value range: 0-128).
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? Local Device(NBS Currently in Local Device mode. English~ &y & [5

*|Pvb Aggregate

Routing

7.5 OSPFv2

Open Shortest Path First (OSPF) can be applied to large-scale networks. IPv4 uses OSPFV2, and IPv6 uses
OSPR3.

OSPF is atypical link-state routing protocol, which can solve the problems of slow route update, inaccurate
measurement, and poor scalability in large networks. Itis suitable for networks of various sizes, and even a
network with up to thousands of devices.

7.5.1 Configuring OSPFv2 Basic Parameters

Choose Local Device > Routing > OSPFv2, click Start Setup, and then configure an instance and an interface

respectively.

140



Web-based Configuration Guide Configuring Route

2 Local Device(NBS -~ Currently in Local Device mode. Englishv &y & [3

- Hostname: Ruijie SN: MACCNBS6000HQ
IP Address: 192.168.110.62 MAC Address: 00:D0:F8:95:68:5E (O Reboot
® NB56002 Software Ver: Reyee05 1.218.2421 Hardware Ver: 1.00 DNS: 192.168.110.1

Home WVLAN  Monitor ¥ Ports ¥ L2 Multicast L3 Interfaces ¥  Routing ~  Security ¥  Advanced “

Diagnostics ~  System

OSPF
OSPF is a typical link-state routing protocol. To satisfy
users’ increasing requirements for network reliability

: and heterogeneity on a large network, OSPF solves the
~- ~ - problems such as slow convergence, unscientific metric
- - N,
acal | amel g Ara2 . values, and poor scalability.
P = |
>4 3 ~2< -
i W Highlights
AS

© Achieves fast convergence.
© Minimizes routing overhead.
© Reduces routing update traffic through area partition.

Applies to various networks with up to thousands of
switches.

(1) Configureaninstance.

141



Web-based Configuration Guide Configuring Route

2 Local Device(NBS -~ Currently in Local Device mode. English~ & & 3

@ ©)

Configure the instance. Configure the interface.

* Instance |D
* Router ID @

Advertise Default

Route

Import External Route Static Route Redistribution
Direct Route Redistribution

RIP Redistribution

Details

Table 7-10 Instance Configuration Parameters

Parameter Description

Create an OSPF instance based on the service type.

Instance ID The instance onlytakes effect locally, and does not

affect packet exchange with other devices.

It identifies arouterin an OSPF domain.

A Caution

RouterID Router IDs within the same domain mustbe
unique. The same configuration maycause

neighbor discoveryfailures.
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Parameter Description

Generate a default route and send it to the neighbor.

After this function is enabled, you need to enterthe
metricand selecta type. The default metricis 1.

Advertise Default Route Type 1: The metrics displayed on differentrouters

vary.

Type 2: The metrics displayed on all routers are the

same.

Redistribute routes of other protocols to the OSPF
domain to interwork with other routing domains.

If Static Route Redistribution is selected, enterthe

metric, whichis 20 by default.
Import External Route
If Direct Route Redistribution is selected, enter the

metric, whichis 20 by default.

If RIP Redistribution is selected, enterthe metric,
whichis 20 by default.

Details Expand the detailed configuration.
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Distance

LSA

SPF Calculation

Graceful Restart

Details

Intra-Area

Inter-Area

External

Genaration Delay

Received Delay

Waiting Interval

Min Interval

Max Interval

Configuring Route

Graceful Restart ()

Helper
LSA Check

* Max Wait Time

1800

Table 7-11 Parameters in the Instance Detailed Configuration

Parameter

Description

Distance

It is used for protocol selection. By default, the intra-

area, inter-area, and external distances are all 110.

LSA

Frequentnetwork changes and route flapping may
occupytoo much network bandwidth and device
resources. The LSA generation and reception delays
are specified in OSPF by default.

The defaultvalue is 1000 ms.
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Configuring Route

Parameter

Description

SPF Calculation

When the link state database (LSDB) changes, OSPF
recalculates the shortestpath, and sets the interval to
prevent frequent network changes from occupying a
large number ofresources

Waiting Interval: When the state changes,thetimer
is triggered. The delay is calculated for the firsttime
after the timer expires. The defaultvalue is 0 ms.

Min Interval: As the numberofchanges increases,
the time of each interval will increase according to the

algorithm, and the default value is 50 ms.

Max Interval: When the calculated interval reaches
the maximum interval, the subsequentinterval is
always equal to the maximum interval. If the time
from the lastcalculation exceeds the maximum
interval and the LSDB is not updated, the timeris
disabled.

Graceful Restart

Graceful Restart(GR) can avoid route flapping
caused by traffic interruption and active/standby
board switchover, thus ensuring the stability of key

services.

Graceful Restart Helper: The Graceful Restart
Helperfunction is enabled when this switch is turned

on.

LSA Check: LSA packets outside the domain are
checked when this switch is turned on.

Max Wait Time: Timing starts afterthe device
receives the GR packet from the peer device. If the
peerdevice does not complete GR within Max Wait
Time, the device exits the GR Helpermode. The
defaultvalue is 1800 seconds.

(2) Configure an interface.
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Ruijie fRcyce

Local Device{NBS

Configuring Route

English +  (yRemote OBM 4§ Network Setup 3 Log Out

Port List

Up o 16 entries can be added.

Table 7-12

Area Pricrity Network Type Hella Packets

Dead Interval Interface Auth LSA Transmission Delay  LSA Retransmission Interval Action

Interface Configuration Parameters

Parameter

Description

Interface

Select the OSPF-enabled L3 interface.

Area

Configure the area ID. Value range: 0-4294967295

Stub Area

If Stub Area is enabled, you need to configure the

areatype and inter-arearoute isolation.
Stub area: Routers atthe edge of the area do not

advertise routes outside the area, and the routing

tablein the areais small.

Not-So-StubbyArea (NSSA): Afew external routes
can be imported.

Inter-arearoute isolation: After this functionis
enabled, inter-arearoutes will notbe imported to this

area.

Details

Expand the detailed configuration.
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@

Configure the instance.

Priority

Metwork Type

Hello Packets

Dead Interval

LSA Transmission

Delay

LSA Retransmission

Interval

Dretails

Broadcast

Interface Auth Mo Auth

Ignore MTU Check (@)

Add

@

Configure the interface.

Table 7-13 Parametersin the Interface Detailed Configuration

Configuring Route

®

Operation succeeded.

Parameter Description
Priority It is 1 by default.
Broadcast
Network Type
Unicast
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Parameter Description

Multicast

Non-BroadcastMultiple Access

Interval for periodic transmission, whichis used to
Hello Packets discover and maintain OSPF neighbor relationship.

The defaultvalue is 10 seconds.

Time after which the neighborbecomesinvalid. The
Dead Interval )
defaultvalue is 40 seconds.

o LSAtransmission delayofthe interface. The default
LSA Transmission Delay lue is 1. d
value is 1 second.

o Time after which LSAis retransmitted after LSAis
LSA Retransmission Interval .
lost. The default value is 5 seconds.

No Auth: The protocol packets are not authenticated.
It is the defaultvalue.

Plain Text: The protocol packets are authenticated,

and the authentication key is transmitted with the

Interface Auth . .
protocol packets inthe form of plain text.
MD5: The protocol packets are authenticated, and
the authentication keyis MD5 encrypted and then
transmitted with the protocol packets.

Ignore MTU Check Enabled by default.

(2) Complete the configuration.

After completing the configuration, you can choose Local Device > Routing > OSPFv2 and view the instance

list.
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Ru;jfé' %Rcycc € Currently in Local Device mode. English~ &3 & 3

® Operation succeeded.

@ @ ®

Configure the instance. Configure the interface.  Operation succeeded.

Operation succeeded.

7.5.2 Adding an OSPFv2 Interface

Choose Local Device > Routing > OSPFv2, click More in the Action column,and selectV2 Interface.
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Ruy"?é E,RC\/CC L Currently in Local Device mode.

Configuring Route

English~ & & [3

Haostname: Ruijie

MAC Address: 00:D0:F8:95:68:5E

Switch

* NBS6002 DNS: 192.168.110.1
Home VLAN  Monitor > Ports ~ L2 Multicast L3 Interfaces
System ™
Instance List
Upto 16 entries can be added.
Instance ID Router ID Interface Area
12 123.1.1.1 VLAN 1 23(stub)

n 10/page

Gotopage 1

Ruijie | ZRcycc

IL Currently in Local Device mode.

SN: MACCNBS6000HO
Software Ver: Reyee0S5 1.218.2421

IP Address: 192.168.110.62
Hardware Ver: 1.00

- Routing ~ Security ~  Advanced ™~
Advertise
Default Import External Route
Route
Static Route
Redistribution : On
Enable Direct Route

Redistribution : On
RIP Redistribution : On

) Reboot

Diagnostics ™~

+ Add

Action

More
Neighbor Info

Edit Delete

Total 1

English &3 & [3

Hostname: Ruijie
MAC Address: 00:D0:F8:95:68:5E

Switch

* NBS6002 DNS: 192.168.110.1
Home VLAN  Monitor ~ Ports ~ L2 Multicast L3 Interfaces
System ™~
Instance List
Upto 16 entries can be added.
Instance ID Router ID Interface Area
12 123.1.1.1 VLAN 1 23(stub)

n 10/page

Go to page | 1
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SM: MACCNBSB000HQ
Software Ver: Reyes05 1.218.2421

IP Address: 192.168.110.62

Hardware Ver: 1.00 () Reboot
Routing - Security ~  Advanced ~  Diagnostics ™
+ Add
Advertise
Action
V2 Interface
V2 Instance Route Redistribution
More
V2 Stub Area Management
sighbor Info
V2 Neighbor Management
dit Delete
Total 1
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Ruy"ié %RC\/CC L Currently in Local Device mode. English ~ O ﬂ E’

V2 Interface X

Interface

* Area

Priority

Network Type Broadcast

Hello Packets

Nead Interval

Port List Add Reset

Up to 64 entries can be added.

LSA LSA
Interfac L Networ Hello Dead Interfac  Transmi Retrans
Area Priority A o Act
e k Type Packets  Interval e Auth ssion mission

Delay Interval

VLAN 1 23 Broatdca No Auth Edit
g

n 10/page Go to page 1 Total 1

7.5.3 Redistributing OSPFv2 Instance Routes

Choose Local Device > Routing > OSPFv2, click More in the Action column, and select V2 Instance Route

Redistribution.
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Ruy"ié %RC\/CC L Currently in Local Device mode. English ~ O ﬂ E’

V2 Instance Route Redistribution X

o Route Redistribution cannot select its own instance number!

* Instance ID

Metric

Route Redistribution List Add Reset

Up to 63 entries can be added.

Instance ID Metric Action

Mo Data

n 10/page Gotopage 1 Total 0

7.5.4 Managing OSPFv2 Stub Areas

Choose Local Device > Routing > OSPFv2, click More in the Action column, and select V2 Stub Area

Management.
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Ruijie | Recycc L Currently in Local Device mode.

Area List

Area ID

23

7.5.5 Managing OSPFv2 Neighbors

V2 Stub Area Management

* Area ID

Area Type stub

Inter-Route Isolation

10/page

Up to 64 entries can be added.

Area Type

stub

Go to page

1

Configuring Route

English~ & & [3

X
Add Reset
Inter-Route Isolation Action
Enable Edit Delete
Total 1

Choose Local Device > Routing > OSPFv2, click More in the Action column, and select V2 Neighbor

Management.
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Ruy"ié %RC\/CC L Currently in Local Device mode. English ~ O ﬂ E’

V2 Neighbor Management X

* Neighbor IP

Neighbor List Add Reset

Up to 64 entries can be added.

Neighbor IP Action

MNo Data

- 10/page Gotopage 1 Total 0

7.5.6 Viewing OSPFv2 Neighbor Information

Choose Local Device > Routing > OSPFv2, and click Neighbor Info in the Action column.
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I?Uljié %Rcycc L Currently in Local Device mode. English v &3 & [3

X
Neighbor Info
Instance ID Router ID Status Neighbor IP Interface
Mo Data
- 10/page Go to page 1 Total 0

7.6 OSPFv3

Open Shortest Path First (OSPF) can be applied to large-scale networks. IPv4 uses OSPFV2, and IPv6 uses
OSPFV3.

7.6.1 Configuring OSPFv3 Basic Parameters

Choose Local Device > Routing > OSPFv3, click Start Setup, and then configure an instance and an interface
respectively.

1. Configure aninstance.
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Ruifie | FRcycc (RCH RS (L Currently in Local Device mode. English~ & & 3

Hostname: Ruijie SN: MACCNEBS6000HO IP Address: 192.168.110.62
MAC Address: 00:D0:FB:95:68:5E Software Ver: Reyee0S 1.218.2421 Hardware Ver: 1.00 O Reboot
* NBS6002 DNS: 192.168.110.1
Home VLAN  Monitor ~  Ports ~ L2 Multicast L3 Interfaces ~  Routing ™ Security ¥ Advanced ~  Diagnostics ™
System ™~
OSPF

OSPF is a typical link-state routing protocol. To satisfy
------ e users’ increasing requirements for network reliability
and heterogeneity on a large network, OSPF solves the
problems such as slow convergence, unscientific metric

- - e X
gunal e B I . values, and poor scalability.
el Wiodd  Highlights

AS 9 Achieves fast convergence.

0 Minimizes routing overhead.
9 Reduces routing update traffic through area partition.

5 Applies to various networks with up to thousands of
switches.

Start Setup

OSPF

OSPFis atypical link-state routing protocol. To satisfyusers’ increasing requirements for network reliabilityand
heterogeneity on a large network, OSPF solves the problems such as slow convergence, unscientific metric
values, and poor scalability.

Highlights

Achieves fast convergence.
Minimizes routing overhead.
Reduces routing update traffic through area patrtition.

Applies to various networks with up to thousands of switches.
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Ruy"ié %RC\/CC Local Device(NBS .- Currently in Local Device mode. English ~ O ﬁ. E,

@ @

Configure the instance. Configure the interface.
* Router ID @)

Advertise Default

Route

Import External Route Static Route Redistribution
Direct Route Redistribution

RIP Redistribution

Details

Table 7-14 Instance Configuration Parameters

Parameter Description

Create an OSPF instance based on the service type.

Instance ID The instance onlytakes effect locally, and does not

affect packet exchange with other devices.

It identifies arouterin an OSPF domain.

A Caution
Router ID Router IDs within the same domain mustbe

unique. The same configuration maycause
neighbor discoveryfailures.
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Parameter Description

Generate a default route and send it to the neighbor.

After this function is enabled, you need to enterthe
metricand selecta type. The default metricis 1.

Advertise Default Route Type 1: The metrics displayed on differentrouters

vary.

Type 2: The metrics displayed on all routers are the

same.

Redistribute routes of other protocols to the OSPF
domain to interwork with other routing domains.

If Static Route Redistribution is selected, enterthe

metric, whichis 20 by default.
Import External Route
If Direct Route Redistribution is selected, enter the

metric, whichis 20 by default.

If RIP Redistribution is selected, enterthe metric,
whichis 20 by default.

Details Expand the detailed configuration.
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Ruijie | TRcycc Local Device(NBS Currently in Local Device mode. English & & [3

@ ©)

Configure the instance. Configure the interface.
* Router ID @

Advertise Default (@)

Route Metric
Type 2 @
Import External Route [ Static Route Redistribution
Metric
B Direct Route Redistribution
Metric

B RIP Redistribution

Metric
Details
Distance Intra-Area
Inter-Area
External
LSA Genaration Delay

Received Delay
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Ru:’jfé %RC\/CC Local Device(NBS .- Currently in Local Device mode. English v~ ¢ Q B

@ ©)

Configure the instance. Configure the interface.
Metric

B RIP Redistribution

Metric
Details
Distance Intra-Area
Inter-Area

External

LSA Genaration Delay

Received Delay

SPF Calculation Waiting Interval
Min Interval

Max Interval

Graceful Restart Graceful Restart ()
Helper
LSA Check

* Max Wait Time 1800

Table 7-15 Parameters in the Instance Detailed Configuration

Parameter Description

It is used for protocol selection. By default, the intra-

Distance ) )
area, inter-area, and external distances are all 110.
Frequentnetwork changes and route flapping may
occupy too much network bandwidth and device
LSA resources. The LSA generation and reception delays

are specified in OSPF by default.

The defaultvalue is 1000 ms.

When the link state database (LSDB) changes, OSPF

recalculates the shortestpath, and sets the interval to

SPF Calculation
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Parameter Description

prevent frequent network changes from occupying a

large number ofresources

Waiting Interval: When the state changes,thetimer
is triggered. The delay is calculated for the firsttime

after the timer expires. The defaultvalue is 0 ms.

Min Interval: As the numberofchanges increases,
the time of each interval will increase according to the

algorithm, and the default value is 50 ms.

Max Interval: When the calculated interval reaches
the maximum interval, the subsequentinterval is
always equal to the maximum interval. If the time
from the lastcalculation exceeds the maximum
interval and the LSDB is not updated, the timeris
disabled.

Graceful Restart(GR) can avoid route flapping
caused by traffic interruption and active/standby
board switchover, thus ensuring the stability of key

services.

Graceful Restart Helper: The Graceful Restart
Helper function is enabled when this switch is turned

on.
Graceful Restart
LSA Check: LSA packets outside the domain are

checked when this switch is turned on.

Max Wait Time: Timing starts afterthe device
receives the GR packet from the peer device. If the
peerdevice does not complete GR within Max Wait
Time, the device exits the GR Helpermode. The

defaultvalue is 1800 seconds.
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2. Configure an interface.

Local Device(NBS - Currently in Local Device mode.

Ruijie | ERcycc Englishv & & [3

*
@ @ ®
Configure the instance. Configure the interface. Operation succeeded.
* Interface Gi2/14
* Area 12
Stub Area
Details
Add
Port List
Upto 16 entries can be added.
Network Hell Dead oA LA
Interface Area Priority srwer e = Transmission  Retransmissi Action
Type Packets Interval
Delay on Interval
MNo Data
n 10/page Gotopage 1 Total 0

Table 7-16 Interface Configuration Parameters

Parameter Description

Interface Select the OSPF-enabled L3 interface.

Area Configure the area ID. Value range:0-4294967295
If Stub Area is enabled, you need to configure the
areatype and inter-arearoute isolation.

Stub Area Stub area: Routers atthe edge of the area do not
advertise routes outside the area, and the routing
tablein the areais small.
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Parameter Description

Not-So-StubbyArea (NSSA): Afew external routes
can beimported.

Details Expand the detailed configuration.

R’uy’?é %RC\/CC Local Device(NBS - Currently in Local Device mode. English ~ & Q E’

e
@ @ ®
Configure the instance. Configure the interface. Operation succeeded.
Details
Priority
Netwaork Type Broadcast
Hello Packets
Dead Interval
Add
Port List
Upto 16 entries can be added.
Network Hell Dead A A
Interface Area Priority erwer e # Transmission  Retransmissi Action
Type Packets Interval
Delay on Interval
No Data
- 10/page Go to page| 1 Total 0
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Ru;jié #Rcycc Local Device{NBS - Currently in Local Device mode.

Configuring Route

English~ & & [3

@

Configure the instance.

LSA Transmission

Delay

LSA Retransmission

Interval

Ignore MTU Check @D

Port List

Upto 16 entries can be added.

Network

Interface Area Priority T
ype

n 10/page Gotopage 1

@

®

Configure the interface. Operation succeeded.

Add

Hello
Packets

Mo Data

LSA LSA

Dead
Transmission Retransmissi

Interval
Delay on Interval
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Ruijie | TRcycc Local Device(NBS Currently in Local Device mode. English & & [3

e
@ @ ®
Configure the instance. Configure the interface. Operation succeeded.
LSA Transmission
Delay
LSA Retransmission
Interval
lgnore MTU Check ()
Add
Port List
Upto 16 entries can be added.
MNetwork Hell Dead A A
etworl ello a
Interface Area Priority Transmission  Retransmissi Action
Type Packets Interval
Delay on Interval
Gig/14 12 Broadcast Delete
n 10/page Gotopage 1 Total 1

Table 7-17 Parameters in the Interface Detailed Configuration

Parameter Description
Priority It is 1 by default.
Broadcast
Unicast
Network Type
Multicast
Non-BroadcastMultiple Access
Hello Packets Interval for periodic transmission, whichis usedto
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Parameter Description

discover and maintain OSPF neighbor relationship.

The defaultvalue is 10 seconds.

Time after which the neighborbecomesinvalid. The
Dead Interval

defaultvalue is 40 seconds.

o LSAtransmission delayofthe interface. The default
LSA Transmission Delay lue is 1. 4
value is 1 second.

o Time after which LSAis retransmitted after LSAis
LSA Retransmission Interval .
lost. The default value is 5 seconds.

No Auth: The protocol packets are not authenticated.

It is the defaultvalue.

Plain Text: The protocol packets are authenticated,

and the authentication key is transmitted with the

Interface Auth . .
protocol packets in the form of plain text.
MD5: The protocol packets are authenticated, and
the authentication key is MD5 encrypted and then
transmitted with the protocol packets.

Ignore MTU Check Enabled by default.
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3. Complete the configuration.

J?u;fié' %Rcycc Local Device(NBS - Currently in Local Device mode.

Q Operation succeeded.

@ @ ®

Configure the instance. Configure the interface.  Operation succeeded.

Operation succeeded.

After completing the configuration, you can choose Local Device > Routing > OSPF/3 and view the instance
list.

7.6.2 Adding an OSPFv3 Interface

Choose Local Device > Routing > OSPFv3, click More in the Action column,and selectV3Interface.
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Local Device(NBS - Currently in Local Device mode.

Ruijie | Recycc

Configuring Route

English~ &8 & [3

SN: MACCNBSG000HQ
Software Ver: Reyee0S 1.218.2421

IP Address: 192.168.110.62
Hardware Ver: 1.00

Hostname: Ruijie
MAC Address: 00:D0:F8:95:68:5E

Switch

* NBS6002 DNS: 192.168.110.1
Home VLAN  Monitor ™~ Ports ~ L2 Multicast L3 Interfaces Routing ™ Security ~  Advanced
System ™
OSPFv3
Upto 1 entries can be added.
Advertise I rt Ext , SPF
Router ID Interface Area Default mpe erma Distance  Calculatio
Route
Route n
S V3 Interface
Redis
p V3 Stub Area Management
2.22.2 Gi2/14 12(Normal Area) Disable [
Redisumsuuan .
RIP Redistribution
: Off
“ 10/page Goto page 1
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() Reboot

“  Diagnostics ™

Graceful
Restart Action
Helper
More
zighbor Info
Edit Delete
Total 1
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Ruy"'ié #Rcycc Local Device(NBS - Currently in Local Device mode.

V3 Interface

Interface
* Area

Priority

Hello Packets

Nead Interval

Port List

Up to 64 entries can be added.

Interf
menas Area Priority

Gi2/14 12

- 10/page

7.6.3 Managing OSPFv3 Stub Areas

Network Type Broadcast

Networ Hello Dead
k Type Packets  Interval

Broadca
st

Goto page 1

LSA
Transmi
ssion
Delay

Configuring Route

English~ & & [3

Add

LSA
Retrans
mission
Interval

Reset

Action

Edit Delete

Total 1

Choose Local Device > Routing > OSPFv3, click More in the Action column, and select V3 Stub Area

Management.
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Ruijie | Recycc Local Device(NBS Currently in Local Device mode. English~ &3 & 3B

V3 Stub Area Management X

* Area ID
Area Type stub

Inter-Route Isolation

Area List Add Reset

Up to 64 entries can be added.

Area ID Area Type Inter-Route Isolation Action

No Data

n 10/page Go to page | 1 Total 0

7.6.4 Viewing OSPFv3 Neighbor Information

Choose Local Device > Routing > OSPFv3, and click Neighbor Info in the Action column.
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RRuijie | TRcycc Local Device(NBS - Currently in Local Device mode. English~ &3 & [3

Neighbor Info

Router ID Status Interface

No Data

- 10/page Go to page| 1 Total 0
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7.7 Routing TablelInfo

Ru;j?é #Rcycc Local Device{NBS - Currently in Local Device mode.

Hostname: Ruijie SN: MACCNEBS6000HO IP Address: 192.168.110.62
MAC Address: 00:D0:FB:95:68:5E Software Ver: Reyee0S 1.218.2421 Hardware Ver: 1.00 ) Reboot
* NBS6002 DNS: 192.168.110.1
Home VLAN  Monitor ~  Ports ~ L2 Multicast L3 Interfaces ~  Routing ™ Security ¥ Advanced ~  Diagnostics ™
System ™~
IPvd IPvb
Route Info Entry Type | Global Data
Dest IP Address Route Type Distance/Metric Interface Next Hop
0.0.0.0/0 System routing [0/5] VLAN 1 192.168.110.1
192.168.110.0/24 Direct Routing [0/01 VLAN 1 *
n 10/page Gotopage 1 Total 2

Ruy:e %RC\/CC Local Device(NBS - Currently in Local Device mode. English ~ ¢ ﬁ E’
Hostname: Ruijie SN: MACCNBSG000HO IP Address: 192,168.110.62
MAC Address: 00:D0:FB:95:68:5E Software Ver: Reyee05 1.218.2421 Hardware Ver: 1.00 ) Reboot
e NBS6002 DNS: 192.168.110.1
Home VLAN  Monitor ~  Ports ~ L2 Multicast L3 Interfaces ~  Routing ™ Security ¥ Advanced ~  Diagnostics ™
System ™~
IPvd IPvE
Route Info Entry Type | Global Data
Dest IP Address Route Type Distance/Metric Interface Next Hop
No Data
n 10/page Gotopage 1 Total 0

172



Web-based Configuration Guide Firewall Management

8 Firewall Management

After a firewall is added to the network, you can manage and configure the firewall on the Web management
system.

8.1 Viewing Firewall Information

You canview the basicinformation and license ofthe firewall on the Web managementsystem.
Choose Network > FHrewall.

(1) If the password ofthe firewall is inconsistentwith that of the gateway, please enterthe management
password ofthe firewall and click OK.

Tip X

A firewall exists in the current network. The password of
the firewall is inconsistent with that of the device. Please
enter the password of the firewall admin.

Forgot Password m

(2) The basicinformation, capacity,and securityservice license ofthe firewall are displayed on the Web

managementsystem.

Click Manage Frewall to go to the Web management interface ofthe firewall. Configure the securitypolicyand

license activation for the firewall. For details, see the Web-based configuration guide ofthe firewall.
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8.2 Configuring Firewall Port

If the firewall is setto transparentmode, the Frewall Port Config page appears. You can select the WAN port
connected to the gateway or the LAN port connected to the switch and enable Security Guard.

Rugie | tRoyce W

asauuu }
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9 Security

9.1 DHCP Snooping

9.1.1 Overview

The Dynamic Host Configuration Protocol (DHCP) snooping function allows a device to snoop DHCP packets
exchanged between clients and a server to record and monitor the IP address usage and filter outinvalid DHCP
packets, including request packets from the clients and response packets from the server. DHCP snooping
records generated user data entries to serve securityapplications such as IP Source Guard.

9.1.2 Standalone Device Configuration

Choose Local Device > Security > DHCP Snooping.

Turn onthe DHCP snooping function, selectthe port to be setas trusted ports on the portpanel and click Save.
After DHCP Snooping is enabled, request packets from DHCP clients are forwarded onlyto trusted ports; for
response packetsfrom DHCP servers, onlythose from trusted ports are forwarded.

O nNote

Generally, the uplink port connected to the DHCP server is configured as a trusted port.

Option 82 is used to enhance the DHCP server securityand optimize the IP address assignmentpolicy. Option

82 information will be carried in the DHCP requestpacketwhen Option 82 is turned on.

DHCP Snooping

Description: Enabling DHCP Snooping helps filter DHCP packets. The device only forwards DHCP request packets to the trusted port and DHCP response
packets from the trusted port.

Note: The port connected to the DHCP server is configured as the trusted port generally.

DHCP Snooping: @D
Option 82:

Select Trusted Port:

. Available Unavailable 1 Aggregate [F#J Uplink Copper Fiber

7 9 11 13 15 17 19 21 23 25 27 29 31 537 30 41 43 45 47 49 51
..i. ol i..i.i TTTI L N
""" TYYYYD YV Y FYFESY AN

2 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Save

9.1.3 Batch Configuring Network Switches

Choose Network > DHCP Snooping.
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Enabling DHCP Snooping on network switches can ensure that users can only obtain network configuration
parameters from the DHCP server within the control range, and avoid the occurrence of “the Internetterminal in
the original network obtains the IP address assigned bythe privatelyaccessed router”, to guarantee the stability
of the network.

(1) ClickEnable to accessthe DHCP Snooping Config page.

fgish- O 3 & @ #H B

Q
0}

DHCP Snooping

DHCP snooping will prevent rogue
® DHCP servers offering IP addresses
o to DHCP clients to ensure the

stability of the network.

P

(2) Inthe networking topology, you can selectthe access switches on which you wantto enable DHCP Snooping
in eitherrecommended or custom mode. [fyou select the recommended mode, all switches in the network
are selected automatically. If you select the custom mode, you can manually select the desired switches.
Click Deliver Config. DHCP Snoopingis enabled on the selected switches.
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< DHCP Snooping Config

Please select the target switch:

Recommended Custom
All Switches Specified Switches

wish

Gatews:
Y QOverturn

Puijie. abe

Restore

Lar LANTWENY

Gile

Unknown Switch
UNKNOWN NBES5200-245FP/4._..
SN:UNKNOWN SNGTNW31NOG0172
UNKOWr UNKNETWH UNENOWN UNKROWH
wan part 5 wan Wi
. | ———

»

RAPZZE0IG]

SNG1OHZLVON0S0C

Switch _ MNotinSON
RG-ES205C-P 0

SN:MACCWLDTB92056C

1 switches are selected. Deliver Config Cancel Config

(3) After the configuration is delivered, if you need to modify the effective range of the anti-private connection
function, click Configure to reselectthe switch that enables the anti-private connection in the topology. After
the configuration is delivered, ifyou want to modify the effective range ofthe DHCP Snooping function, click
Configure to select desired switches in the topology again. Turn off DHCP Snooping to disable DHCP
Snooping on all switches with one click.
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@ DHCP snooping will prevent rogue DHCP servers offering IP addresses to DHCP clients to ensure the stability of the network.
DHCP Snooping: (:)

WAN

Gateway

Ruiiie.a
SM:HILAOU100362A Qverturn

LAND LANTAWANS Restore

Gil7

Unknown Switch

UNKNOWMN NES5200-245FP/8...
SNUNKNOWN SN:GTNW3ITNODOM 72

UNENOWN UNKNOWN UNEMNOWN UNKNOWN
WaN port 5 WAN WAN
| —
e . . a»
& Switch e Notin SON &
RAP2200e RE-ES205C-E RAPZ260{G)
SN:1234542570021 SN:MACCWID789205GC 522376524 SN:G1QHLYO0090C

9.2 Storm Control

9.2.1 Overview

When alocal area network (LAN) has excess broadcast, multicast, orunknown unicast data flows, the network
speed will slow down and packet transmission will have an increased timeout probability. This is called LAN

storm, which may be caused by topology protocol execution errors or incorrectnetwork configuration.

Users can perform storm control separatelyfor the broadcast, multicast, and unknown unicastdata flows.When
the rate of broadcast, multicast, or unknown unicastdata flows received over a device portexceeds the specified
range, the device transmits onlypackets in the specified range and discards packets beyond the range until the

packet rate falls within the range. This prevents flooded data from entering the LAN and causing a storm.
9.2.2 Procedure

Choose Local Device > Security > Storm Control.

Click Batch Edit. In the displayed dialog box, select configuration types and ports, enter the rate limits of
broadcast, unknown multicast, and unknown unicast, and click OK. To modifyor delete the rate limitrules after

completing the configuration, you can click Edit or Delete in the Action column.
There are two configuration types:

® Storm control based on packets persecond: Ifthe rate ofdata flows received over a device portexceeds the
configured packets-per-second threshold, excess data flows are discarded until the rate falls within the
threshold.
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® Storm control based on kilobytes per second: If the rate of data flows received over a device port exceeds
the configured kilobytes-per-second threshold, excess data flows are discarded until the rate falls within the

threshold.
Port List & Batch Edit il Delete Selected
Port Broadcast Unknown Multicast Unknown Unicast Action
Gi35 1000pps 1000pps 1000pps Edit Delete
Batch Edit
Config Type: @ By Packet Count By Traffic Volume
Broadcast: pps Range: 1-14880952
Unknown Multicast: pps Range: 1-14880952
Unknown Unicast: pps Range: 1-14880952
* Select Port:
. Available Unavailable 1 Aggregate [ Uplink Copper Fiber

3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35

4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36

Note: You can click and drag to select one or more ports. Select All  Inverse Deselect

9.3 ACL

9.3.1 Overview

An access control list (ACL) is commonlyreferred to as packetfilterin some documents. An ACL defines aseries
of permit or denyrules and applies these rules to device interfaces to control packets sentto and from the

interfaces, so as to enhance securityof the network device.

You canadd ACLs based on MAC addressesorIP addresses and bind ACLs to ports.
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9.3.2 Creating ACL Rules

Choose Local Device > Security > ACL >ACL List.
(1) Click Add to setthe ACL control type, enter an ACL name, and click OK.

Based on MAC address: To control the L2 packets entering/leaving the port, and deny or permitspecific L2
packets destined to a network.

Based on IP address: To control the Ipv4 packets entering/leaving a port, and deny or permit specific Ipv4
packets destined to a network.

ACL List ACL Binding

ACL + Add [ Delete Selected

Upto 512 entries can be added.

ACL Name ACL Type Status Action
No Data
Add
* ACL Name:
ACL Type: @ Based on MAC Based on IP Address

(2) Click Details in the Action column of the ACL entry, set the filtering rules in the pop-up sidebar, and click
Save to addrules for the ACL. Multiple rules can be added.

Therules include two actions of Allow or Block, and the matching rules of packets. The sequence ofa Rule
in an ACL determines the matching priorityof the Rule in the ACL. When processing packets, the network
device matches packets with ACEs based on the Rule sequence numbers. Click Move in the rule list to
adjustthe matching order.
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ACL List ACL Binding

ACL

Upto 512 entries can be added.

+ Add

Security

il Delete Selected

ACL Name ACL Type Status Action
test Based an MAC Inactive Details |Edit Delete
[test]Settings X
ACL Name: test
ACL: Block O Allow
EtherType Value: [ All
Src MAC: B Al
Dest MAC: [ All
-
Existing ACL: (You can click and drag the ACL number to swap the ACL)
Control
No. Rule Action
Type
No Data Available
Table 9-1 Description of ACL Rule Configuration Parameters
Parameter Description
Configuring ACL Rules Action
ACL Block: If packets match this rule, the packets are denied.

Allow: If packets match this rule, the packets are permitted.

IP Protocol Number
match all IP protocols.

Match IP protocol number The value ranges from 0 to 255. Check All to

Src IP Address
addresses.

Match the source IP address ofthe packet. Check All to match all source IP

DestIP Address

Match the destination IP address ofthe packet. Check All to match all
destination IP addresses

EtherType Value

Match Ethernet protocol type. The value range is 0x600~0xFFFF. Check All to
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Parameter Description
match all protocol type numbers.

Sre M Match the MAC address ofthe source host. Check All to match all source

rc Mac
MAC addresses
Match the MAC address ofthe destination host. Check All to match all
DestMAC L

destination MAC addresses

@ Note

® ACLs cannothave the samename. Onlythe name of a created ACL can be edited.

® An ACL applied by a port cannotbe edited or deleted. To edit, unbind the ACL from the port first.

e There is onedefault ACL rule that denies all packets hidden atthe end of an ACL.

9.3.3 Applying ACL Rules

Choose Local Device > Security > ACL > ACL List.

Click Batch Add or Edit in the Action column, select the desired MAC ACL and IP ACL for ports, and click OK.

ﬁ Note

Currently, ACLs can be applied onlyin the inbound direction of ports, that is, to filter incoming packets.

ACL List ACL Binding

o ACL Binding

The device only filters incoming packets.

| Act Binding

Port
Gi1

Gi2

Gi4

MAC-based ACL
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IP-based ACL

il Unbind Selected

Action

Edit
Edit

Edit
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9.4

Add
MAC-based ACL: No Data
IP-based ACL: No Data
* Select Port:
. Available Unavailable - Aggregate [ Uplink Copper Fiber

3 5 7 9 1 13 15 17 19 21 23 25 27 29 31 33 35

4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 3

MNote: You can click and drag to select one or more ports. Select All  Inverse Deselect

Security

After an ACL is applied to a port, you can click Unbind in the Action column, or check the port entryand click

Delete Selected to unbind the ACL from the port.
ACL List ACL Binding

ACL Binding
The device only filters incoming packets.

| Act Binding + Batch Add
Port MAC-based ACL IP-based ACL
Gil test -
Gi2 - -

Port Protection

Choose Local Device > Security > Port Protection.

il Unbind Selected

Action

Edit

In some scenarios,itis required that communication be disabled between some ports on the device. For this

purpose, you can configure some ports as protected ports. Ports that enable port protection (protected ports)

cannot communicate with each other, users on different ports are L2-isolated. The protected ports can

communicate with non-protected ports.

Port protection is disabled by default, which can be enabled by clicking to batch enable port protection for

multiple ports, you can click Batch Edit to enable port protection, selectdesired portand click OK.
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Port Protection
The protected ports are isolated from each other.

| Port List ¢ Batch Edit

Port Action
Gi1 D
Gi2

Gi3

Gi4

Gi5

9.5 IP-MAC Binding

9.5.1 Overview

After IP-MAC binding is configured on a port, to improve security, the device checks whether the source IP
addresses and source MAC addresses of IP packets are those configured forthe device, filters outIP packets

not matching the binding, and strictly control the validity of inputsources.
9.5.2 Procedure
Choose Local Device > Security > IP-MAC Binding.

1. Adding an IP-MAC Binding Entry

Click Add, select the desired port, enter the IP address and MAC address to be bound, and click OK. At least
one of the IP address and MAC address needs to be entered. To modify the binding, you can click Edit in the

Action column.

@ Caution

IP-MAC Binding take effects prior to ACL, but it has the same privilege with IP Source Guard. The packet

matching either configuration will be allowed to pass through.

IP-MAC Binding
Description: IP-MAC Binding checks both the source IP addresses and MAC addresses of IP packets, and packets not matching any entry in the address binding

© st vl se fiterea.

Note: IP-MAC Binding takes effect prior to ACL, but it has the same privilege with IP Source Guard. The packet matching either configuration will be allowed to
pass through.

| IP-MAC Binding Search by IP Address Q Search & Add [l Delete Selected
Up to 500 entries can be added.

P MAC Port Action

192.168.1.1 00:11:22:33:44:55 Gi29 Edit Delete
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Add
P @
MAC
* Select Port:
. Available Unavailable 1 Aggregate [ Uplink Copper Fiber

3 5 7 9 MN 13 15 17 19 21 23 25 27 29 31 33 3% 3

9

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 3

Note: You can click and drag to select one or more ports. Select All  Inverse Deselect

2. SearchingBinding Entries

The search box in the upper-right corner supports finding binding entries based on IP addresses, MAC
addresses or ports. Select the search type, enter the search string, and click Search. Entries that meet the

search criteria are displayed in the list.

Search by IP Address Q1 Search

x Search by IP Address

Search by MAC

MAC Port
Search by Port °

3. Deleting anIP-MAC Binding Entry

Batch Configure: In IP-MAC Binding List, select an entry to be deleted and click Delete Selected. In the
displayed dialog box, click OK.

Delete one binding entry: click Delete in the last Action column of the entry in the list. In the displayed dialog
box, click OK.
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IP-MAC Binding Search by IP Address Q Search & Add i Delete Selected

Upto 500 entries can be added.

IP MAC Port Action
192.168.1.1 00:11:22:33:44:55 Gi29 Edit

9.6 IPSourceGuard

9.6.1 Overview

After the IP Source Guard function is enabled, the device checks IP packets from DHCP non-trusted ports. You
can configure the device to check only the IP field or IP+MAC field to filter out IP packets not matching the

binding list. It can prevent users from setting private IP addresses and forging IP packets.

@ Caution

IP Source Guard should be enabled together with DHCP snooping. Otherwise, IP packet forwarding maybe
affected. To configure DHCP Snooping function, see 7.1 for details.

9.6.2 Viewing Binding List

Choose Local Device > Security > IP Source Guard > Binding List.

The binding list is the basis for IP Source Guard. Currently, data in Binding List is sourced from dynamic
learning results of DHCP snooping binding database. When IP Source Guard is enabled, data of the DHCP
Snooping binding database is synchronized to the binding listof IP Source Guard. In this case, IP packets are

filtered strictly through IP Source Guard on devices with DHCP Snooping enabled.

Click Refresh to obtain the latestdata in Binding List.

Basic Settings Excluded VLAN Binding List

Binding List
Description: The entries come from dynamic learning of DHCP Snooping.

| Binding List Search by IP Address Q Search 2 Refresh
Up to 1900 entries can be added.

IP MAC Port VLAN ID Status Rule

No Data

The search boxin the upper-rightcorner supports finding the specified entryin Binding List based on IP
addresses, MAC addresses, VLANs or ports. Click the drop-down listboxto selectthe search type, enter the

search string, and click Search.
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Search by IP Address Q1 Search

Search by IP Address

Search by MAC

VLAN ID Stat
Search by VLAN e

Search by Port Data

9.6.3 Enabling Port IP Source Guard

Choose Local Device > Security > IP Source Guard > Basic Settings.
In Port List, click Edit inthe Action column. Select Enabled and selectthe matchrule, and click OK.
There are two match rules:

® |P address: The source IP addresses of all IP packets passing through the port are checked. Packets are
allowed to pass through the port only when the source IP addresses of these packets match those in the
binding list.

® |Paddress+MAC address: The source IP addresses and MAC addresses of IP packets passing throughthe
portare checked. Packets are allowed to pass through the portonlywhen both the L2 source MAC addresses

and L3 source IP addresses ofthese packets match an entryin the binding list.

A caution
° IP Source Guard is not supported to be enabled on a DHCP Snooping trusted port.

® Onlyonanl?2interfaceis IP Source Guard supported to be enabled.

Basic Settings Excluded VLAN Binding List

Basic Settings

Description: Enable IP Source Guard to check the IP fields or both IP and MAC fields of packets from untrusted ports. Packets not matching any entry in the
address binding list will be filtered. It can prevent IP spoofing attacks when a host tries to spoof and use the IP address of another host.

Note: IP Source Guard should be enabled together with DHCP Snooping. Otherwise, IP packet forwarding may be affected.

| Port List & Batch Edit
Port Enable Rule Action
Gil Disabled IP
Gi2 Disabled IP Edit
Gi3 Disabled IP Edit
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Edit

Enable Enabled

Rule IP |

IP

ncel

9.6.4 Configuring Exceptional VLAN Addresses

Choose Local Device > Security > IP Source Guard > Excluded VLAN.

When IP Source Guard is enabled on an interface, itis effective to all the virtual local area networks (VLANS)
under the interface by default. Users can specify excluded VLANSs, within which IP packets are not checked or
filtered, thatis, such IP packets are not controlled by IP Source Guard.

Click Edit, enterthe Excluded VLAN ID and the desired port, and click OK.

A Caution

Excluded VLANs can be specified on a port only after IP Source Guard is enabled on the port. Specified

excluded VLANs will be deleted automaticallywhen IP Source Guardis disabled on the port.

Basic Settings Excluded VLAN Binding List

Excluded VLAN

Description: Packets within this VLAN are allowed to pass the port without checking or filtering.
Note: Excluded VLAN can be specified only after IP Source Guard is enabled on a port.

| VLAN List + Add @ Delete Selected

Upto 64 entries can be added.

VLAN ID Port Action

No Data
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Add
*VLAN ID
* Select Port:
. Available Unavailable = Aggregate Y Uplink Copper Fiber

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 3
Note: You can click and drag to select one or more ports. Select All Inverse Deselect

9.7 Anti-ARP Spoofing

9.7.1

9.7.2

Overview

Gateway-targeted ARP spoofing prevention is used to check whether the source IP address of an ARP packet
through an access portis setto the gateway IP address. If yes, the packet will be discarded to prevent hosts
from receiving wrong ARP response packets. If not, the packet will not be handled. In this way, only the uplink
devices can send ARP packets, and the ARP response packets sent from other clients which pass for the

gateway are filtered out.
Procedure
Choose Local Device > Security > IP Source Guard > Excluded VLAN.

1. Enabling Anti-ARP Spoofing

Click Add, selectthe desired portand enter the gateway IP, click OK.

O nNote

Generally, the anti-ARP spoofing function is enabled on the downlink ports of the device.
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Anti-ARP Spoofing
Description: Anti-ARP Spoofing prevents hosts from spoofing the source IP address of the ARP packets to be the IP address of the gateway.
Note: Anti-ARP Spoofing is generally configured on a downlink port.

| Anti-ARP Spoofing & Add [ Delete Selected

Upto 256 entries can be added.

IP Port Action
No Data
Add .
*|p
* Select Port:
. Available Unavailable = Aggregate 8 Uplink Copper Fiber

13 5 7 9 N 13 15 17 19 21 23 25 27 29 31 33 35 3]

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 3

J

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

2. Disabling Anti-ARP Spoofing

Batch disable: Selectan entry to be deleted in the listand click Delete Selected.

Disable one port: click Delete in the last Action column ofthe corresponding entry.

Anti-ARP Spoofing
Description: Anti-ARP Spoofing prevents hosts from spoofing the source IP address of the ARP packets to be the IP address of the gateway.
Note: Anti-ARP Spoofing is generally configured on a downlink port.

| Anti-ARP Spoofing & Add il Delete Selected

Up to 256 entries can be added.

[} IP Port Action

] 172.30.102.1 Gi15 Edit
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10 Advanced Configuration

101 STP

STP (Spanning Tree Protocol) is an L2 management protocol that eliminates L2 loops by selectivelyblocking

redundantlinks in the network. It also provides the link backup function.

STP Settings STP Management

o Note: Enabling STP or changing the STP mode will initiate a new session. Please do not refresh the page.

STP: ()
* Priority: 32768 *Hello Time: 2 seconds
* Max Age: 20 seconds * Forward Delay: 15 seconds
* Recovery Time: 30 seconds STP Mode: RSTP
9

Save

10.1.1 STP Global Settings

Choose Local Device > Advanced > STP > STP.

(1) Click to enable the STP function, and click OK in the displayed box. The STP function is disabled bydefault.

A caution
Enabling the STP or changing the STP mode will initiate a new session. Do notrefresh the page during the
configuration.

STP Settings STP Management

o MNote: Enabling STP or changing the STP mede will initiate a new session. Please do not refresh the page.
s (@)

(2) Configure the STP global parameters, and click Save.
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STP Settings STP Management

o MNote: Enabling STP or changing the STP mode will initiate a new session. Please do not refresh the page.

s @D
* Priority: 32768 *Hello Time: 2 seconds
* Max Age: 20 seconds * Forward Delay: 15 seconds
* Recovery Time: 30 seconds STP Mode: RSTP
9

Save

Table 10-1 Description of STP Global Configuration Parameters

o Default
Parameter Description
Value

Whether to enable the STP function. It takes effect globally. STP attributes
STP ] ] Disable
can be configured only after STP is enabled.

o Bridge priority. The device compares the bridge priorityfirst during root
Priority ) i o i O 32768
bridge selection. Asmaller value indicates a higher priority.

The maximum expiration time of BPDUs The packets expiring will be

discarded. If a non-rootbridge fails to receive a BPDU from the root bridge
Max Age S ] ) ] ) ] 20 seconds
before the aging time expires, the root bridge or the link to the root bridge is

deemed as faulty

Recovery Time | Networkrecovery time when redundantlinks occur on the network. 30 seconds

Hello Time Interval for sending two adjacentBPDUs 2 seconds

The interval at which the port status changes, thatis, the interval for the
Forward Delay ) ) ) ) ) 15 seconds
port to change from Listening to Learning, or from Learning to Forwarding.

The versions of Spanning Tree Protocol. Currently the device supports STP
STP Mode . . . RSTP
(Spanning Tree Protocol) and RSTP (Rapid Spanning Tree Protocol).

10.1.2 Applying STP to a Port

Choose Local Device > Advanced >STP > STP.

Configure the STP properties fora port Click Batch Edit to selectports and configure STP parameters, or click

Edit in the Action columnin Port List to configure designated ports.
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STP Settings STP Management

0 STP Port Settings
Tip: It is recommended to enable the port connected to a PC with Port Fast.

| Port List 2 Refresh & Batch Edit
Link Status
Port Rol Stat Priorit aroy Port Fast Acti
or ole atus riority Config Actual Guard ort Fas ction
Status Status
Gi1 disable disable 128 Auto Shared Disable Disable Edit
Gi2 disable disable 128 Auto Shared Disable Disable Edit
Gi3 disable disable 128 Auto Shared Disable Disable Edit
Port:GiT ><
Port Fast:
BPDU Guard:
Link Status: Auto

* Priority: 128

Table 10-2 Description of STP Configuration Parameters of Ports

. Default
Parameter Description
Value

e  Root: A port with the shortestpath to the root

e  Alternate: A backup port of a root port. Once the root port fails, the

alternate port becomes the rootportimmediately.
Role NA

e Designated (designated ports): Aport that connects aroot bridge or a
upstream bridge to a downstream device.

e Disable (blocked ports): Ports thathave no effect inthe spanning tree.
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Default

Parameter Description
Value

e Disable: The portis closed manuallyordue to a fault, does not
participate in spanning tree and does notforward data, and can be
turned into a blocking state after initialization or opening.

e  Blocking:Aportin the blocking state cannotforward data packets or
learn addresses, butcan send or receive configuration BPDUs and send
them to the CPU.

e Listening:If a port can become the root port or designated port, the port
Status will enter the listening state. Listening: A portin the listening state does | NA
not forward data or learn addresses, butcan receive and send
configuration BPDUs.

e Learning:Aportin the learning state cannotforward data, but starts to
learn addresses, and canreceive, process, and send configuration
BPDUs.

e Forwarding: Once a port enters the state, it can forward any data, learn
addresses, and receive, process, and send configuration BPDUs.

Priority The priority of the portis used to electthe portrole, and the port with high 128
riori
priority is preferentiallyselected to enter the forwarding state

Configure the link type, the options include: Shared, Point-to-Pointand Auto.

Link Status In auto mode, the interface type is determined based on the duplexmode. For Aut
uto
Config Status full-duplexports, the interface type is point-to-point, and for half-duplexports,
the interface type is shared.
Link Status
Actual linktype: Shared, Point-to-Point NA

Actual Status

Whether to enable the BPDU guard function. After the function is enabled, if
Port Fastis enabled on a port or the portis automaticallyidentified as an
edge port connected to an endpoint, but the port receives BPDUSs, the port will )
BPDU Guard ) ) L Disable
be disabled and enters the Error-disabled state. This indicates thatan
unauthorized user mayadd a network device to the network, resultingin

network topology change.

Whether to enable the Port Fast function. After Port Fastis enabled on a port,
the port will neitherreceive nor send BPDUSs. In this case, the hostdirectly

connected to the port cannot receive BPDU.s. If a port, on which Port Fastis
PortFast enabled exits the Port Fast state automaticallywhen itreceives BPDUs, the Disable

BPDU filter feature is automaticallydisabled.

Generally, the port connected to a PC is enabled with Port Fast.
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 Note
o It is recommended to enable PortFast on the port connectedto a PC.

®  Aportswitches to the forwarding state after STP is enabled more than 30 seconds. Therefore transient
disconnection mayoccur and packets cannotbe forwarded.

102 LLDP

10.2.1 Overview

LLDP (Link Layer Discovery Protocol) is defined by IEEE 802.1AB. LLDP can discover devices and detect
topology changes. With LLDP, the Eweb managementsystem can learn the topological connection status, for
example, ports of the device that are connected to other devices, portrates at both ends of a link, and duplex
mode matching status.An administrator can locate and troubleshoot faults quickly based on the preceding

information.
10.2.2 LLDP Global Settings

Choose Local Device > Advanced >LLDP > LLDP Settings.
(1) Click to enablethe LLDP function, and click OKinthe displayed box. The STP function is enabled bydefault.
When the LLDP is enabled, this step can be skipped.

LLDP Settings LLDP Management LLDP Info

LLoP: | @D

(2) Configurethe global LLDP parameters and click Save.

LLDP Settings LLDP Management LLDP Info

LLDP: ()
* Hold Multiplier: 4 * Reinitialization Delay: 2 seconds
* Transmit Interval: 30 seconds * Forward Delay: 2 seconds

* Fast Count: 3

Save

Table 10-3 Description of LLDP Global Configuration Parameters

Parameter Description Default Value

LLDP Indicates whetherthe LLDP functionis enabled. Enable
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Parameter

Description

Default Value

Hold Multiplier

TTL multiplier of LLDP

In LLDP packets, TTL TLV indicates the TTL of local informationon a
neighbor. The value of TTL TLV is calculated using the following

formula: TTL TLV = TTL multiplier x Packet transmission interval + 1.
The TTL TLV value can be modified byconfiguring the TTL multiplier

and LLDP packettransmission interval.

Transmit

Interval

Transmission interval of LLDP packets, in seconds

The value of TTL TLV is calculated using the following formula: TTL
TLV = TTL multiplier x Packet transmissioninterval + 1. The TTL TLV
value can be modified by configuring the TTL multiplierand LLDP

packet transmission interval.

30 seconds

Fast Count

Number of packets that are transmitted rapidly

When a new neighboris discovered, orthe LLDP working mode is
changed, the device will startthe fasttransmission mechanism in
orderto let the neighboring devices learn the information ofthe
device as soon as possible. The fast transmission mechanism
shortens the LLDP packettransmissioninterval to 1s, sends a certain
number of LLDP packets continuously,and then restores the normal
transmission interval. You can configure the number of LLDP packets

that can be transmitted rapidlyfor the fasttransmission mechanism.

Reinitialization

Delay

Port initialization delay, in seconds You can configure an initialization
delayto prevent frequentinitialization of the state machine caused by

frequentchanges ofthe port workmode.

2 seconds

Forward Delay

Delay for sending LLDP packets, in seconds.

When local information ofa device changes, the device immediately
transmits LLDP packets to its neighbors. You can configure a
transmission delayto prevent frequent transmission of LLDP packets

caused by frequentchanges of local information.

If the delayis setto a very smallvalue, frequentchange of the local
information will cause frequenttransmission of LLDP packets. If the
delayis setto a very large value, no LLDP packet may be transmitted
even if localinformation is changed. Setan appropriate delay
according to actual conditions.

2 seconds

10.2.3 Applying LLDP to a Port

Choose Local Device > Advanced > LLDP > LLDP Management.

In Port List, Click Edit in the Action column, or click Batch Edit, select the desired port, configure the LLDP

working mode on the port and whetherto enable LLDP-MED, and click OK.
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Send LLDPDU: After Send LLDPDU is enabled on a port, the port cansend LLDPDUSs.
Receive LLDPDU: After Receive LLDPDU is enabled on a port, the port canreceive LLDPDUs.

LLDPMED: After LLDPMED is enabled, the device is capable of discovering neighbors when its peerendpoint
supports LLDP-MED (the Link Layer Discovery Protocol-Media Endpoint Discovery).

LLDP Settings LLDP Management LLDP Info

Port List & Batch Edit
Port Send LLDPDU Receive LLDPDU LLDP-MED Action
Gil Enable Enable Enable
Gi2 Enable Enable Enable Edit
Gi3 Enable Enable Enable Edit
Batch Edit <

Send LLDPDU:
Receive LLDPDU:
LLDP-MED:

* Select Port:

. Available Unavailable #J Uplink Copper Fiber

1 3 5 7 9 1n 13 15 17 19 21 23 25 27 29 31 33

35
&
TV YY YV D P YRR R
36

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34

Note: You can click and drag to select one or more ports. Select All  Inverse Deselect

10.2.4 Displaying LLDP information

Choose Local Device > Advanced >LLDP > LLDP Info.

To display LLDP information, including the LLDP information of the local device and the neighbor devices of

each port. Clickthe port name to displaydetails aboutportneighbors.

You can check the topology connection through LLDP information, or use LLDP to detect errors. Forexample,

iftwo switch devices are directlyconnected in the network topology. When an administrator configures the VLAN,
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port rate, duplex mode, an error will be prompted if the configurations do not match those on the connected
neighbor.

LLDP Settings LLDP Management LLDP Info

Device Info

Device ID Type: Mac Address Device ID: 00:11:22:33:44:67
Hostname: Ruijie Description: RG-NBS5200-48GT4XS
Supported Feature: Bridge,Router,Repeater Enabled Feature: Bridge Router,Repeater

MGMT IP: 172.30.102.133

Neighbor Info
Port Device ID Type Device ID Port ID Type Port ID Neighbor System Time To Live(s)
Gi15 MAC address 30:00:9E:3E:B4:62 MAC address 30:0D:9E:3E:B4:62 3559
Gi17 MAC address 30:0D:9E:3B:ACTA MAC address 30:0D:9E:3EACTA 2743
Gi24 MAC address 30:0D:9E:6F:C2:3C Locally assigned Gi3 NBS3100 17

[Gi24]Neighbor Details X
Gi3
Device ID Type: MAC address Device ID: 30:0D:8E:6F:C2:3C
Port ID Type: Locally assigned PortID: Gi3
Hostname: NBS3100 PVID: 1
VLAN ID: 1(VLANO00O1) Time To Live: 117

MGMT IP: 172.30.102.121
Description: RG-NBS3100-24GT4SFP-P
Supported Feature: Bridge Enabled Feature: Bridge

10.3 RLDP

10.3.1 Overview

The Rapid Link Detection Protocol (RLDP) is an Ethernet link failure detection protocol, which is used to rapidly

detect unidirectional link failures, bidirectional link failures, and downlink loop failures. When a failure is found,

198



Web-based Configuration Guide Advanced Configuration

RLDP automaticallyshuts down relevantports orasks users to manuallyshut down the ports according to the
configured failure handling methods, to avoid wrong forwarding of traffic or EthernetL2 loops.

Supports enabling the RLDP function of the access switches in the network in a batch. By default, the switch
ports will be automaticallyshutdown when aloop occurs. You can also seta single switch to configure whether

loop detection is enabled on each port and the handling methods after a link fault is detected
10.3.2 Standalone Device Configuration

1. RLDP Global Settings

Choose Local Device > Advanced > RLDP > RLDP Settings.
(1) Enablethe RLDP function and click OKin the displayed dialog box. The RLDP function is disabled by default.

RLDP Settings RLDP Management RLDP Info

RLDP: | @D

(2) Configure RLDP global parameters and click Save.

RLDP Settings RLDP Management RLDP Info

rLDP: @D

* Hello Interval: 3 seconds Errdisable Recovery:

Save

Table 10-4 Description of RLDP Global Configuration Parameters

o Default
Parameter Description
Value
RLDP Indicates whetherthe RLDP function is enabled. Disable
Hello Interval Interval for RLDP to send detection packets, in seconds 3 seconds

) After itis enabled, a port automaticallyrecovers to the initialized state )
Errdisable Recovery Disable
after a loop occurs.

Errdisable Recovery | The interval at which the failed ports recover to the initialized state 30

Interval regularlyand link detection is restarted, in seconds. seconds
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2. Applying RLDP to a Port

Choose Local Device > Advanced > RLDP > RLDP Management.

In Port List, click Edit in the Action column or click Batch Edit, select the desired port, configure whether to
enable loop detection onthe port and the handling method after a faultis detected, and click OK.

There are three methods to handle portfailures:
® Warning: Only the relevantinformation is prompted to indicate the failed port and the failure type.
® Block: After alerting the fault, set the faulty port not to forward the received packets

® Shutdown port: After alerting the fault, shutdown the port.

A Caution

e When RLDPis appliedto an aggregate port, the Action can only be setto Warning and Shutdown.

e  When performing RLDP detection on an aggregate port, if detection packets are received on the same
device, even if the VLANs of the port sending the packets and the port receiving them are different, it will
not be judged as aloop failure.

RLDP Settings RLDP Management RLDP Info
Port List & Batch Edit
Port Loop Detection Action Action
Gil Disable -- Edit
Gi2 Disable = Edit
Gi3 Disable -- Edit
Port:Gi' -

Loop Detection: @D

Action: [Warning ]
Warning
Shutdown
| I

3. Displaying RLDP information

Choose Local Device > Advanced > RLDP > RLDP Info.
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You can view the detection status, failure handling methods, and ports that connect the neighbor device to the
local device. You can click Reset to restore the faulty RLDP status triggered by a port to the normal state.

Local Device(NBS - English & B8 & 3

RLDP Settings RLDP Management RLDP Info

2
=7
Port List Reset
-
Port Status Action Neighbor Port
&
Git OK
')
Gi2 OK
Gi3 OK
Gi4 OK
E Gi5 OK
@ Gi6 OK
= Gi7 oK

10.3.3 Batch Configuring Network Switches

Choose Network > RLDP.
(1) ClickEnable to accessthe RLDP Config page.

Network English~ ¢y 8 & @ pm 3

Q

©

RLDP

® RLDP will avoid network congestion

and connection interruptions
caused by loops. After a loop
occurs, the port involved in the
loop will be automatically shut

down.

>
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(2) Inthe networking topology, you can select the access switches on which you want to enable RLDP in either
recommended or custom mode. Ifyou select the recommended mode, all access switches in the network

are selected automatically. If you select the custom mode, you can manually select the desired access

switches. Click Deliver Config. RLDP is enabled onthe selected switches.

< RLDP Config

Please select the target switch:

Recommended Custom
Auto-ldentified Switches Specified Switches

WAN

A
Gateway
Ruiie she Owverturn
SN:H1LAOU100362A
Restore

LANG LANT/WANI

GilT

A
L Mnknown Switch
UNKNOWN NBS5200-24SFP/8...
SN:UNKNOWN SN:GINW31M00D172

UNKNOWN UNKNOWN UNKNOWN UNKNOWN

WAN

AP

- Switch
RAPZZ00e RG-ES205C-P
SN:1234842570021 SN:MACCWLD789205G
o~
“
Fi

2 switches are selected.

(3) After the configuration is delivered, if you want to modify the effective range of the RLDP function, click
Configure to select desired switches in the topology again. Turn off RLDP to disable RLDP on all the

switches with one click.
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0 RLDP will avoid network congestion and connection interruptions caused by loops. After a loop occurs, the port involved in the
loop will be automatically shut down.

RLDP:
=

WAN
A
Gateway
Ruijie.abc Overturn
SMN:H1LADUT003624
Restore
LAND LANT/WANZ
Gil7
N
Switch
MBS55200-245FP/8...
SMN:UNKNOWN SM:GTNW31N000172
UNKNOWN UNKNOWN UNKNOWN UNKNCWN
WAN WAN WAN
AN | ————

AR i : K : AR

- Switch L. NotinSON -
RAPZ200e RG-E5205C-P EAPBOZ RAP2260(G) ";
SMN:1234942570021 SN:MACCWLD785205GC SN:MACC522376524 SN:G1QH2LV00050C [
A

104 Configuringthe Local DNS

The local DNS serveris optional. The device obtains the DNS server address from the connected uplink device
by default.

Choose Local Device > Advanced > Local DNS.

Enter the DNS server address used bythe local device. Ifmultiple addresses exist, separate them with spaces.
Click Save. After configuring the local DNS, the device first use the DNS of the management IP address for
parsing domain names. If the device fail to parse domain names, then use this DNS address instead.

o The device will get the DNS server address from the uplink device.

Local DINS server

Save
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105 VoiceVLAN

A Caution

The Woice VLAN function is supported by RG-NBS3100 Series, RG-NBS3200 Series, RG-NBS5100 Series
and RG-NBS5200 Series Switches.

10.5.1 Overview

Avoice virtual local area network (VLAN) is a VLAN dedicated to voice traffic of users. Bycreating a voice VLAN
and adding ports connected to voice devices to the voice VLAN, you can have voice data transmitted in the
voice VLAN and deliver specified policy of the quality of service (QoS) for woice streams, to improve the

transmission priority of voice traffic and ensure the call quality.
10.5.2 \Woice VLAN Global Configuration

Choose Local Device > Advanced > Voice VLAN > Global Settings.

Turn onthe voice VLAN function, configure global parameters, and click Save.

Global Settings oul Port Settings

o Global Settings

Voice VLAN ()

" WVLAN 2 Range: 2-4094
* Max Age 1440 minute Range: 1-43200

oS Priority 6

Save

Table 105 Descriptionof VLAN Global Configuration Parameters

Parameter Description Default Value
\oice VLAN Whether to enable the Woice VLAN function Disable
VLAN VLAN ID as Wice VLAN NA
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Parameter Description Default Value

Aging time of voice VLAN, in minutes. In automatic mode, after the

MAC address in avoice packet ages, if the port does notreceive any )
Max Age . o o . ) 1440 minutes
more voice packets withinthe aging time, the device removes this

port from the voice VLAN

The L2 Priority of voice stream packets ina Wice VLAN. The value

rangeis from O to 7. A greatervalue indicates a higher priority.
CoS Priority 6
You can modify the priority of the voice traffic to improve the call

quality.

10.5.3 Configuring a Voice VLAN OUI

Choose Local Device > Advanced > Voice VLAN > QUI.

The source MAC address of a woice packet contains the organizationally unique identifier (OUI) of the voice
device manufacturer. After the voice VLAN OUIl is configured, the device compares the voice VLAN OUI with

the source MAC address in areceived packetto identifyvoice data packets, and sends them to the voice VLAN
for transmission.

ﬁ Note

After the voice VLAN functionis enabled on a port, when the port receives LLDP packets sentby IP phones, it

can identify the device capability fields in the packets, and identify the devices with the capability of Telephone

as voice devices. It also extracts the source MAC address ofa protocol packet and processesitas the MAC
address ofthe voice device. In this way, the OUI can be added automatically.

Click Add. In the displayed dialog box, enter an MAC address and OUI, and click OK.

Global Settings oul Part Settings

OUI List
0 The enabled globally port will automatically add the corresponding OUl when receiving an LLDP packet that is identified as telephone.
| OUI List + Add [ Delete Selected
Up to 32 entries can be added.

MAC Address OUI Mask Description Type Action

No Data
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Add .

* MAC Address
OUl Mask

Description

10.5.4 Configuring the Voice VLAN Function on a Port

Choose Local Device > Advanced > Voice VLAN > Port Settings.

Click Edit in the port entry or click Batch Edit on the upper -right corner. In the displayed dialog box, select
whether to enable the voice VLAN function on the port, voice VLAN mode to be applied, and whether to enable
the security mode, and Click OK.

Global Settings Qul Port Settings

Port List

The port can be set to the automatic mode only when the port VLAN is in the trunk or hybrid mode. When the port is in the automatic mode, the
0 port will exit the voice VLAN first, and automatically join the voice VLAN until it receives voice data again.

To ensure the normal operation of voice VLAN on port, please do not switch the port mode (hybrid/trunk/access mode). To switch the mode, please

disable the voice VLAN first.

Voice VLAN does not support layer 3 ports and aggregation ports.

| Port List ¢ Batch Edit
Port Enable Voice VLAN Mode Security Mode Action
Gil Disabled Auto Mode Enabled Edit
Gi2 Disabled Auto Mode Enabled Edit
Gi3 Disabled Auto Mode Enabled Edit
Gi4 Disabled Auto Mode Enabled Edit
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Edit .

Enable @D

Voice VLAN Mode = Auto Mode @

Security Mode (@D

Table 106 Description ofthe Voice VLAN Configuration Parameters on a Port

Parameter Description Default Value

Based on different ways the Wice VLAN function is enabled on the
port, the Voice VLAN Mode can be Auto Mode or Manual Mode:

e  Auto Mode: In this mode, the device checks whetherthe permit
VLANSs of a port contain the voice VLAN after the voice VLAN
functionis enabled on the port. If yes, the device deletes the
voice VLAN from the permitVLANs of the port until the port

\Voice VLAN Mode receives a voice packet containing a specified OUI. Then, the Auto Mode

device automaticallyadds the voice VLAN to the port's permit

VLANS. If the port does notreceive a voice packet containing the

specified OUlwithin the global aging time, the device removes

the Voice VLAN from the permitVLANSs of the port.

e  Manual Mode: If the permitVLANSs of a port contains the voice

VLAN, voice packets can be transmitted in the voice VLAN.

When the securitymode is enabled, only voice traffic can be
transmitted in the voice VLAN. The device checks the source MAC
address in each packet. When the source MAC address in the packet
matches the voice VLAN OUI, the packet can be transmitted in the

Security Mode voice VLAN. Otherwise,the device discards the packet. Enable

When the securitymode is disabled, the source MAC addresses of
packets are not checked and all packets can be transmitted in the
voice VLAN.

A Caution

e  The voice VLAN mode of the port can be set as the auto mode onlywhen the VLAN mode of the portis
Trunk mode. When the voice VLAN mode of the port work in the auto mode, the port exits the voice
VLAN firstand is automaticallyadded to the voice VLAN only after receiving voice data.
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®  After the voice VLAN functionis enabled on a port, do not switch the L2 mode (trunk or access mode) of
the portto ensure normal operation ofthe function. If you need to switch the L2 mode of the port, disable
the voice VLAN function on the port first.

e |tis notrecommended thatboth voice dataand service data be transmitted over the voice VLAN. If you
want to transmitboth voice data and service data over the voice VLAN, disable the voice VLAN function
in securitymode.

e  The wvoice VLAN functionis unavailable on L3 ports or aggregate ports.
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11 Diagnostics

11.1 Info Center

Choose Local Device > Diagnostics > Info Center.

Diagnostics

In Info Center, you can view porttraffic, VLAN information, routing information, clientlist, ARP list, MAC address,

DHCP snooping, IP-MAC binding, IP Source Guard, and CPP statistics ofthe device and relevant configurations.

Local Device(NBS -

English~ O B & B

Info
&7 Center

p Port Info

VLAN Info

Routing Info
DHCP Clients

ARP List

MAC

DHCP Snooping
IP-MAC Binding

1P SOURCE GUARD

cpp

11.1.1 Port Info

Port Info

Updated on2022-05-20 12:18:51

5 7

2 4 6 8

9 N 13

10 12 14

2 Refresh

15 17

16 18 20 22 24

19 21 23

1 3
ol ol ol e ol o o ol o o

Panel View

37 39 41 43 45 47
ol ol ol ol o
L B L L

38 40 42 44 46 48

25 27 29 31 33 35
ol ol ol ol o
L L L L

26 28 30 32 34 36

Port

Status
Negotiation Rate
Actual Rate

Flow Control(Config
Status)

Flow Control(Actual
Status)

Attribute

Gil
Disconnected

+ —-kbps
T --kbps
Disable

Disable

Copper

Flow 4 0.00 T 0.00 Interface Mode Access Port
Total Packets -/ VLAN 1

CRC/FCS Error —— DHCP Address Pool

Packets

Corrupted/Oversized  --/--

Packets

Conflicts

Choose Local Device > Diagnostics > Info Center > Port Info.

Port Info displays the status and configuration information of the port. Click the porticon to view the detailed

information ofthe port.

O nNote

e  To configure the flow control of the port or the optical/electrical attribute of a combo port, see 4.2.

e  To configurethe L2 mode of the port and the VLAN to whichit belongs,see 3.5.3.
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Info
0

Diagnostics

Panel View

Port Info
Center
Updated on2022-05-20 12:18:51 2 Refresh
) Port Info
VLAN Info 13 5 7 9 1 13 15 17 19 21 23 25 27 29 31 33 35 3
Covtna e ' TTII TR IIIIIRIIIITLY
DHCP Clients 2 4 6 8 10 14 16 18 20 22 24 26 28 30 32 34 36 3
ARP List
MAC Status Connected Flow L 0.00 Inte
Negotiation Rate 1000M T 535.26M VLA
DHCP Snooping Actual Rate ¥ —kbps Total Packets /6142498 DHC
T 27kbps CRC/FCS Error ==
IP-MAC Binding Flow Control(Config  Disable Packets
Status) Corrupted/Qversized --/--
IP SOURCE GUARD Flow Control{Actual Disable Packets
Status) Conflicts -
cer Attribute Copper

11.1.2 VLAN Info

Choose Local Device > Diagnostics > Info Center > VLAN Info.

Role
Copper
Fiber
#] Uplink
% PoE
% PoE Error

1 Aggregate

Status

il 1G/256/10G
il 10m/100M
. Exception
. Disconnected

Disable

Display SVI port and routed port information, including the port information included in the VLAN, the port IP

address, and whetherthe DHCP address pool is enabled.

O nNote

° To configure VLAN, see3.5 .

®  To configure SVI ports and routed ports, see 6.1.

Info
0

Center

Port Info °

P VLAN Info

Routing Info

Gi1-8,Gi10-48,Te49-52

DHCP Clients

1 3
ARP List

MAC

2 4
DHCP Snooping

VLAN Info (SVI&Routed Port)

VLAN1

DNS: -

Routed Port Gi1 Routed Port Gi2

Interface 1P

172.30.102.133

5 7 9 1 13 15 17 19 21 23

6 8 10 12 14 16 18 20 22 24

« Refresh

Routed Port Gi3

DHCP Address Pool

25 27 29 A

Routed Port Gi4

33 35

26 28 30 32 34 36

37 39 41

Routed

Port Gi5 Route

Remark

VLANOOO1

43 45 47

38 40 42 44 46 48

IP-MAC Binding

11.1.3 Routing Info

A Caution

If the device does notsupportL3 functions (such as RG-NBS3100 Series and RG-NBS3200 Series Switches),
this type of information is notdisplayed.
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Choose Local Device > Diagnostics > Info Center > Routing Info.

Displays the routing information on the device. The search boxin the upper-rightcorner supports finding route
entries based on IP addresses.

O nNote

To setup staticroutes,see 6.3.

Info .
o Routing Info
Center
Tip: Up to 500 entries can be added. 3 2 Refresh
Port Info
Interface IP Subnet Mask Next Hop
VLAN Info

GI9 2.1.1.0 255.255.255.0 3.1.1.1
p Routing Info

DHCP Clients

11.1.4 DHCP Clients

@ Caution

If the device does notsupportL3 functions (such as RG-NBS3100 Series and RG-NBS3200 Series Switches),
this type of information is notdisplayed.

Choose Local Device > Diagnostics > Info Center > DHCP Clients.

Displays the IP address information assigned to endpoints bythe device as a DHCP server.

O Note

To configure DHCP server related functions, see 6.2.

GI9 21.1.0 255.255.255.0 3114

Info
@

Center

Part Info DHCP Clients

VLAN Infa Tip: Up to 1000 entries can be added - < Refresh

Routing Info Hostname P MAC Lease Time(Min) Status

v

DHCP Clients
No Data
ARP List

MAC

I ADR i+

11.1.5 ARP List

Choose Local Device > Diagnostics > Info Center > ARP List.

Displays ARP information on the device, including dynamicallylearned and staticallyconfigured ARP mapping
entries.
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& Note
To bind dynamic ARP or manuallyconfigure static ARP, see 6.4.
ARP List
o Info
Center Tip: Up to 2000 entries can be added. 3 Refresh
Port Info Interface 1P MAC Type Reachable
VLAN Info VLAN1 172.30.102.209 c0:b8:e6:e9:78:07 Dynamic Yes
Routing Info VLAN1 172.30.102.118 cO:b8:ebiec:al:sc Dynamic Yes
DHCP Clients VLAN1 172.30.102.94 c0:b8:e6:e9:23:04 Dynamic Yes
» ARP List VLAN1 172.30.102.84 00:d0:f8:22:74:5F Dynamic Yes
MAC VLAN1 172.30.102.40 c0:b8:ebe3:3e:38 Dynamic Yes
DHCP Snooping VLAN1 172.30.102.139 30:0d:9e:3e:b4:62 Dynamic Yes
IP-MAC Binding VLAN1 172.30.102.179 00:d0:f8:15:08:5¢ Dynamic Yes
P SOURCE GUARD VLAN1 172.30.102.90 c0:b8:e6:7c:f2:7¢ Dynamic Yes
CPP VLAN1 172.30.102.121 30:0d:9e:6f:c2:3d Dynamic Yes
VLAN1 172.30.102.116 00:d0:fa:15:09:5¢ Dynamic Yes

11.1.6 MAC Address

Choose Local Device > Diagnostics > Info Center > MAC.

Displays the MAC address information ofthe device, including the static MAC address manuallyconfigured by

the user, the filtering MAC address, and the dynamic MAC address automaticallylearned by the device.

@ Note

To configure and manage the MAC address,see 3.3.

o Info

Center

Port Info
VLAN Info
Routing Info
DHCP Clients
ARP List

» MAC

DHCP Snooping
IP-MAC Binding
IP SOURCE GUARD

CcpPP

MAC
Tip: Up to 16K entries can be added. Search by MAC
Interface MAC

Gi24 70:B5:E8:5F:FD:29
Gi24 50:9A:4C:42:CO:50
Gi24 30:0D:9E:6F:C2:3C
Gi24 30:0D:9E:6F:C2:3D
Gi24 CO0:B&:EG:ES:78:07
Gi24 30:B4:9E:8F:85:E5
Gi24 58:69:6C:CE:72:B2
Gi24 70:B5:E8:78:B7:8D
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11.1.7 DHCP Snooping

Choose Local Device > Diagnostics > Info Center > DHCP Snooping.

Diagnostics

Displays the currentconfiguration ofthe DHCP snooping function and the userinformation dynamicallylearned

by the trust port.

@ Note

To modify DHCP Snooping related configuration,see 7.1.

Info .
o DHCP Snooping
Center
DHCP Snooping: Enabled Option82: Disabled
Port Info
DHCP Snooping Binding Entries from the Trusted Port
VLAN Info Interface MAC
Routing Info Gil5 172.30.102.17 08:00:27:62:F0:53
DHCP Clients
ARP List -
IP-MAC Binding
MAC

Tip: Up to 500 entries can be added.
) DHCP Snooping

Port
IP-MAC Binding

11.1.8 IP-MAC Binding

Search by IP Address

IP

Choose Local Device > Diagnostics > Info Center > IP-MAC Binding.

Trusted Port: Gi24 ~ QRefresh

VLAN ID Lease Time(Min)

240

2 Refresh

MAC

Displays the configured IP-MAC binding entries. The device checks whetherthe source IP addresses andsource
MAC addresses of IP packets match those configured for the device and filters outIP packets notmatching the

binding.

O nNote

To add or modify the IP-MAC binding,see 7.5.

Info e
O IP-MAC Binding
Center
Tip: Up to 500 entries can be added.
Port Info
Port
VLAN Info
Gi2%
Routing Info
DHCP Clients
ARP List IP SOURCE GUARD
MAC Tip: Up to 1900 entries can be added.
DHCP Snooping Interface Rule
» IP-MAC Binding Gil5 P

IP SOURCE GUARD

Search by IP Address
IP

192.168.1.1

Search by IP Address
IP MAC

172.30.102.17 08:00:27:62:F0:53

213

2= Refresh
MAC
00:11:22:33:44:55
2 Refresh
VLAN ID Status
1 Inactive



Web-based Configuration Guide

11.1.9 IP Source Guard

Choose Local Device > Diagnostics > Info Center > Source Guard.

Diagnostics

Displays the binding listofthe IP Source Guard function. The IP Source Guard function will check the IP packets

from non-DHCP trusted ports according to the list, and filter out the IP packets that are notin the binding list.

O nNote

To configure IP Source Guard function, see 7.6.

Port Info
IP SOURCE GUARD
VLAN Info
Routing Info Tip: Up to 1900 entries can be added. Search by IP Address
DHCP Clients Interface Rule IP
ARP List Gil5 P 172.30.102.17
MAC
DHCP Snooping CPP
IP-MAC Binding )
Total CPU bandwidth: 2000pps 2 Refresh
» 1P SOURCE GUARD

EtherType Value Rate

CPP
bodu 60pDs

11.1.10 CPP Info

Choose Local Device > Diagnostics > Info Center > CPP.

08:00:27:62:F0:53

Current Rate

Oops

< Refresh

Status

Inactive

Total messages

0

Displays the currenttotal CPU bandwidth and statistics of various packettypes, including the bandwidth, current

rate, and total number of packets.

o Info CPP
Center
Total CPU bandwidth: 2000pps 2 Refresh
Part Info
EtherType Value
VLAN Info
bpdu
Routing Info
lidp
DHCP Clients
ridp
ARP List
lacp
MAC
arp
DHCP Snooping dhep
IP-MAC Binding )
icmp
IP SOURCE GUARD
macc
» CPP matt
http/https
Total 26 | 10/page 12

3

Rate

60pps

50pps

50pps

600pps

400pps

600pps

600pps

600pps

600pps

1600pps
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Go to page

1

Current Rate

Opps

Opps

Opps

Opps

2pps

5pps

Opps

11pps

Opps

4pps

Total messages

0

5328

0

0

426731

622

3708

190569

0

105864
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11.2 Network Tools

The Network Tools page provides three tools to detectthe network status: Ping, Traceroute, and DNS Lookup.
11.2.1 Ping

Choose Local Device > Diagnostics > Network Tools.
The Ping command is used to detectthe network connectivity.

Select Ping as the diagnosis mode, enter the destination IP address or website address, configure the ping
count and packet size, and click Start to test the network connectivity between the device and the IP address

or website. If "Ping failed"is displayed, the device is not reachable to the IP address orwebsite.

o Network Tools
Toal @ Ping Traceroute DNS Lookup
* |P Address/Domain 172.30.102.1
% Ping Count = 4

* Packet Size 64 Bytes

PING 172.30.102.1 (172.30.102.1): 64 data bytes

72 bytes from 172.30.102.1: seq=0 ttl=64 time=0.000 ms
72 bytes from 172.30.102.1: seq=1 ttl=64 time=0.000 ms
72 bytes from 172.30.102.1: seq=2 ttl=64 time=0.000 ms
72 bytes from 172.30.102.1: seq=3 ttl=64 time=0.000 ms

--- 172.30.102.1 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.000/0.000/0.000 ms

11.2.2 Traceroute

Choose Local Device > Diagnostics > Network Tools.

The Traceroute function is used to identify the network path from one device to another. On a simple network,
the network path may pass through only one routing node or none at all. On a complex network, packets may
pass through dozens ofrouting nodes before reaching their destination. The traceroute function can be used to
judge the transmission path of data packets during communication.
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Select Traceroute as the diagnosis mode, enter a destination IP address orthe maximum TTL value used bythe
URL and traceroute, and click Start.

o Network Tools
Tool Ping © Traceroute DNS Lookup

* |P Address/Domain 172.30.102.30

*Max TTL 20

traceroute to 172.30.102.30 (172.30.102.30), 20 hops max, 38
byte packets
1 172.30.102.133 (172.30.102.133) 2999.863 ms |H

11.2.3 DNS Lookup

Choose Local Device > Diagnostics > Network Tools.

DNS Lookup is used to querythe information of network domain name or diagnose DNS server problems. Ifthe
device can ping through the IP address ofthe Internetfrom your web page butthe browser cannotopen the web

page, you can use the DNS lookup function to check whetherdomain name resolutionis normal.

Select DNS Lookup as the diagnosis mode, entera destination IP address or URL, and click Start.

216



Web-based Configuration Guide Diagnostics

o Metwork Tools

Tool Ping Traceroute © DNS Lookup

* |P Address/Domain = www.google.com

Server: 127.0.0.1
Address 1: 127.0.0.1 localhost

Mame:  www.google.com
Address 1: 2001:67f0:b475
Address 2: 104.244.46.85

11.3 Fault Collection

Choose Local Device > Diagnostics > Fault Collection.

When an unknown fault occurs on the device, you can collect fault information by one click on this page. Click
Start. The configuration files ofthe device will be packed into a compressed file. Download the compressed file

locally and provide itto R&D personnel for fault locating.

o Fault Collection

Compress the configuration file for engineers to identify fault.

114 CableDiagnostics

Choose Local Device > Diagnostics > Cable Diagnostics.

The cable diagnostics function can detect the approximate length of a cable connected to a port and whether
the cable is faulty.

Select the portto be detected on the port panel and click Start. The detection results will be displayed below.
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Port Panel

. Available Unavailable #) Uplink Copper Fiber

1 3 5 7 9 11 13[BI17 19 21 23 25 27 20 31 33 35 37 39 41 43 45 47 49 51

ol ol ol ol ol ol ol o o ol ol ol o ol ol e o o

TYYVYYYY FYYEYD YV EY UYFSEEE AN
6 48 5

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46

Note: You can click and drag to select one or more ports. Select All  Inverse Deselect

Result

Port Cable Length (cm) Result

Gi15 700 OK

ﬁ Caution

®  The SPF port does notsupportthe function.

° If a detected port contains an uplink port, the network may be intermittently disconnected. Exercise
caution when performing this operation.

115 SystemlLogs

Choose Local Device > Diagnostics > System Logs.

System logs record device operations, operation time, and operation modules. System logs are used by
administrators to monitor the running status of the device, analyze network status, and locate faults. You can

search for specified logs byfault type, faulty module, and keyword in fault information.

System Logs

View system logs.

Time Type Module Details local.info
syslog
May 18 18:52:37 kern.crit kernel %Port-2: GigabitEthernet12 link up
kernel
May 18 18:52:37 local.info syslog %L3-6: Manage VLAN 1 change to UP Kern.crit
May 18 18:52:37 kern.crit kernel %Port-2: GigabitEthernet13 link up
May 18 18:52:37 kern.crit kernel %Port-2: GigabitEthernet17 link up
May 18 18:52:38 kern.crit kernel %Port-2: GigabitEthernet22 link up

116 Alerts
Choose Local Device > Diagnostics > Alerts.

o Note

Choose Network > Alerts to view the alertinformation of other devices in the network.
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Displays possible problems onthe network environmentto facilitate fault prevention and troubleshooting. You
can view the alert occurrence time, port, alert impact, and handling suggestions, and rectify device faults

according to handling suggestions.

All types of alerts are concerned by default. You can click Unfollow to unfollow this type of alert. The system
will no longer displaythis type of alert. To enable the notification function of a type of alertagain, follow the alert
type on the Removed Alert page.

@ Caution

After unfollowing an alert, the system will notissue an alertpromptfor this type of fault, and users cannotfind
and deal with the faultin time. Exercise caution when performing this operation.

O Alerts No Alert
Current Alert Removed Alert
Table 11-1 Alert Types and Product Support
Alert Type Description Support Description

It is applicable onlyto devices that

supportL3functions.
. The device acts as a DHCP server, and the
Addresses inthe . Products that do not supportL3
number ofallocated addresses is aboutto
DHCP address pool ) functions such as RG-NBS3100
reach the maximum number ofaddresses
are to be exhausted. Series, RG-NBS3200 Series

that can be allocated in the address pool.
Switches do not supportthis type of

alert.
The IP address ofthe
local device conflicts The IP address ofthe local device conflicts NA
with that of another with that of another client on the LAN.
device.
An IP address conflict )
. Among the devices connected to the current

occurs on downlink ) )

device on the LAN, an IP address conflict NA

devices connected to )
) occurs onone or more devices.
the device.
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Alert Type

Description

Support Description

The MAC address

The numberofL2 MAC address entries is

. . aboutto reach the hardware capacity limitof | NA
tableis full of entries.
the product.
The ARP table is full of | The number of ARP entries on the network NA

ARP entries.

exceeds the ARP capacity of the device.

The PoE process is

not running.

The PoE service of the device fails and no

power can be supplied.

It is applicable onlyto NBS Series
Switches that supportthe PoE
function.

(The device models are marked
with "-P".)

The total POE poweris
overloaded.

The total PoE power of the device is
overloaded, and the new connected PD
cannotbe powered properly.

It is applicable onlyto NBS Series
Switches that supportthe PoE
function.

(The device models are marked
with "-P".)

The device has a loop

alarm.

A networkloop occurs on the LAN.

NA
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12 System Configuration

12.1 Settingthe System Time

Choose System > System Time.

You can view the current system time. If the time is incorrect, check and select the local time zone. If the time
zone is correct buttime is still incorrect, click Edit to manually set the time. In addition, the device supports
Network Time Protocol (NTP) servers. By default, multiple servers serve as the backup of each other. You can
add or delete the local server as required.

o Configure and view system time (The device has no RTC module. The time settings will not be saved upon reboot). ®

Current Time 2022-05-20 14:32:29

*Time Zone (GMT+8:00)Asia/Shanghai

* NTP Server 0.cn.pool.ntp.org Add
1.cn.pool.ntp.org Delete
2.cn.pool.ntp.org Delete
3.cn.pool.ntp.org Delete
0.asia.pool.ntp.org Delete
3.asia.pool.ntp.org Delete
0.pool.ntp.org Delete
1.pool.ntp.org Delete
rdate.darkorb.net Delete

Save

Click Current Time when modifying the time, and the system time of the currently logged-in device will be

automaticallyfilled in.
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Edit

* Time 2022-05-20 14:32:25 Current Time

12.2 Settingthe Web Login Password

Choose System > Login > Login Password.

Enter the old password and new password. After saving the configuration, use the new password to log in.

A Caution

When self-organizing network discoveryis enabled, the login password of all devices in the network will be
changed synchronously.

o Change the login password. Please log in again with the new password later.

* Old Password
* New Password

* Confirm Password

Save

12.3 Settingthe Session TimeoutDuration

Choose System > Login > Session Timeout.

If you do not log out after login, the Eweb management system allows you to continue the access without
authentication on the currentbrowser within one hour by default. After one hour, the Eweb managementsystem
automatically refreshes the page and you need to relog in before continuing your operations. You can change

the sessiontimeoutduration.
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124 Configuration Backup and Import

Choose System > Management > Backup & Import.
Configure backup: Click Backup to generate the backup configuration and download itlocally.

Configure import: Click Browse, select a backup configuration file locally, and click Import to apply the
configuration specified bythe file to the device After importing the configuration, the device will restart.

Backup & Import Reset

If the target version is much later than the current version, some configuration may be missing.
It is recommended to choose Reset before importing the configuration. The device will be rebooted automatically later.

| Backup Config

Backup Config

| Import Config

File Path Browse

125 Reset

12.5.1 Resetting the Device

Choose Local Device > System > Management > Reset.

Click Reset, and click OK to restore factory settings.

Backup & Import Reset

o Resetting the device will clear the current settings. If you want to keep the configuration, please Backup Config first.

Tip

o Resetting the device will clear the current settings
and reboot the device. Do you want to continue?
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A Caution

Resetting the device will clear current settings and rebootthe device. If a useful configuration exists inthe
current system, you can export the currentconfiguration (see 10.4) before restoring the factory settings.

Exercise caution when performing this operation.

12.5.2 Resetting the Devices in the Network

Choose Network > System > Management > Reset.

Select All Devices and choose whether to Unbind Account, click Reset All Devices and all devices in the

current network will be restored to their factory settings.

Network - gation Q | English~ y 28
Backup & Import Reset
10)
o Resetting the device will clear the current settings. If you want to keep the configuration, please Backup Config first. ®
Select Local © All Devices
® Option Unbind Account (The devices of this account will be removed from Ruijie Cloud and will not be managed by this account).

= Reset All Devices

A Caution

Resetting the network will clear current settings of all devices in the network and reboot the devices. Exercise
caution when performing this operation.

126 Rebootingthe Device

12.6.1 Rebooting the Device

Choose Self-Organizing Mode > Network > System > Management > Reset.
Choose Standalone Mode > System > Reboot.

Select Local and click All Devices. The device will restart. Do not refresh the page or close the browserduring
the reboot. After the device is successfully rebooted and the Web service becomes available, the device
automaticallyjumps to the login page.
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Network Navigation Q | Englshv 3 &8 & [3
Q
Reboot Scheduled Reboot
10)
o Please keep the device powered on during reboot. @
Select All Devices Specified Devices

®

12.6.2 Rebooting the Devices in the Network

Choose Network > System > Reboot > Reboot.

Select All Devices, and click Reboot All Device to reboot all devices in the currentnetwork.

Network .NavigationQ English~ ¢ 28 & [3

Reboot Scheduled Reboot

o Please keep the device powered on during reboot. @

Select Local © All Devices Specified Devices
@ Reboot All Device

A Caution

It will take some time for the network to reboot, please be patient. The network operation will affect the entire
network. Therefore, exercise caution when performing this operation.

12.6.3 Rebooting Specified Devices in the Network

Choose Network > System > Reboot > Reboot.

Click Specified Devices, select desired devices from the Available Devices list,and click Add to add devices
to the Selected Devices list on the right. Click Reboot. Specified devices in the Selected Devices list will be
rebooted.
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Reboot Scheduled Reboot

o Please keep the device powered on during reboot. @
Select Local All Devices © Specified Devices
Available Devices n Selected Devices 0/0
MACCQQQQQQ123 - NBS5200-48GT4 No data

12.7 Configuring Scheduled Reboot

Confirm that the system time is accurate. For details about how to configure the system time, see 12.1 . To

avoid network interruption caused by device rebootat wrong time.
Choose Self-Organizing Mode > Network > System> Scheduled Reboot.
Choose Standalone Mode > System > Scheduled Reboot.

Click Enable, and selectthe date and time of scheduled reboot everyweek. Click Save. When the system time

matches the scheduled reboottime, the device will restart.

A Caution

Once enable scheduled rebootin the network mode, all devices in the network will reboot when the system

time matches to the timed time. Therefore, exercise caution when performing this operation.
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Reboot Scheduled Reboot

o It is recommended to set the scheduled time to a network idle time, e.g., 2 AM..

The downlink device will also be rebooted as scheduled.

Enable @D

Day @& Mon B Tue E Wed E Thu ® Fri E cat B Sun

Time 03 00

12.8 Upgrade

A Caution

° It is recommended to backup the configuration before software upgrade.

® \ersionupgrade will restartthe device. Do not refresh or close the browser during the upgrade process.

12.8.1 Online Upgrade

Choose Local Device > System > Upgrade > Online Upgrade.

The currentpage displays the currentsystem version and allows you to detect whether a later version is awailable.
If a new version is available, click Upgrade Now to perform online upgrade. If the network environment does
not supportonline upgrade, click Download File to download the upgrade installation package locallyand then

perform local upgrade.

O nNote

®  Online upgrade will retain the current configuration.

° Do notrefreshthe page or close the browser during the upgrade process. After successful upgrade, you
will be redirected to the login page automatically.
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Online Upgrade Local Upgrade

o Online upgrade will keep the current configuration. Please do not refresh the page or close th
Current Version ReyeeOS 1.86.
New Version ReyeeOS 1.

Description 1.

Tip 1.If your device cannot access the Internet, please click Download File.

2. Choose Local Upgrade to upload the file for local upgrade.

Upgrade Now

12.8.2 Local Upgrade

Choose Local Device > System > Upgrade > Local Upgrade.

Displays the device model and current software version. You can choose whether to keep the configuration
upgrade or not. Click Browse to select the local software installation package, click Upload to upload the

installation package and upgrade.

Online Upgrade Local Upgrade

o Please do not refresh the page or close the browser. @

Model NBS
Current Version ReyeeQOS
Keep Config @@ (If the target version is much later than the current version, it is recommended not to keep the configuration.)

File Path Browse

129 LED

Choose Network > Network > LED.

Click the button to control the LED status ofthe downlink AP. Click Save to deliver the configuration and make
it take effect.
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LED Status Control
Control the LED status of the downlink AP.

Enable ()

Save

12.10 Switchingthe System Language

English ~
Click in the upper-rightcorner of the Web page.

Click a required language to switch the system language.

Network Navigation Q | English~ QO B & [3B
Q Status Devices Clients Terenny List B
Online 1/15/1 > > .
) English
e ==
6?3 Alert Center All(D) M
No Alerts Yet = Indenesia
e
L —
® Common Functions Viét Nam
— S Overturn
o @ RLDP @ DHCP @ Batch e Restore
= Snooping  Config =4  pycckuii
Refresh
l=——{ espafiol
Network Planning Setup
el
Wi-Fi VLAN (0):
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13 Wi-Fi Network Setup

W Note

e  To manage otherdevices in the self-organizing network, enable the self-organizing network discovery
function. (See Switching the Work Mode)The wireless settings are synchronized to all wireless devices in
the network by default. You can configure groups to limitthe device scope underwireless management.
For details,see 13.1

e  The device itselfdoes notsupporttransmitting wireless Wi-Fi signals, and the wireless settings need to
be synchronized to the wireless devices in the network to take effect.

13.1 Configuring AP Groups

13.1.1 Overview

After self-organizing network discovery is enabled, the device can function as the master AP/AC to batch

configure and manage its downlink APs bygroup. Before you configure the APs, divide them to differentgroups.

@ Note

If you specifygroups when configuring the wireless network, the configuration takes effect on wireless devices

in the specified groups.

13.1.2 Procedure

Choose Network > Devices > AP.

(1) View the information of all APs in the currentnetwork, including the basic information, RF information, and

model. Clickthe SN of an AP to configure the AP separately.

All(T)  Gateway (0) Switch (0)  AC(0)  Router (0)

o Device List
A devices not in SON is discovered. Manage

| Device List & Group: All Groups | Expand Change Group m RF Information Model

[l Delete Offline Devices Batch Upgrade

Relay Information
SN Status Hostname MAC IP Clients Device Group

i Wired

y G1QHAWX000610 Online Ruijie [Master] & EC:B2:70:23:A4:BF 172.26.1.32 & 0 defaultNetwork/E3A ) |
View Details

n 10/page Total 1

(2) Click Expand. Information of all the current groups is displayed to the left of the list. Click to create a

group. You can create amaximum of eightgroups. Selectthe target group and click to modifythe group
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name or click to delete the group. You cannotmodifythe name ofthe defaultgroup or delete the default

group.

Device List = Group: All Groups Change Group

SN Status Hostname MAC

@ G1QHEWX000610 Online Ruijie [Master] & EC:BD:70:
| Device List = Group: All Groups Collapse

SN

All Groups

Default
G1QHEWX00061!

(3) Click a group name in the left. Al APs in the group are displayed. One AP can belong to only one group. By
default, all APs belong to the default group. Select a record in the device list and click Change Group to
migrate the selected device to the specified group. After a device is moved to the specified group, the device
will use the configuration for the new group. Click Delete Offline Devices to remove offline devices from the

list.

| Device List 2 Group: All Groups | Collapse Change Group RF Information | Model @ Delete Offline Devices Batch Upgrade

Relay Information

] SN Status Hostname MAC P Clients Device Group
All Groups
Default . . e il Wired
G1QHEWX000610 Online Ruijie [Master] & EC:BO:70:23:A4:BF 172.26.1.32 & 0 test/BRIAE )
test View Details

Select Group

Default

test
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13.2 Configuring Wi-Fi

Choose Network > Wi-F > Wi-H Settings.
Enter the Wi-Fi name and Wi-Fi password, selectthe frequencyband used by the Wi-Fi signal, and click Save.

Click Advanced Settings to configure more Wi-Fi parameters.

A Caution

Modification will cause restart of the wireless configuration, resulting in logoutofconnected clients. Exercise
caution when performing this operation.

o Tip: Changing configuration requires a reboot and clients will be reconnected.

| Wi-Fi Settings Device Group:  pefault

*SSID test
Band 24G + 5G
Security Open

Collapse

Wireless Schedule All Time

VLAN Default VLAN

Hide SSID (The SSID is hidden and must be manually entered.)
Client Isolation Prevent wireless clients of this Wi-Fi from communicating with one another.
Band Steering (The 5G-supported client will access 5G radio preferentially.)
XPress (The client will experience faster speed. )
Layer-3 Roaming (The client will keep his IP address unchanged in this Wi-Fi network.)

wi-Fic @) (802.11ax High-Speed Wireless Connectivity.) ()

Table 131 Wireless Network Configuration

Parameter Description
SSID Enter the name displayed when a wireless clientsearches for a wireless network.
SSID Encoding If the SSID does not contain Chinese, this item will be hidden. If the SSID contains
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Parameter

Description

Chinese, this item will be displayed. You can select UTF-8 or GBK.

Band

Set the band used by the Wi-Fi signal. The options are 2.4 GHz and 5 GHz. The 5
GHz band provides faster network transmission rate and less interference than the
2.4 GHz band, butis inferiorto the 2.4 GHz band interms of signal coverage range
and wall penetration performance. Selecta properband based on actual needs. The
defaultvalue is 2.4G + 5G, indicating thatthe device provides signals atboth 2.4 GHz
and 5 GHz bands.

Security

Select an encryption mode for the wireless network connection. The options are as

follows:
Open: The device can associate with Wi-Fi withouta password.

WPA-PSK/WPA2-PSK: Wi-Fi Protected Access (WPA) or WPA2 is used for

encryption.

WPA_WPA2-PSK (recommended): WPA2-PSK or WPA-PSK is used for encryption.

Wi-Fi Password

Specify the password for connection to the wireless network. The password is a string
of 8 to 16 characters.

Wireless Schedule

Specify the time periods during which Wi-Fiis enabled. After you setthis parameter,

users cannotconnectto Wi-Fi in other periods.

VLAN Setthe VLAN to which the Wi-Fi signal belongs.
Enabling the hide SSID function can prevent unauthorized user access to Wi-Fi,
improving security. However, mobile phones or computers cannotfind the Wi-Fi name
Hide SSID after this function is enabled. You mustmanuallyenter the correct name and

password to connectto Wi-Fi. Record the current Wi-Fi name before you enable this

function.

Clientlsolation

After you enable this parameter, clients associated with the Wi-Fi are isolated from
one other, and end users connected to the same AP (in the same network segment)

cannotaccess each other. This improves security.

Band Steering

After this function is enabled, 5G-capable clients select5G Wi-Fi preferentially. You
can enable this function onlywhen Band is setto 2.4G + 5G.

XPress

After this function is enabled, the device sends game packets preferentially, providing

more stable wireless network forgames.

Layer-3 Roaming

After this function is enabled, clients keep their IP addresses unchanged when
associating with the same Wi-Fi. This function improves the roaming experience of

users inthe cross-VLAN scenario.

Wi-Fi6

After this function is enabled, wireless users can have faster network access speed

and optimized network access experience.

This functionis valid only on APs and routers supporting 802.11ax. Clients mustalso
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Parameter Description

support802.11laxto experience high-speed network access empowered by Wi-Fi 6. If

clients do not supportWi-Fi 6, disable this function.

13.3 Configuring Guest Wi-Fi

Choose Network > Wi-F > Guest Wi-FA.

Guest Wi-Fiis awireless network provided for guests, and is disabled bydefault. Client Isolation is enabled for
guest Wi-Fi bydefault, and it cannotbe disabled. In this case, users associating with guestWi-Fi are mutually
isolated, and theycan only access the Internetthrough Wi-Fi. This improves network access security. You can
configure awireless schedule for the guest network. After the specified schedule expires, the guest network will

become unreachable.

Turn on the guest Wi-Fi and set the guest Wi-Fi name and password. Click Expand to configure the wireless

schedule of the guest Wi-Fi and more Wi-Fi parameters. (For details, see 13.2 ) Click Save. Guests can

access the Internet through Wi-Fi after entering the Wi-Fi name and password.

o Tip: Changing configuration requires a reboot and clients will be reconnected.

| Guest Wi-Fi Device Group:  Dpefault

Enable @D

*S5ID | @Ruijie-guest-2277
Band = 24G + 5G

Security | Open
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Collapse

Wireless Schedule Never Disable
VLAN Default VLAN
Hide SSID (The SSID is hidden and must be manually entered.)

Client Isolation (@) Prevent wireless clients of this Wi-Fi from communicating with one another.

Band Steering (The 5G-supported client will access 5G radio preferentially.)
¥Press (The client will experience faster speed. )
Layer-3 Roaming (The client will keep his IP address unchanged in this Wi-Fi network.)

wi-Fic @) (802.11ax High-Speed Wireless Connectivity.) (D

Save

13.4 Adding a Wi-Fi

Choose Network > Wi-FH > Wi-H List.

Click Add, enterthe Wi-Finame and password, and click OK to create a Wi-Fi. Click Expand to configure more
Wi-Fi parameters. For details, see 13.2 . After a Wi-Fi is added, clients can find this Wi-Fi, and the Wi-Fi
information is displayed in the Wi-Fi list.

o Tip: Changing configuration requires a reboot and clients will be reconnected. ®

| Wi-Fi List Device Group:  pefault + Add

Upto 8 SSIDs can be added.
SSID Band Security Hidden VLAN ID Action

test 24G + 5G OPEN No Default VLAN Edit
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Add

e The configuration will take effect after being delivered to AP.

*SSID

Band 24G + 56

Security | WPA_WPA2-PSK

* Wi-Fi Password By

Expand

135 Healthy Mode

Choose Network > Wi-FH > Healthy Mode.
Turn on healthy mode and selecta wireless schedule forthe mode.

After the healthymode is enabled, the RF transmit power and Wi-Fi coverage range of the wireless device are

reduced inthe schedule. This maylead to weak signals and network freezing. You are advised to disable healthy
mode or set the wireless schedule to the idle periods.

Wi-Fi Settings Guest Wi-Fi Wi-Fi List Healthy Mode

Enable healthy mode, and the device will decrease its transmit power to reduce radiation.
Tip: Changing configuration requires a reboot and clients will be reconnected.

| Healthy Mode Device Group:  pefault

Enable @D

Effective Time All Time

Save

13.6 RF Settings

Choose Network > Network > Radio Frequency.
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The wireless device can detect the surrounding wireless environment upon power-on and select proper
configuration. However, network freezing caused by wireless environmentchanges cannot be prevented. You

can analyze the wireless environmentaround the APs and routers and manuallyselect proper parameters.

A Caution

Modification will cause restart of the wireless configuration, resulting in logout of connected clients. Exercise

caution when performing this operation.

o Tip: Changing configuration requires a reboot and clients will be reconnected.

| Radio Frequency Device Group: Default

Country/Region China (CN)

2.4G Channel Width Auto 5G Channel Width Auto
Client Count Limit 32 Client Count Limit 32
Kick-off Threshold @ Q Kick-off Threshold @ QO
Disable -75dBm -50dBm Disable -75dBm -50dBm

Save

Table 132 RF Configuration

Parameter Description

The Wi-Fi channels stipulated byeach country may be different. To
Country/Region ensure thatclients can find the Wi-Fi signal, selectthe country or region
where the device is located.

A lower bandwidth indicates more stable network, and a higher
bandwidth indicates easier interference. In case of severe interference,
selecta relatively low bandwidth to prevent network freezing to certain
2.4G/5G Channel Width extent. The 2.4 GHz band supports the 20 MHz and 40 MHz bandwidths.
The 5 GHz band supports the 20 MHz, 40 MHz, and 80 MHz bandwidths.

By default, the value is Auto, indicating that the bandwidth is selected

automaticallybased on the environment.
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Parameter Description

If a large number ofusers access the AP or router, the wireless network
performance ofthe AP or routermay be degraded, affecting users’
Internet access experience. After you setthis parameter,new user
ClientCountLimit access is prohibited when the number ofaccess users reaches the
specified value. If the clients require high bandwidth, you can adjustthis
parameterto a smallervalue. You are advised to keep the default value

unless otherwise specified.

When multiple Wi-Fi signals are available, you can setthis parameterto
optimize the wireless signal qualityto some extent. When a clientis far
away from the wireless device, the Wi-Fi connection is disconnected
when the wireless signal strength ofthe end useris lower than the kick-
Kick-off Threshold off threshold. In this case, the clienthas to selecta nearerwireless

signal.

The clientis prone to be kicked off if the kick-off threshold is high. To
ensure thatthe client can normallyaccess the Internet, you are advised

to set this parameterto Disable or a value smallerthan -75 dBm.

U Note

®  Wireless channels available for your selection are determined bythe country code. Selectthe country
code based onthe country or region of your device.

e  Channel,transmitpower,and roaming sensitivity cannotbe setglobally, and the devices should be
configured separately.

13.7 Configuring Wi-Fi Blacklist or Whitelist

13.7.1 Overview

You can configure the global or SSID-based blacklist and whitelist. The MAC address supports full match and
OUI match.

Wi-Fi blacklist: Clients in the Wi-Fi blacklistare prevented from accessing the Internet. Clients thatare notadded
to the Wi-Fi blacklistare free to access the Internet.

Wi-Fi whitelist: Only clients in the Wi-Fi whitelist can access the Internet. Clients thatare notadded to the Wi-Fi

whitelistare prevented from accessing the Internet.

@ Caution

If the whitelistis empty, the whitelistdoes nottake effect. In this case, all clients are allowed to access the

Internet.

13.7.2 Configuring a Global Blacklist/Whitelist

Choose Clients > Blacklist/Whitelist > Global Blacklist/Whitelist.
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Select the blacklistor whitelist mode and click Add to configure a blacklistor whitelist client. In the Add window,
enter the MAC address and remark of the target client and click OK. If a clientis already associated with the
access point,its MAC address will pop up automatically. Click the MAC address directly for automatic input. All

clients inthe blacklistwill be forced offline and notallowed to access the Wi-Fi network. The global blacklistand
whitelistsettings take effecton all Wi-Fi networks ofthe access point.

Global Blacklist/Whitelist SSID-Based Blacklist/Whitelist

© All STAs except blacklisted STAs are allowed to access Wi-Fi. Only the whitelisted STAs are allowed to access Wi-Fi.

Blocked WLAN Clients ) Delete Selected

Up to 64 members can be added.

MAC Remark Action
AEA4E11T oul Edit Delete
11:22:33:44:55:66 Edit Delete
Add .
Match Type © Full Prefix (OUI)
* MAC
Remark

If you click Delete in black list mode, the corresponding client can reconnect to Wi-Fi; if you click Delete in
whitelistmode and the whitelistlistis notemptyafter deletion, the corresponding clientwill be disconnectedand
prohibited from connecting to Wi-Fi.
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l © All STAs except blacklisted STAs are allowed to access Wi-Fi. Only the whitelisted STAs are allowed to access Wi-Fi.

| Blocked WLAN Clients

+ Add i Delete Selected
Up to 64 members can be added.
MAC Remark Action
AE4E11T ow Edit
11:22:33:44:55:66 Edit Delete

13.7.3 Configuring an SSID-based Blacklist/Whitelist

Choose Clients > Blacklist/Whitelist > SSID-Based Blacklist/Whitelist.

Select a target Wi-Fi network from the left column, select the blacklist or whitelist mode, and click Add to

configure a blacklistor whitelistclient. The SSID-based blacklistand whitelistwill restrictthe clientaccess tothe
specified Wi-Fi.

Global Blacklist/Whitelist SSID-Based Blacklist/Whitelist

Blacklist/Whitelist is used to allow or reject a client’ s request to connect to the Wi-Fi network.
Note: OUl matching rule and S51D-based blacklist/whitelist are supported by only RAP Net and P32 (and later versions).
Rule: 1. In the Blacklist mode, the clients in the blacklist are not allowed to connect to the Wi-Fi network.

2. In the Whitelist mode, only the clients in the whitelist are allowed to connect to the Wi-Fi network.

Default

© All STAs except blacklisted STAs are allowed to access Wi-Fi.

Only the whitelisted STAs are allowed to access WI-Fi.
es
123 . .
Blocked WLAN Clients + Add [l Delete Selected

Up to 64 members can be added.

MAC Remark Action

11:22:33:44:55:66 Edit Delete

13.8 Wireless Network Optimization with One Click
Choose Network > WIO.

On the Network Optimization tab, select | have read the notes and click Network Optimization to perform
automatic wireless network optimization in the networking environment. You can configure scheduled

optimization to optimize the network at the specified time. You are advised to setthe scheduled optimization
time to daybreak or the idle periods.
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A Caution

Clients maybe kicked offline during optimization and the configuration cannotbe rolled back after optimization

starts. Exercise caution when performing this operation.

Network Optimization Optimization Record

©

Start

Description:
This feature will optimize the self-organizing network to maximize the WLAN performance. Please make sure
that all APs have been online.

Notes:

1. During network optimization, the APs will switch channels, forcing the clients to go offline. The process
will last for a while, subject to the quantity of devices. It is recommended you enable network optimization at
night.

2. If dynamic channel allocation is running in the backend, network optimization will fail. Please try again
later.

3. The configuration cannot be rolled back once optimization starts.

| have read the notes.

Network Optirr n !

| Scheduled Optimization

o Scheduled Optimization
Optimize the network performance at a scheduled time for a better user experience.

Enable @D

Day Sun

Time 03 00

Save

After optimization starts, please wait patientlyuntil optimization is complete. After optimization ends, click Cancel

Optimization to restore optimized RF parameters to defaultvalues.

Click View Details or the Optimization Record tab to view the latestoptimization record details.
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© © © &)

Start Scanning Optimizing Finish

Finish
Optimiation finished on 20

Time: 31 seconds

Back Cancel Optimization

Network Optimization Optimization Record

Last Optimized:2022-04-26 15:26:22
You have optimized 1 APs and improved the performance by 12.50%!

Overview Details
Channel Transmit cdl ACl Interference
Hostname Band SN Channel Width Power Sensitivity  (Before/After) (Before/After) (Before/After)
(Before/After) o otoresafter) (Beforesaftery (ocrore/After)
Ruijie 2.4G G1QHEWX000 1 20 auto/100 80/0 0 0 0
610
Ruijie 5G GWQH;V[;"XDOO 36 80 auto/100 78/0 0 0 0

139 Enablingthe Reyee Mesh Function

Choose Network > Reyee Mesh.

After the Reyee Mesh function is enabled, the devices that support EasyLink can be paired to form a mesh
network. Devices can automaticallysearch for new routers around them and pair with each other viathe Mesh

button, or log in to the router managementpage to search and selecta new router for pairing.

After enabling Reyee Mesh, you can set up a Mesh network through Mesh pairing between the devices that support Reyee
Mesh.

Enable @D

Save

13.10 Configuringthe AP Ports

A Caution

The configuration takes effect only on APs having wired LAN ports.

Choose Network > LAN Ports.
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Choose Network > LAN Ports.

Enter the VLAN ID and click Save to configure the VLAN, to which the AP wired ports belong. If the VLAN ID is
null, the wired ports and WAN port belong to the same VLAN.

In self-organizing network mode, the AP wired port configuration applies to all APs having wired LAN ports on
the currentnetwork. The configuration applied to APs in LAN Port Settings takes effect preferentially. Click Add
to add the AP wired port configuration. For APs, to which no configuration is applied in LAN Port Settings, the
defaultconfiguration of the AP wired ports will take effect on them.

LAN Port Settings

The configuration takes effect only for the AP with a LAN port, e.g., EAP101.
Note: The configured LAN port settings prevail. The AP device with no LAN port settings will be enabled with default settings.

| Default Settings
VLAN ID Add VLAN

(Range: 2-232 and 234-4090. A blank value indicates the same VLAN as

WAN port.)
Applied to AP device with no LAN port settings @

Save

LAN Port Settings + Add [ Delete Selected

Up to 8 VLAN IDs or 32 APs can be added {1 APs have been added).

VLAN ID Applied to Action

2 Ruijie Edit Delete
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14 FAQs

141

142

Failingto log in to the Eweb Management System

(1) Confirm that the network cable is correctly connected to the port of the device, and the corresponding

indicatoris flashing or steadyon.

(2) Before accessingthe Web managementsystem,itis recommendedto setthe PCto use a static IP address
and set the IP of the computer to be in the same network segment as the IP of the device (the default IP of
the device is 10.44.77.200 and the subnet mask is 255.255.255.0) For example, set the IP address of the
computerto10.44.77.100 and the subnetmaskto 255.255.255.0.

(3) Runthe pingcommand to check the connectivity between the PC and the device.

(4) Ifyou still cannot log in to the Device Management page after the preceding steps, restore the device to

factory settings.

Password Lostand Restoration of Factory Settings

If you forget the password, hold down the Reset button on the device panel for more than 5s when the device
is powered on, release the button after the system indicator blinks, and the device will be restored to factory
settings The device reboot can use the default management IP (10.44.77.200) to log into the device Web and

selectwhetherto restore the backup configuration according to the promptmessage.

Select Reset Backup: The configuration will be restored to a backup status and only the login password will be
restored to the defaultpassword

Select Delete Backup: To restore factory settings, thatis, passwords and configurations will be deleted.

Tip

There is a backup file on the dewice. Do you want

o to reset the device using the backup file? (Note:
The device will reboot after heing restored.)

Celete Backup
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